Section 251 of NHS Act 2006 and Health Service (Control of Patient Information) Regulations 2002

SUPPORT FOR USE OF PATIENT IDENTIFIABLE INFORMATION WITHOUT CONSENT
Non-research application form

To be completed by the applicant:

	SECTION 1: REGISTER DETAILS

	(a) Application Title: 
*
	

	(b) Application Summary: 
*

(Description of purpose of the proposed research/study/activity for which support is sought.)
	

	(c) Applying Organisation: 
*
	

	(d) Contact Name & Role: 
*
	

	(e) Address for correspondence: 
*

Postcode:

Email:
	

	(f) Name, role and telephone number of Information custodian

 
* Information Custodian* in case of 
queries:

(*see Section 6 below)
	

	(g) Name of  Sponsor Organisation: 
*

(Sponsor’s written recommendation to be attached including approval from local Caldicott guardian(s))
	

	(h) Cohort/Population being studied: 
*
	

	(i) List/description of confidential patient  information being  used:
	

	(j) Classes of support 
*
	□ Specific Support required (As set out in the Regulations)
□ Class I Support :  the process of extracting and anonymising the information

□ Class IV Support : To link patient identifiable information obtained from more than one source

□ Class V Support : for auditing, monitoring and analysing patient care and treatment

□ Class VI Support : to allow access to an authorised user for one or more of the above purposes




	* These details will appear on the Section 251 Register if the application is successful.

SECTION 2: JUSTIFICATION OF PURPOSE & PUBLIC INTEREST

	(k) Detailed Description of purpose: 

(Description of purpose of the proposed research/study/activity for which support is sought?
Must also include the precise medical purpose as defined within the s251 (12) of the NHS Act 2006. 

	

	(l) Describe how the proposed use of patient information will improve patient care and  serve the wider public interest?
	

	(m) Please list each of the data items you will hold in relation to each patient, and describe against each why the data item is required.


	

	(n) Are you seeking specific support or class support?  
If class support, detail which of the purposes that may be covered do you need support for?


	

	SECTION 3: CONSENT & PRACTICABLE ALTERNATIVES

	(o) i. Why is it not practicable for the current holder of the information you require to seek or obtain patient consent for the proposed use of patient identifiable information on your behalf? 
 ii. Why is it impracticable to use anonymised or pseudonymised information?


	CONSENT:
PRACTICABLE ALTERNATIVES:


	(p) How have you involved patient and user organisations/representatives in the development of the activity for which you seek support?  
What safeguards have you introduced in response to their input?
	

	SECTION 4: CALDICOTT

	(q) What is the justification for using patient identifiable information?


	

	(r) Does the proposed use of patient identifiable information satisfy the requirements of the Data Protection Act and other legislation?

Do you have a confidentiality policy?

Are confidentiality clauses included within staff contracts?

Are all staff aware of their responsibilities?

Provide details of how you comply with each of the eight principles outlined in the Data Protection Act 1998:


	Under each of the principles below, state how you achieve compliance with each in the context of this specific activity, 
1. Personal data shall be processed fairly and lawfully and, in particular, shall not be processed unless at least one of the conditions in Schedule 2 is met; and in the case of sensitive personal data, at least one of the conditions in Schedule 3 is also met

2. Personal data shall be obtained only for one or more specified and lawful purposes, and shall not be further processed in any manner incompatible with that purpose or those purposes.

3. Personal data shall be adequate, relevant and not excessive in relation to the purpose or purposes for which they are processed.

4. Personal data shall be accurate and, where necessary, kept up to date

5. Personal data processed for any purpose or purposes shall not be kept for longer than is necessary for that purpose or those purposes.

6. Personal data shall be processed in accordance with the rights of data subjects under this Act.

7. Appropriate technical and organisational measures shall be taken against unauthorised or unlawful processing of personal data and against accidental loss or destruction of, or damage to, personal data

8. Personal data shall not be transferred to a country or territory outside the European Economic Area, unless that country or territory ensures an adequate level of protection of the rights and freedoms of data subjects in relation to the processing of personal data.




	SECTION 5: MEASURES TO PREVENT DISCLOSURE OF PATIENT IDENTIFIABLE INFORMATION

	(s) What security and audit measures have been implemented to secure access to, and limit use of, patient identifiable information within your organisation?


	

	(t) Provide details of the data security policy to be used by all organisations party to this application.  Please provide copies of the data security policies for each organisation, together with details of officers responsible for their implementation.

(u) Please provide details of your Information Governance Toolkit score


	IG TOOLKIT SCORE:


	(v) Provide written confirmation that the organisation’s data security policy is fully implemented (and complies with the management and control guidelines contained in the ISO/IEC 17799:2005 & ISO/IEC 27001:2005, as replacements for Parts 1 & 2 of the BS7799 “Code of Practice for Information Security Management”


	

	(w) Provide confirm that your organisation has Data Protection Registration for purposes of analysis and classes of data requested.  Please provide a copy of your Data Protection Registration.


	DPA NOTIFICATION REFERENCE:


	(x) Describe the physical security arrangements for the location where patient identifiable data is to be:

i) Processed; and

ii) 
Stored (if these are different)


	

	(y) System Information:

Identify the type of system and application to be used for information processing including product version numbers where known (e.g. desktop PC, Laptop PC, MS Access, etc)
	

	Confirm if the computer system will be entirely standalone or connected to a LAN or WAN network, or be otherwise accessible remotely by another means such as dial-up modem.  If so please confirm which networks these are and what they are used for, and provide a copy of the Network Security Policy.
	

	Provide details of access and/or firewall controls implemented on:
i) This system; and

ii) Any LAN or WAN to which it is connected

Please also identify who is responsible for the management of these arrangements.
	

	(z) System-level Security:

Is there a system level security policy for this system?  If yes, please supply a reference copy and confirm its status.
	

	Has the system ever been the subject of a security risk review?  If so, please provide details and confirm whether all the necessary recommendations have been implemented.
	

	Please provide details of the arrangements you have implemented to routinely monitor and audit the security of this system for potential misuse or abuse.
	

	(aa) Data Retention & Destruction:

How long will the information be retained?  If longer than 12 months please provide justification.


	

	Describe the method of data destruction you will employ when you have completed your work using patient identifiable data.


	

	SECTION 6 INFORMATION CUSTODIAN

	This form should be signed and dated by the Information Custodian. 

	SIGNED:


	DATE:

	Return completed application and supporting information to:

HRA.CAG@nhs.net
Confidentiality Advisory Group
Health Research Authority
Ground floor, Skipton House
80 London Road
London SE1 6LH
The Confidentiality Advice Team can be contacted via 020 7972 2557 in the first instance


Annex A

Application Checklist

· Have you had a colleague check through your application form so that it is complete and conforms with actual practice?


Have you included the following with your Application Form:

· Written recommendation from the Caldicott Guardian of the sponsoring NHS organisation

· A data flow diagram 

· Copy of your organisation’s Confidentiality Policy, including staff information leaflets and example(s) of confidentiality clauses in relevant staff contracts

· Copy of your organisation’s Security Policy, covering physical and system security

· Copy of your organisation’s Data Protection Notification including registered uses

· Examples of Patient Information Leaflets provided to the public
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