
  

 

 

Frequently asked questions – change to security assurance for 

‘section 251’ applications 

 

Following changes to the previous system level security policy review process in August 
2012, the following provides response to common queries 

 
General  
 

1. The Information Governance (IG) Toolkit is a performance tool produced by the 
Department of Health (DH). It draws together relevant legal rules and central 
guidance; self-assessment of compliance against the IG requirements is carried out 
annually and provides organisations that process NHS patient data with a clearly 
presented and peer reviewed roadmap to effective information governance. It 
supports both accountability and transparency agendas by requiring organisations to 
assess, monitor and publish performance against a standard framework.  

 
2. Following the general policy direction that all those processing NHS data should 

provide security assurance via the Information Governance (IG) Toolkit, and 
publication of the change in May 2012 by the NIGB, this change came into effect on 
20 August 2012 following Department of Health (DH) organisational changes in 
managing the security assurance process.  

 
3. Any queries around the process and requirements should be directed in the 

first instance to Exeter.Helpdesk@nhs.net. Please ensure you place ‘IGTK 3rd 
line policy’ in the subject title, and make reference to ‘section 251 application’ 
in your email.  

 
4. The security assurance process is managed by the IG Delivery Team located at the 

Health & Social Care Information Centre.  
 

5. Once your IG Toolkit submission has been uploaded, the IG Delivery team will 
respond with the outcome within a maximum of 5 working days.  

 
6. Confirmation of a satisfactory IG Toolkit submission can only be provided directly by 

the IG Delivery team and arrangements are in place to ensure all relevant parties will 
be informed at the same time.  

 
 Do you have an existing application?  
 

1. All existing applicants will be brought into this cycle of providing assurance via the IG 
Toolkit so as to ensure consistency for all those with approval. This will occur at time 
of annual review or if an amendment is required (that involves a change in the data 
flows).  
 

 
2. At time of annual review, existing applicants will be required to have completed a 

satisfactory IG toolkit submission before the annual review can be approved.  
 



  

 

3. All applicants providing an annual review prior to 31 March 2013 were not required to 
complete an IG Toolkit submission, but were informed that one would need to be 
provided by time of next annual review.  

 
4. If an amendment to an existing application is submitted that involves new data flows, 

an IG Toolkit submission will be required to complete the approval.  
 

5. If the intent is to change the approved organisation/entity that is processing the data 
(change of data controller or data processor), that organisation must provide a 
satisfactory IG Toolkit submission before the new organisation can legitimately start 
processing confidential patient information under these Regulations. Please contact 
the team via 020 7 972 2557 in the first instance to discuss this change.  

 
6. To take into account cross-border issues, arrangements are being developed 

between the DH team and Welsh representatives. Applicants based in Wales should 
contact the Helpdesk who will advise you of the approach to be taken.  
 
 

Information for new applicants  
 

1. The Confidentiality Advisory Group (CAG) considers applications to access 
confidential patient information without consent; the security assurance/review has 
always been a separate part to this consideration.  

 
2. The CAG will consider new applications while the IG Toolkit submission is being 

developed. Any approval will be provisional and approvals will only come into effect 
once confirmation of satisfactory security arrangements is received.  

 
3. All new applications will be expected to provide a satisfactory IG Toolkit submission 

as evidence of security assurance; system level security policy documents can no 
longer be accepted.  

 
4. When considering making an application to the CAG, new applicants should 

establish whether a relevant IG Toolkit submission is already in place through 
contacting the Exeter Helpdesk. If not, applicants should identify a point of contact to 
liaise with the Exeter Helpdesk.  

 
5. There are different ‘views’ of the IG Toolkit depending on the nature of the activity for 

which approval is sought. Generally, if the activity is operated within a discrete 
function in an organisation, the applicant should complete the ‘hosted secondary use 
team/project view’. However, advice on the appropriate view to complete must be 
sought via the Exeter Helpdesk.  

 


