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Minutes of the meeting of the Sub Committee 

of the Confidentiality Advisory Group 
 

November 2019 

 

Present: 

 

Name   Capacity  Items   

Dr William Bernal CAG alternative vice-chair 1.a & 1.d 

Dr Patrick Coyle CAG vice-chair 1.a, 1.b, 1.c, 1.d, 1.e, 1.f 

& 1.g 

Professor Barry Evans CAG member 1.a, 1.b & 1.c 

Mr Marc Taylor CAG member 1.b, 1.b & 1.d 

Dr Martin Andrew CAG member 1.a & 1.c 

Dr Malcolm Booth CAG member 1.e & 1.f 

Dr Liliane Field CAG member 1.g 

Ms Sophie Brannan CAG member 1.f 
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Also in attendance: 
 

Name   Position (or reason for attending)   

Ms Katy Cassidy  Confidentiality Advisor  

 

1. New precedent set review applications – research  

a. 19/CAG/0194 – Identifying models of care to improve 

outcomes for older people with emergency and urgent 

care needs 

 

Context 

 

Purpose of application 

 

This application from the University of Leicester set out the purpose of medical 

research that seeks to determine what aspects of interventions, context and 

approaches to implementation both facilitate and hinder delivery of emergency and 

urgent care interventions for older people in emergency departments.  

The care delivered by health care professionals in 4-6 emergency departments in the 

Yorkshire and Humber region will be observed. 60-120 clinicians, managers and other 

staff will be interviewed in order to capture what they are trying to achieve, and also 

how and why. The focus will be on identifying factors that either enhance or impair the 

delivery of care. The observations and interactions will be analysed along with relevant 

documents, such as meeting minutes and policies, to create an overall view of what 

seems to help in getting these approaches to care to work well, and how such 

approaches might be used in other emergency department settings.  

The interviews held with the health care professionals are outside the scope of Section 

251 support. Support is sought for the incidental exposure to confidential patient 

information that will occur during the observations of staff carrying out their clinical 

work and discussions of patients. The staff observed will receive written information 

about the project. Posters will also be displayed in the emergency departments where 

observations are taking place and any objections would be respected. Field notes 

taken during observations would be recorded in situ and supplemented immediately 

following data collection via an audio-recorded account by the researcher which will 

subsequently be transcribed. The audio-recording will be of an account by the 

researcher made after the observation has ended (which will not include any personal 
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identifiable information), not of the observation itself. No items of confidential patient 

information will be retained by the researcher. 

A recommendation for class 5 and 6 support was requested to cover access to the 

relevant unconsented activities as described in the application. 

 

Confidential patient information requested 

 

The following sets out a summary of the specified cohort, listed data sources and key 

identifiers. Where applicable, full datasets and data flows are provided in the 

application form and relevant supporting documentation as this letter represents only 

a summary of the full detail.  

 

Cohort 

 

The researchers would be observing staff discussions 

regarding patients and care carried out by staff on 

emergency departments. This may mean that 

researchers are incidentally exposed to confidential 

patient information for any of the patients being treated, 

but no items of confidential patient information would be 

recorded by the researchers.  

 

The applicant advised that it was not possible to give a 

total number of patients who will be observed and noted 

that hundreds of patients may pass through the 

department during each 4-hour period of observation. 

 

Data sources 

 

1. Confidential patient information incidentally disclosed 
during observation of clinical care on the emergency 
departments of participating hospitals. 

2. Confidential patient information incidentally disclosed 
during the observation of staff meetings about service 
delivery at participating hospitals. 
 

Identifiers required 

for linkage 

purposes 

No items of confidential patient information will be 

collected for linkage purposes. 



4 

 

 

Identifiers required 

for analysis 

purposes 

 

No items of confidential patient information will be 

retained for analysis purposes.  

 

Confidentiality Advisory Group advice 

 

The following sets out the Confidentiality Advisory Group advice which formed the 

basis of the decision by the Health Research Authority.  

Public interest 

 

The CAG noted that this activity fell within the definition of medical research and was 

therefore assured that the application described an appropriate medical purpose 

within the remit of the section 251 of the NHS Act 2006. The Group noted the clear 

public interest in the project.  

 

Practicable alternatives 

 

Members considered whether a practicable alternative to the disclosure of confidential 

patient information without consent existed in accordance with Section 251 (4) of the 

NHS Act 2006, taking into account the cost and technology available. 

 

• Feasibility of consent 
 

The applicant advised that, due to the volume of patients who attend emergency 

departments, it would not be feasible to consent every patient who may be observed.  

The applicants noted that staff may make reference to confidential patient information 

during meetings about service delivery, which will also be observed for this project. 

These references would be sporadic and difficult to predict; therefore, it would not be 

possible to consent patients to this aspect of the observation. The applicant advised 

that, should it become apparent that staff wished to discuss an individual patient in 

more detail, then they would absent themselves from the meeting until this discussion 

was complete.  
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The Group agreed that seeking consent would be disproportionately difficult to obtain.  

 

• Use of anonymised/pseudonymised data 
 

Confidential patient information is not required by the applicants; however, they may 

be exposed to confidential patient information while undertaking observations of staff 

providing clinical care within the emergency departments or staff meetings regarding 

service delivery within participating hospitals. The Group accepted that the study could 

not be undertaken in any other way.  

 

‘Patient Notification’ and mechanism for managing dissent 

 

It is part of the CAG responsibility to support public confidence and transparency in 

the appropriate sharing and use of confidential patient information. Access to patient 

information without consent is a privilege and it is a general principle of support for 

reasonable measures to be taken to inform the relevant population of the activity and 

to provide a right to objection and mechanism to respect that objection, where 

appropriate. This is known as ‘patient notification’. This is separate to the local 

obligation to comply with the principles of the General Data Protection Regulation and 

Data Protection Act 2018.  

A poster will be displayed in the emergency departments of participating hospitals to 

make patients aware that the observations are taking place. The observers will 

introduce themselves to patients and explain who they are and will wear an 

appropriate identifying badge. If a patient objected to their care being observed, then 

this would be respected. The clinical teams in each Trust will also let patients/carers 

know that the study is underway and explain the presence of the researchers. The 

poster and a patient information sheet had been provided for review. The Group was 

satisfied by the information provided.  

 

Patient and Public Involvement and Engagement 

 

Meaningful engagement with patients, service users and the public is considered to 

be an important factor for the CAG in terms of contributing to public interest 

considerations as to whether the unconsented activity should go ahead.  

The applicant advised that two patient and public involvement co-applicants were 

involved in the application. They will attend study meetings on a quarterly basis, where 

a general update on the overall progress of the project will be provided. The patient 
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and public involvement co-applicants will also spend dedicated time with each of the 

work package leads at key points in the research in order to provide specific and 

detailed feedback on aspects of the project.  

The applicants had decided not to involve lay members as co-researchers as the 

context of the study and the sensitive nature of the conversations involved required 

that skilled professional researchers, who were familiar with working in hospital 

settings, were involved. The two patient and public involvement co-applicants would 

act as the lay leadership on behalf of the Leicester patient and public involvement 

forum. Both co-applicants had worked with this forum for a number of years. The forum 

will meet quarterly, in parallel with meetings of the research team.  

The patient and public involvement co-applicants had been involved in discussions 

about the observational activities undertaken during this study. They had agreed that 

seeking consent from all patients who may be observed would be impracticable. 

Confidential patient information would not be recorded or processed, and the co-

applicants were satisfied that the exposure to confidential patient information would 

be minimal.  

The applicants had been engaging with the Leicester older people’s forum over the 

course of several years, during which the research had been prepared and reviewed 

on multiple occasions. The first discussion about this study took place in 2011. The 

forum meets on a quarterly basis and typically involves around 10 older people or 

carers as well as a number of organisational representatives, such as the local Age 

UK. Many of the older people have personal experience of emergency care and 

hospitalisation; one has dementia, and one was a carer of his wife who died from 

dementia.  

The Group reviewed the information provided and was assured that the patient and 

public involvement activity undertaken was appropriate and proportionate to the scale 

of the study.  

 

Data Protection Compliance 

 

The applicant was asked to clarify the legal basis relied on for processing under Article 

6 and Article 9 of the General Data Protection Regulation (GDPR).  

 

Research sites 

 

The applicant was asked to confirm the research sites involved. Confirmation will also 

need to be provided from the IG Delivery Team at NHS Digital to the CAG that the 
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relevant Data Security and Protection Toolkit (DSPT) submission(s) for each 

organisation involved has achieved the ‘Standards Met’ threshold.  

 

Confidentiality Advisory Group advice conclusion 

 

The CAG agreed that there was a public interest in this activity, were supportive in 

principle of this activity proceeding, and therefore recommended to the Health 

Research Authority that the activity be provisionally supported.  However, further 

information and actions would be required prior to confirming that the minimum criteria 

and established principles of support have been adequately addressed.    

 

Request for further information 

 

1. The research sites involved need to be confirmed and assurance provided that 
appropriate security arrangements are in place at each site.  
 

2. Confirm that the legal basis being relied upon processing data under the GDPR 
are Article 6(1)(E) – tasks in the public interest and Article 9(1)(J) – research 
purposes. 

 

Specific conditions of support 

 

The following sets out the provisional specific conditions of support. These may 

change in the final outcome letter depending on the responses to queries.  

 

1. Favourable opinion from a Research Ethics Committee. Confirmed 24 
September 2019. 

 

2. Confirmation provided from the IG Delivery Team at NHS Digital to the CAG that 
the relevant Data Security and Protection Toolkit (DSPT) submission(s) has 
achieved the ‘Standards Met’ threshold. See section below titled ‘security 
assurance requirements’ for further information. Pending – confirmation of the 
Trusts at which the research observations will be undertaken is required to 
ascertain the security assurances requirements for the project.  
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b. 19/CAG/0195 – STRETCHED: Strategies to Manage 

Emergency Ambulance Telephone Callers With 

Sustained High Needs - An Evaluation Using Linked 

Data 

 

Context 

 

Purpose of application 

 

This application from Swansea University set out the purpose of medical research that 

seeks to evaluate the effectiveness, safety and efficiency of case management 

approaches to the care of people who frequently call the emergency ambulance 

service.  

Ambulance services are under pressure to maintain a high quality and efficient 

service, in the face of increasing call numbers and growing patient expectations. The 

applicants noted that it was important to investigate how the efficiency of services 

could be improved and how priorities can be determined, in order to avoid conflicting 

priorities. Pre-hospital care is under-researched and there is a deficit in evidence 

relating to the establishment of effective ambulance responses offering a safe 

alternative to transportation to hospital. Frequent callers to emergency ambulance 

services may be vulnerable and experience difficulty in accessing more appropriate 

services, such as primary care, and seek help via 999 calls because other services 

are not meeting their complex needs, but this may not be the most efficient way to 

seek help. Multi-disciplinary case management approaches may reduce demand on 

emergency services and emergency hospital admissions. These approaches are not 

based on rigorous evidence of what works best for this patient group and adequate 

evidence to inform commissioning, policy or practice development does not currently 

exist. This study has been devised to gather evidence about the factors needed to be 

considered in case management intervention and cross-sector working.  

The characteristics of people who call 999 frequently, what is currently done for them, 

what helps them to stay well and how well case management currently helps them will 

be studied. The applicants will use routinely collected NHS data within four ambulance 

services that have introduced a new case management system in some parts of their 

catchment areas, but retain the standard 999 service in others, to assess if frequent 

callers have fewer emergency episodes when case management is available. 

Research paramedics and Frequent Caller Leads, who are considered to be members 

of the direct care team at participating Trusts, will access confidential patient 

information for patients who meet the UK-wide definition of a ‘Frequent Caller’ from 

the ‘Frequent Caller’ case lists kept by the four participating ambulance services. 

Confidential patient information will be disclosed to NHS Digital and NHS Wales 

Informatics Service and linked to information on the outcomes for patients during the 
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six months prior and the six months after a patient’s inclusion on the Frequent Callers 

list. The information will then be anonymised and transferred to the Secure 

Anonymised Information Linkage (SAIL) Databank. Patients deemed to be frequent 

callers will also be selected to take part in interviews and contacted for consent by the 

research paramedics. Interviews and focus groups will also be held with ambulance 

services staff, and partner clinical and managerial staff and commissioners to 

understand issues to do with implementation. The interviews with frequent callers and 

staff are outside the scope of the Section 251 support.  

A recommendation for class 4, 5 and 6 support was requested to cover access to the 

relevant unconsented activities as described in the application. 

 

Confidential patient information requested 

 

The following sets out a summary of the specified cohort, listed data sources and key 

identifiers. Where applicable, full datasets and data flows are provided in the 

application form and relevant supporting documentation as this letter represents only 

a summary of the full detail.  

 

Cohort 

 

Male and female patients aged 18 years and over who 

meet the UK-wide definition of a 'Frequent Caller' (five or 

more calls in a one-month period or 12 or more calls per 

quarter). 

1264 patients (316 at each of the 4 ambulance services) 

will be included in the quantitative aspect.  

In the quantitative element of the study, data will be 

collected by the research paramedics on new frequent 

callers added to lists between 1st January 2018 to 31st 

December 2018, including clinical data covering six 

months before to six months after inclusion on the list. 

The data collected covers the period from 1st July 2017 

to 30th June 2019. 

68 additional patients will be included in the qualitative 

interviews, but this is outside the scope of the Section 

251 support sought. 

Data sources 1. Electronic records kept at the Welsh Ambulance 
Services NHS Trust 
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 2. Electronic records kept at the East of England 
Ambulance Service NHS Trust 

3. Electronic records kept at the West 
Midlands Ambulance Service NHS Foundation Trust  

4. Electronic records kept at the London Ambulance 
Service NHS Trust 

5. Emergency Care Data Set (ECDS), Patient record 
data (PRD), Hospital Episode Statistics (HES), Office 
of National Statistics (ONS) and General Practice 
Data held by NHS Digital 

6. Patient Episode Dataset Wales (PEDW), Emergency 
Department Dataset (EDDS), General Practice data, 
Office of National Statistics (ONS) and Patient Record 
Data (PRD) held by NHS Wales Informatic Service 
(NWIS) 

 

Identifiers required 

for linkage 

purposes 

 

1. Name 
2. NHS Number 
3. Date of birth 
4. Date of death 
5. Postcode – district level 
6. Ethnicity 
7. Gender 

 

Identifiers required 

for analysis 

purposes 

 

1. Date of birth 
2. Date of death 
3. Postcode – district level 
4. Gender 
5. Ethnicity 

 

 

Confidentiality Advisory Group advice 

 

The following sets out the Confidentiality Advisory Group advice which formed the 

basis of the decision by the Health Research Authority.  

 

Public interest 

 

The CAG noted that this activity fell within the definition of medical research and was 

therefore assured that the application described an appropriate medical purpose 

within the remit of the section 251 of the NHS Act 2006. The Group noted the public 

interest in the project.  
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Practicable alternatives 

 

Members considered whether a practicable alternative to the disclosure of confidential 

patient information without consent existed in accordance with Section 251 (4) of the 

NHS Act 2006, taking into account the cost and technology available. 

 

• Feasibility of consent 
 

The applicant advised that the patient group was a hard to reach population, known 

to contain significant numbers of vulnerable people. Previous experience in similar 

settings had shown that the use of traditional consent procedures often led to the 

recruitment of small or unrepresentative samples, adversely affecting the usefulness 

of the research. Using linked routine data to follow-up the patient cohort would provide 

information on outcomes on a sufficiently large and representative sample and reduce 

the burden on participants. The Group accepted that it was not feasible to seek 

consent.  

 

• Use of anonymised/pseudonymised data 
 

Confidential patient information is required to link patients identified from the Frequent 

Caller lists at participating Trusts to confidential patient information held within NHS 

Digital and NWIS. This could not be undertaken in any other way.  

 

‘Patient Notification’ and mechanism for managing dissent 

 

It is part of the CAG responsibility to support public confidence and transparency in 

the appropriate sharing and use of confidential patient information. Access to patient 

information without consent is a privilege and it is a general principle of support for 

reasonable measures to be taken to inform the relevant population of the activity and 

to provide a right to objection and mechanism to respect that objection, where 

appropriate. This is known as ‘patient notification’. This is separate to the local 

obligation to comply with the principles of the General Data Protection Regulation and 

Data Protection Act 2018.  
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The study will be publicised on the websites of the participating Ambulance Service 

Trusts and the PRIME Centre Wales website. This will provide information on how 

patients can dissent to inclusion in this study and in research generally, and the ways 

in which patients can do so.  

The applicant advised that any expressions of dissent, whether to inclusion in this 

study in particular or research in general, would be respected.  

The Group noted that the patient information flyer referred to the National Opt-Out 

without acknowledging that it does not apply in Wales. 25% of the subjects will be from 

Wales and those patients will not have access to the National Opt-Out. The Group 

suggested that the flyer was revised to make this clear and state that any existing opt-

outs would be respected and to make patients aware of the project specific opt-out.  

This revised document would require submission prior to any final recommendation of 

support coming into effect.  

 

Patient and Public Involvement and Engagement 

 

Meaningful engagement with patients, service users and the public is considered to 

be an important factor for the CAG in terms of contributing to public interest 

considerations as to whether the unconsented activity should go ahead.  

Two patient and public involvement members had been involved in developing the 

application and would continue to be involved via membership of the Research 

Management Group, which would be involved in all aspects of project management, 

including contributing to decisions on data collection, interpretation and dissemination 

of the results. 

An independent Study Steering Committee (SSC) had also been convened. The SSC 

will meet three times during the project to provide oversight on all aspects of study 

management and conduct, including scrutiny of study data. Two further public 

contributors have been invited to join the SSC, alongside representatives from Alcohol 

Change UK, Diabetes UK, academia and health services organisations providing 

emergency and community bases care of relevance to this study.   

A Patient Advisory Panel of six individuals recruited via community groups, support 

agencies and third sector networks will also be convened. Members will be selected 

to reflect the types of people who frequently call 999, including those with chronic 

illnesses and people from lower socio-economic levels. The applicants recognised 

that the target population for the study was diverse in terms of demographics, including 

ethnicity, medical conditions and care needs, and will attempt to recruit public 

contributors who match the diverse population. The Patient Advisory Panel will provide 

a less formal route for contributions to specific tasks, such as providing advice on 
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patient facing materials, sense-checking patient results and devising dissemination 

materials.  

The applicant advised that the experience of Patient and Public Involvement members 

and emergency service staff had supported research evidence that suggested using 

linked routine data to follow-up outcomes for a large number of vulnerable patients is 

feasible and preferable to recording contact details and attempting to follow-up 

patients via traditional means. The applicant had also consulted with the PRIME 

Centre Wales SUPER group of patient and public involvement members, who had 

expressed support for the study design. The Group noted the information provided 

and that the patient and public involvement and engagement carried out was 

proportionate to the aims of the project.  

 

Confidentiality Advisory Group advice conclusion 

 

 

The CAG agreed that there was a public interest in this activity, were supportive in 

principle of this activity proceeding, and therefore recommended to the Health 

Research Authority that the activity be provisionally supported.  However, further 

information and actions would be required prior to confirming that the minimum criteria 

and established principles of support have been adequately addressed.    

 

Request for further information 

 

1. The patient information flyer needs to be revised to make clear that the 
National Opt-Out, which does not apply in Wales.  The flyer should also 
explain that any existing opt-outs that the researchers are made aware of will 
be respected and that a project specific dissenting mechanism is available. 

 

Specific conditions of support 

 

The following sets out the specific conditions of support.  

1. Favourable opinion from a Research Ethics Committee. Confirmed 01 October 
2019. 

 

2. Confirmation provided from the IG Delivery Team at NHS Digital to the CAG that 
the relevant Data Security and Protection Toolkit (DSPT) submission(s) has 
achieved the ‘Standards Met’ threshold. See section below titled ‘security 
assurance requirements’ for further information.  
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• Confirmed – NHS Digital has a confirmed ‘Standards Met’ grade on 
DSPT submission 2018/19 by email dated 10 June 2019. 

• Pending – confirmation that East of England Ambulance Service NHS 
Trust, West Midlands Ambulance Service NHS Foundation Trust and 
London Ambulance Service NHS Trust have achieved the ‘standards 
met’ threshold for the 2018/19 DSPT submission is required.  

• Confirmation of Caldicott: Principles into Practice (CPIP) assurance is 
required for the Welsh Ambulance Services NHS Trust.  

 

 

c. 19/CAG/0196 – Evaluating prescribing safety indicators 

embedded in computerised clinical decision support 

software OptimiseRx 

 

Context 

 

Purpose of application 

 

This application from the University of Manchester set out the purpose of medical 

research that seeks to evaluate the effectiveness of the computerised clinical decision 

support system OptimiseRx on improving prescribing safety in general practices and 

the associated costs to the NHS. 

Patients can sometimes be harmed by their medication due to inappropriate 

prescribing. Computer programmes had been implemented in many general practices 

to aid in clinical decision making. These computer programmes automatically check 

the patient’s electronic health record to identify potential factors that may influence the 

safety of the medication being prescribed. These factors include other medications 

and diagnoses. An alert is sent to the prescriber if the prescription has been identified 

as potentially hazardous. OptimiseRx is one such programme and the applicants are 

seeking to determine whether its use has led to a reduction in the number of potentially 

harmful prescriptions.  

FirstDatabank, the vendor of OptimiseRx, will inform TPP, the owner of ResearchOne, 

which general practices are using OptimiseRx, as well as the start date for when each 

practice started to use OptimiseRx and when they stopped, if applicable. 

ResearchOne will identify primary care practices using OptimiseRx who have agreed 

to be included on the ResearchOne database. Pseudonymisation methodology will be 

used to link information on each cohort from ResearchOne to HES, ONS and IMD 

(Index of Multiple Deprivation) data from NHS Digital. A pseudonymisation process 

will be used by the processors to facilitate linkage, using a SALT key across all 
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datasets. Support is sought for ResearchOne and NHS Digital to generate project-

specific patient pseudonyms and share non-identifiable data with the University of 

Manchester.  

A recommendation for class 1, 4 and 6 support was requested to cover access to the 

relevant unconsented activities as described in the application. 

 

Confidential patient information requested 

 

The following sets out a summary of the specified cohort, listed data sources and key 

identifiers. Where applicable, full datasets and data flows are provided in the 

application form and relevant supporting documentation as this letter represents only 

a summary of the full detail.  

 

Cohort 

 

577500 individuals registered at practices using the 

OptimiseRx programme and which also contribute data 

to ResearchOne. 

 

Data sources 

 

1. ResearchOne 
2. HES, ONS and IMD data at NHS Digital 

 

Identifiers required 

for linkage 

purposes 

 

1. NHS Number 
2. Date of birth 
3. Postcode – district level 
4. Gender  

 

Identifiers required 

for analysis 

purposes 

 

1. Gender 
2. Age 

 

Confidentiality Advisory Group advice 

 

The following sets out the Confidentiality Advisory Group advice which formed the 

basis of the decision by the Health Research Authority.  
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Public interest 

 

The CAG noted that this activity fell within the definition of medical research and was 

therefore assured that the application described an appropriate medical purpose 

within the remit of the section 251 of the NHS Act 2006. The Group noted the public 

interest in the project.  

 

Practicable alternatives 

 

Members considered whether a practicable alternative to the disclosure of confidential 

patient information without consent existed in accordance with Section 251 (4) of the 

NHS Act 2006, taking into account the cost and technology available. 

 

• Feasibility of consent 
 

The applicant advised that seeking consent from the cohort would be problematic due 

to the cohort size and the retrospective nature of the study, which appears a 

reasonable justification based on the number of patients served by the GP practices. 

The Group accepted the reasoning given for not seeking consent.  

 

• Use of anonymised/pseudonymised data 
 

Confidential patient information is required in order to link data from the ResearchOne 

database to HES, ONS and IMD data at NHS Digital, which cannot be undertaken any 

other way. The applicants at University of Manchester will be provided with an 

anonymised dataset. 

 

‘Patient Notification’ and mechanism for managing dissent 

 

It is part of the CAG responsibility to support public confidence and transparency in 

the appropriate sharing and use of confidential patient information. Access to patient 

information without consent is a privilege and it is a general principle of support for 

reasonable measures to be taken to inform the relevant population of the activity and 

to provide a right to objection and mechanism to respect that objection, where 
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appropriate. This is known as ‘patient notification’. This is separate to the local 

obligation to comply with the principles of the General Data Protection Regulation and 

Data Protection Act 2018.  

A public website has been created for the research project, explaining the overall 

programme of work as well as the specifics of this application. A plain English 

summary was also made available on the University of Nottingham website. Links to 

this information were provided. Members noted that this approach was proportionate 

to the scale of the study.  

Posters informing patients that their GP surgery contributes non-identifiable data to 

ResearchOne are displayed in the general practices. Patients are able to opt-out of 

inclusion in the ResearchOne dataset by informing practice staff, who will register an 

opt-out instruction on their record. The ResearchOne database is updated on a weekly 

basis to reflect any new opt-ins or opt-outs received and remove the records of 

patients who have dissented.  

The Group noted that not all patients would be aware of ResearchOne and 

SystemOne and noted that staff within GP practices were not always well informed on 

these systems and how patients could opt-out. Members suggested that the 

applicants re-consulted with the patient and public involvement group once the study 

had began to assess how well the patient notification and dissent process was 

working. A report on the further feedback received should be supplied when the annual 

review to CAG was submitted.  

 

Patient and Public Involvement and Engagement 

 

Meaningful engagement with patients, service users and the public is considered to 

be an important factor for the CAG in terms of contributing to public interest 

considerations as to whether the unconsented activity should go ahead.  

The applicant explained that this application was part of a larger programme of 

research conducted via an NIHR Programme grant. Patients and members of the 

public have been actively involved in decisions regarding the design and execution of 

the project. A patient and public involvement representative was included on the 

Programme Steering Group. The applicants will also engage with the Research Users 

Group of the NIHR Greater Manchester Primary Care Patient Safety Translational 

Research Centre and the Patient and Public Involvement Senate of the East Midlands 

Academic Health Science Network.  

The study methodology, including the linkage of confidential patient information via 

NHS Digital, was discussed with the patient and public involvement representatives, 
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who had deemed the methodology to be acceptable. The scientific committee of 

ResearchOne had also approved the study.  

Connected Health Cities studies which use routine healthcare data are informed by a 

series of Citizens Juries, who provide insight on public opinions of the re-use of 

healthcare data for secondary purposes, such as research. The management 

meetings for the project are also attended by at least one public representative who 

actively engages in discussions and provides input into all aspects of the research. 

The Group was satisfied by the information provided.  

 

Data Protection Compliance 

 

The applicant was asked to provide clarification on how the accountability principle of 

the GDPR will be met.  

 

Confidentiality Advisory Group advice conclusion 

 

The CAG agreed that there was a public interest in this activity, were supportive in 

principle of this activity proceeding, and therefore recommended to the Health 

Research Authority that the activity be provisionally supported.  However, further 

information and actions would be required prior to confirming that the minimum criteria 

and established principles of support have been adequately addressed.    

 

Request for further information 

 

1. Please advise how the GDPR accountability principle will be met; 
 

a. Explain how the controller shall be responsible for, and be able to 
demonstrate compliance with, the accountability principle. 

 

Specific conditions of support 

 

The following sets out the specific conditions of support.  

1. The patient and public involvement group are to be re-consulted after the study 
has begun to assess whether the arrangements for patient notification and opt-out 
are working well, and a report on this feedback is to be provided when the annual 
review is submitted to CAG.  
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2. Favourable opinion from a Research Ethics Committee. Confirmed 29 October 
2019. 

 

3. Confirmation provided from the IG Delivery Team at NHS Digital to the CAG that 
the relevant Data Security and Protection Toolkit (DSPT) submission(s) has 
achieved the ‘Standards Met’ threshold. See section below titled ‘security 
assurance requirements’ for further information.  

 

• Confirmed – NHS Digital has a confirmed ‘Standards Met’ grade on 
DSPT submission 2018/19 by email dated 10 June 2019. 

• Pending – confirmation that The Phoenix Partnership (TPP) has 
achieved the ‘standards met’ threshold for the 2018/19 DSPT 
submission is required.  

 
 

 

d. 19/CAG/0208 – Aetiology, timing and risk factors for 

tuberculosis-associated deaths in London: a 

retrospective, case-control study 

 

Context 

 

Purpose of application 

 

This application from the London North West University Healthcare NHS Trust set out 

the purpose of medical research that seeks to investigate the causes and timing of 

death for people with a diagnosis of tuberculosis who either die during tuberculosis 

treatment or in the six months following the end of treatment. 

Tuberculosis is an infection, usually occurring in the lungs, that affects approximately 

5,000 people within the UK each year. Patients are generally treated with a course of 

antibiotics over at least six months. This treatment will cure the majority of patients, 

but around 5% will die during the treatment. Some deaths will be related to the 

tuberculosis infection itself or the treatment.  

The applicants will carry out a retrospective review of case notes and other specified 

medical records for patients who have died of tuberculosis and a control group, age-

matched to the patient group. Public Health England will generate a list of patients 

who died from tuberculosis independently of the London Tuberculosis Register. These 

data will be sent to the Chief Investigator, who will cross check it with a list of patients 

known to have died from TB generated from each of the local London Tuberculosis 

Registers, held at London North West University Healthcare NHS Trust and Bart’s 

Health NHS Trust, to check for omissions.  Age matched controls will be randomly 
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selected from the local London Tuberculosis Registers as well.  The Chief Investigator 

will then access electronic confidential patient records at the two Trusts involved. The 

records of patients at London North West University Healthcare NHS Trust will be 

accessed by the Chief Investigator for this project, who is also a member of the direct 

care team. The Chief Investigator will also access patient records held at Bart’s Health 

NHS Trust, where they are not a member of the direct care team. Paper records may 

need to be requested, if the electronic record is incomplete, but the applicant 

anticipated that this would happen rarely.  

A recommendation for class 1, 4, 5 and 6 support was requested to cover access to 

the relevant unconsented activities as described in the application. 

Confidential patient information requested 

 

The following sets out a summary of the specified cohort, listed data sources and key 

identifiers. Where applicable, full datasets and data flows are provided in the 

application form and relevant supporting documentation as this letter represents only 

a summary of the full detail.  

 

Cohort 

 

225 Male and female patients aged 16 years and over, 

diagnosed with tuberculosis and who died during 

treatment for tuberculosis, prior to the start of treatment 

or in the six months following the end of treatment 

225 Age-matched controls who survived treatment for 

tuberculosis will also be included.  

Data sources 

 

1. The London Tuberculosis Register, held at London 
North West University Healthcare NHS Trust and 
Bart’s Health NHS Trust 

2. Public Health England record of tuberculosis related 
deaths in London 

3. Electronic and paper records held at London North 
West University Healthcare NHS Trust 

4. Electronic and paper records held at Bart’s Health 
NHS Trust 
 

Identifiers required 

for linkage 

purposes 

 

1. Name 
2. NHS number 
3. Hospital ID number 
4. Date of birth 
5. Date of death 
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Identifiers required 

for analysis 

purposes 

 

1. Date of death 
2. Gender  
3. Ethnicity 

 

 

Confidentiality Advisory Group advice 

 

The following sets out the Confidentiality Advisory Group advice which formed the 

basis of the decision by the Health Research Authority.  

Public interest 

 

The CAG noted that this activity fell within the definition of medical research and was 

therefore assured that the application described an appropriate medical purpose 

within the remit of the section 251 of the NHS Act 2006. The Group noted the public 

interest in the proposed activity.  

 

Practicable alternatives 

Members considered whether a practicable alternative to the disclosure of confidential 

patient information without consent existed in accordance with Section 251 (4) of the 

NHS Act 2006, taking into account the cost and technology available. 

 

• Feasibility of consent 
 

The applicant advised that it was not practicable to seek consent as half of the cohort 

will be deceased. A number of the age-matched control group may also have died. 

The records may be up to ten years old, and up to date contact details may not be 

available.  

The applicant also noted that the patient group included a significant number of 

migrants, who may have moved away from the catchment area. Restricting 

recruitment to patients who were contactable may introduce bias by excluding younger 

patients, who were more likely to be mobile, from the research. The Group accepted 

the rationale given as to why consent could not be sought.  

 

• Use of anonymised/pseudonymised data 
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Confidential patient information is required to link data from the London Tuberculosis 

Register with a database held by Public Health England to ensure that the cohort is 

accurately identified. The Group accepted that this could not be undertaken in any 

other way.  

Data Access arrangements 

 

The Group noted that the applicant would be accessing confidential patient 

information onsite at Bart’s Health NHS Trust and London North West University 

Healthcare NHS Trust. The Caldicott Guardian at London North West University 

Healthcare NHS Trust had confirmed that they supported the study. Members asked 

if the Caldicott Guardian at Bart’s Health NHS Trust was also satisfied with the access 

arrangements.  

 

‘Patient Notification’ and mechanism for managing dissent 

 

It is part of the CAG responsibility to support public confidence and transparency in 

the appropriate sharing and use of confidential patient information. Access to patient 

information without consent is a privilege and it is a general principle of support for 

reasonable measures to be taken to inform the relevant population of the activity and 

to provide a right to objection and mechanism to respect that objection, where 

appropriate. This is known as ‘patient notification’. This is separate to the local 

obligation to comply with the principles of the General Data Protection Regulation and 

Data Protection Act 2018.  

Posters and leaflets will be placed in the tuberculosis clinic waiting rooms. These will 

explain the planned activities and the patient group involved, and also invite the control 

group patients to request more information or dissent from inclusion. This approach 

had been decided upon because it was felt that attempting to directly contact possible 

survivors by phone or post would risk disclosing medical information to other 

occupants of their address, surviving relatives or unrelated individuals if the intended 

recipient has moved.  

The control cohort, who had TB and survived, were given the opportunity to dissent 

via the posters and leaflets made available in the tuberculosis clinic waiting rooms at 

both Bart’s Health NHS Trust and London North West University Healthcare NHS 

Trust sites. The Group noted that not all patients would have English as a first 

language and queried whether the poster and leaflet would be provided in other 

languages.  
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The Group asked that the reference to the CAG in the leaflet was amended to read, 

“However, in exceptional cases where this isn’t possible we apply for special 

permission from the Health Research Authority based on review by the Confidentiality 

Advisory Group.” 

The Group queried if the National Data Opt-Out applied by NHS Digital would be 

respected and if any checks would be undertaken to determine if historic dissent from 

inclusion in research had been recorded.  

 

Patient and Public Involvement and Engagement 

 

Meaningful engagement with patients, service users and the public is considered to 

be an important factor for the CAG in terms of contributing to public interest 

considerations as to whether the unconsented activity should go ahead.  

The proposed methodology was discussed with the London North West University 

Healthcare NHS Trust TB Multi-Disciplinary Team, who had approved the 

methodology. 

Questionnaires and focused interviews were conducted to test the acceptability of this 

research plan with current tuberculosis clinic patients.  The patients completing the 

questionnaires and interviews were from a range of age groups and ethnicities 

approximately representative of the TB clinic patient population as a whole.  

The participants were provided with a written summary explaining the aims of the 

project, the scope of the data review, and the pathway of data access and use.  The 

issues with obtaining consent were also explicitly explained.  To ensure 

comprehension the participants were also given an oral summary of the information 

and the opportunity to clarify any points or ask for more information.   

The Group noted that the approach described was proportionate to the scope of the 

study, given that a significant number of patients were deceased.  

 

Confidentiality Advisory Group advice conclusion 

 

The CAG agreed that there was a public interest in this activity, were supportive in 

principle of this activity proceeding, and therefore recommended to the Health 

Research Authority that the activity be provisionally supported.  However, further 

information and actions would be required prior to confirming that the minimum criteria 

and established principles of support have been adequately addressed.    
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Request for further information 

 

1. Provide assurance that the Caldicott Guardian at Bart’s Health NHS Trust is 
satisfied with the access arrangements to information within that Trust.  
 

2. Further information on patient notification and dissent is required; 
 

a. Clarify if the National Data Opt-Out will be respected.  
 

b. Clarify if any checks will be undertaken to determine if historic dissent 
from inclusion in research has been recorded. 

 

3. The Group noted that not all patients would have English as a first language 
and queried whether the poster and leaflet would be provided in other 
languages.  
 

4. The Group asked that the reference to the CAG in the leaflet was amended to 
read, “However, in exceptional cases where this isn’t possible we apply for 
special permission from the Health Research Authority based on review by the 
Confidentiality Advisory Group.” 

 

Specific conditions of support 

 

The following sets out the specific conditions of support.  

1. Favourable opinion from a Research Ethics Committee. Pending 
 

2. Confirmation provided from the IG Delivery Team at NHS Digital to the CAG that 
the relevant Data Security and Protection Toolkit (DSPT) submission(s) has 
achieved the ‘Standards Met’ threshold. See section below titled ‘security 
assurance requirements’ for further information.  

 

• Confirmed: Bart’s Health NHS Trust (by NHS Digital email dated 18 
September 2019) and Public Health England (by NHS Digital emailed 
dated 02 September 2019) have a confirmed ‘Standards Met’ grade on 
DSPT submission 2018/19.  

• Pending – confirmation that London North West University Healthcare 
NHS Trust has a confirmed ‘Standards Met’ grade on DSPT 
submission 2018/19 is required.  
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e. 19/CAG/0209 - Advanced cardiovascular risk prediction 

in the acute care setting 

 

Context 

 

Purpose of application 

 

This application from the University of Manchester set out the purpose of medical 

research that seeks to determine whether a diagnostic chest pain algorithm can be 

updated with machine learning techniques to prevent known loss in accuracy over 

time. 

The Troponin-only Manchester Acute Coronary Syndromes (T-MACS) decision aid 

allows clinicians to rapidly “rule out” the diagnosis of a heart attack when patients 

present to the Emergency Department with chest pain or similar symptoms. Research 

from over 4,000 patients has shown the algorithm is accurate, allowing over 40% of 

patients to be safely reassured following a single blood test that they are not having a 

heart attack and discharged from A&E. Research suggests that locality and different 

patient populations may have an important impact on the accuracy of the T-MACS 

algorithm. In addition, as patient demographics and standards of care evolve with the 

passage of time, the accuracy of the algorithm is likely to decline (a phenomenon 

known as 'calibration shift'). T-MACS has taken 14 years and seven clinical studies to 

be clinically ready and the applicants explained that repeating this process would be 

expensive, resource intensive and unfeasible. 

Long term heart disease risk factors are routinely measured in the emergency 

department, and could be used to predict long term risk. 23.4 million patients attend 

ED each year, ED attenders are often less engaged with primary care and Greater 

Manchester has double the national average of preventable heart disease deaths. The 

applicants will use routinely collected retrospective data to refine the T-MACS 

algorithm and examine long-term risk factors. Confidential patient information will be 

linked to HES data to determine patient’s outcomes and machine-learning to identify 

the best ways to continuously update T-MACS. 

The study is comprised of three stages and support under Section 251 is required for 

the three stages: 

Stage 1 – data for three patient cohorts who attend emergency departments with chest 

pain will be examined and linked to HES data at NHS Digital. Approximately 9000 

patients will be included.  

Stage 2 – data from approximately 12000 patients who were treated in practice using 

T-MACS will be used to determine the best statistical approaches to allow the 

algorithm to evolve over time and to be tailored to different local populations. 
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Stage 3 - a further retrospective analysis of the advanced machine learning enhanced 

algorithm will be conducted in the 11 hospitals using T-MACS in Greater Manchester. 

A pilot evaluation of its impact on resource utilisation and patient outcomes will then 

be undertaken. 

A recommendation for class 1, 2, 4 and 6 support was requested to cover access to 

the relevant unconsented activities as described in the application. 

 

Confidential patient information requested 

 

The following sets out a summary of the specified cohort, listed data sources and key 

identifiers. Where applicable, full datasets and data flows are provided in the 

application form and relevant supporting documentation as this letter represents only 

a summary of the full detail.  

Cohort 

 

51,000 patients aged 18 years and older who are 

included on the Greater-Manchester hospitals Troponin-

only Acute Coronary Syndromes database (GMTMACS) 

between 2011-2019, and patients presenting to 

Manchester University NHS Foundation Trust with 

suspected cardiac chest pain for the years 2008 and 

2011. 

Stage 1 : Long term cardiovascular risk prediction 

January 2008 - January 2009 [~3,000 patients] 

December 2011 - December 2012 [~3,000 patients] 

August 2016 - August 2017 [~3,000 patients] 

Stage 2: Training/optimization phase 

June 2016 - October 2019 [~24,000 patients] 

Stage 3: Validation phase 

October 2019 - October 2020 [~30,000 patients] 

Data sources 

 

1. Greater-Manchester hospitals Troponin-only Acute 
Coronary Syndromes database (GMTMACS) 

2. Electronic and paper records at Manchester 
University NHS Foundation Trust, Stockport NHS 
Foundation Trust, Wrightington, Wigan and Leigh 
NHS Foundation Trust and East Lancashire 
Hospitals NHS Foundation Trust 
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Identifiers required 

for linkage 

purposes 

 

1. Name 
2. NHS number 
3. Date of birth 
4. Postcode – sub-sector level 

 

Identifiers required 

for analysis 

purposes 

 

1. Postcode – sector level 
2. Gender  
3. Ethnicity 

 

Confidentiality Advisory Group advice 

 

The following sets out the Confidentiality Advisory Group advice which formed the 

basis of the decision by the Health Research Authority.  

 

Public interest 

 

The CAG noted that this activity fell within the definition of medical research and was 

therefore assured that the application described an appropriate medical purpose 

within the remit of the section 251 of the NHS Act 2006. The Group noted the clear 

public interest in the study.  

 

Practicable alternatives 

 

Members considered whether a practicable alternative to the disclosure of confidential 

patient information without consent existed in accordance with Section 251 (4) of the 

NHS Act 2006, taking into account the cost and technology available. 

 

• Feasibility of consent 
 

The applicant advised that it was not practicable to seek consent for the study due to 

the sample size of 51,000 patients. Also, some patients would have received 
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treatment up to 10 years ago and seeking consent from all patients was unfeasible. 

The Group accepted the reason given for not seeking consent.  

 

• Use of anonymised/pseudonymised data 
 

Confidential patient information was required to link data for patients included in the 

Greater-Manchester hospitals Troponin-only Acute Coronary Syndromes database 

(GMTMACS) and who presented to Manchester University NHS Foundation Trust with 

suspected cardiac chest pain to HES data held by NHS Digital. This could not be 

undertaken in any other way.  

 

‘Patient Notification’ and mechanism for managing dissent 

 

It is part of the CAG responsibility to support public confidence and transparency in 

the appropriate sharing and use of confidential patient information. Access to patient 

information without consent is a privilege and it is a general principle of support for 

reasonable measures to be taken to inform the relevant population of the activity and 

to provide a right to objection and mechanism to respect that objection, where 

appropriate. This is known as ‘patient notification’. This is separate to the local 

obligation to comply with the principles of the General Data Protection Regulation and 

Data Protection Act 2018.  

Posters would be displayed in the Emergency Departments of participating hospitals. 

A record of patients who dissented would be stored locally and dissenting patients 

removed from the dataset by local investigators prior to data transfer to the research 

team. 

The Sub-Committee noted the information provided above. The Group queried 

whether NHS Digital would apply the National Opt-Out to the patient cohort, prior to 

releasing any data.  

 

Patient and Public Involvement and Engagement 

 

Meaningful engagement with patients, service users and the public is considered to 

be an important factor for the CAG in terms of contributing to public interest 

considerations as to whether the unconsented activity should go ahead.  

Patient and public involvement had been undertaken with the Ticker Club, a voluntary 

organisation supported by the British Heart Foundation and which incorporates a 
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patient and public involvement group with over 40 members who have received 

treatment for heart conditions. Informal contact via email and telephone with the Chair 

led to two formal patient group meetings in November 2017 and November 2018. Each 

session was run with two trained researchers. Specific advice was sought with regard 

to the overall concept, information governance, consent and clinical implementation. 

The applicants plan to undertake patient and public involvement throughout the 

project, including informal exchanges and additional meetings. At each event, the 

group will be updated on the progress of the project and invited to give advice.  

The Group noted the information provided and was satisfied with the patient and public 

involvement and engagement carried out.  

  

Exit Strategy 

 

The applicant advised that the study would be undertaken as a single piece of work 

and would involve two exchanges of data. The applicant anticipated that the project 

would be completed within 36 months. NHS Digital would delete the confidential 

patient information required to facilitate the linkage once the linkage was complete.  

The Sub-Committee noted that the answers given to Q44 and Q48 on the CAG 

application form suggested that two databases will be created, one containing 

confidential patient information and which will only be accessed by researchers. The 

Group requested further information on whether this data set will be pseudo-

anonymised or anonymised, and when the database will be deleted containing 

confidential patient information will be deleted.  

 

Confidentiality Advisory Group advice conclusion 

 

The CAG agreed that there was a public interest in this activity, were supportive in 

principle of this activity proceeding, and therefore recommended to the Health 

Research Authority that the activity be provisionally supported.  However, further 

information and actions would be required prior to confirming that the minimum criteria 

and established principles of support have been adequately addressed.    

 

Request for further information 

 

1. Provide further information on the database containing confidential patient 
information and whether it would be pseudo-anonymised or anonymised, 
and when this database would be deleted. 
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2. Clarify whether NHS Digital will apply the National Opt-Out to the patient 
cohort, prior to releasing any data.   

 

Specific conditions of support (Provisional) 

 

The following sets out the provisional specific conditions of support. These may 

change in the final outcome letter depending on the responses to queries.  

1. Favourable opinion from a Research Ethics Committee. Pending 
 

2. Confirmation provided from the IG Delivery Team at NHS Digital to the CAG that 
the relevant Data Security and Protection Toolkit (DSPT) submission(s) has 
achieved the ‘Standards Met’ threshold: 

 

• Confirmed – the University of Manchester has a confirmed ‘Standards Met’ 
grade on DSPT submission 2018/19 by NHS Digital email dated 04 October 
2019. 
 

• Pending - DSPTs for Manchester University NHS Foundation Trust, Stockport 
NHS Foundation Trust, Wrightington, Wigan and Leigh NHS Foundation Trust 
and East Lancashire Hospitals NHS Foundation Trust are required.  
 

 

f. 19/CAG/0211 - Improving the effectiveness of cancer 

multidisciplinary team meetings (MDTMs) in Surrey and 

Sussex 

 

Context 

 

Purpose of application 

 
This application from the University of Surrey set out the purpose of medical research 

that seeks to determine whether use of the intervention package improve the 

effectiveness and efficiency of cancer multidisciplinary team meetings (MDTMs) in 

routine NHS practice in Surrey and Sussex. 

The current cancer strategy for England recommends reform to priorities complex 

cases for discussion during cancer MDTMs, but lacks guidance in how to do so. There 

were also concerns that meetings were not run as efficiently as they could be. The 
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applicants will implement and evaluate an intervention package comprising three tools 

within 11 MDTMs across three tumour types. Two of the three tools have already been 

developed; the MDT-FIT to help teams evaluate and plan improvements to their 

teamworking and MDT-QulC to support teams in ensuring the adequacy of patient 

information in MDTMs. A third component will involve the development of a 

streamlining protocol to prioritise complex patient cases using a modified Delphi 

consensus. A range of outcome measures will be collected and compared pre and 

post intervention implementation, with the primary measure being the change in 

percentage of decisions changed following MDTMs as a result of information not being 

available to the MDT.  

Support under Section 251 is being requested as members of the research team, who 

are not members of the direct care team, will need to access computerised and paper 

notes systems to extract outcome data. This data will be pseudonymised at the point 

of extraction and no items of confidential patient information will be included in the 

study database. Researchers will also observe MDTM meetings where patients are 

discussed, in order to observe the process, complete the MDT-QulC and time the 

length of discussions.  

A recommendation for class 1, 5 and 6 support was requested to cover access to the 

relevant unconsented activities as described in the application. 

 

Confidential patient information requested 

 
The following sets out a summary of the specified cohort, listed data sources and key 

identifiers. Where applicable, full datasets and data flows are provided in the 

application form and relevant supporting documentation as this letter represents only 

a summary of the full detail.  

Cohort 

 

Patients aged 18 years and over with a suspected 

diagnosis of lung, oeosphago-gastric or hepatobiliary and 

pancreatic cancer. 

1220 patients are estimated to be included, comprised of 

800 lung cancer, 160 oeosphago-gastric cancer and 260 

hepatobiliary and pancreatic cancer.  

Data sources 

 

1. Paper and electronic records held at participating 
Trusts: 

a. Royal Surrey County NHS Foundation Trust 
b. Frimley Health Foundation Trust 
c. Surrey and Sussex Healthcare NHS Trust 
d. Brighton and Sussex University Hospitals NHS 

Trust 
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e. Western Sussex Hospitals NHS Trust 
f. East Sussex Healthcare NHS Trust 
g. Ashford and St Peters Hospital NHS 

Foundation Trust 
2. Information on patients discussed at MDTMs held at 

the above participating Trusts.  

Identifiers required 

for linkage 

purposes 

 

1. NHS number 

Identifiers required 

for analysis 

purposes 

 

4. Gender 

 

Confidentiality Advisory Group advice 

 

The following sets out the Confidentiality Advisory Group advice which formed the 

basis of the decision by the Health Research Authority.  

 

Public interest 

 

The CAG noted that this activity fell within the definition of medical research and was 

therefore assured that the application described an appropriate medical purpose 

within the remit of the section 251 of the NHS Act 2006. The Sub-Committee was 

satisfied that the proposed activity was in the public interest.  

 

Practicable alternatives 

 

Members considered whether a practicable alternative to the disclosure of confidential 

patient information without consent existed in accordance with Section 251 (4) of the 

NHS Act 2006, taking into account the cost and technology available. 

 

• Minimising flows of identifiable information 
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The Sub-Committee requested clarification on whether the researchers would leave 

the MDTM meeting when patients who were not included in the study were discussed.  

 

• Feasibility of consent 
 

The applicant advised that it was not practicable to seek consent as patients are often 

listed for discussion at MDTMs at short notice. Patients may not have been informed 

of their diagnosis or diagnosis may not yet be confirmed. The applicant also noted that 

some patients may not ultimately receive a cancer diagnosis.  

No confidential patient information would be recorded by the applicants or held in the 

study database.   

 

• Use of anonymised/pseudonymised data 
 

Confidential patient information was required for the applicant to extract 

pseudonymised information from the medical records of eligible patients. The 

researchers would also be exposed to confidential patient information incidentally 

when observing MDTMs. The study could not be conducted in any other way. 

 

‘Patient Notification’ and mechanism for managing dissent 

 

It is part of the CAG responsibility to support public confidence and transparency in 

the appropriate sharing and use of confidential patient information. Access to patient 

information without consent is a privilege and it is a general principle of support for 

reasonable measures to be taken to inform the relevant population of the activity and 

to provide a right to objection and mechanism to respect that objection, where 

appropriate. This is known as ‘patient notification’. This is separate to the local 

obligation to comply with the principles of the General Data Protection Regulation and 

Data Protection Act 2018.  

A poster had been created and supplied for CAG review. This would be displayed in 

key areas of the hospital during the two time periods when patient cases and data 

were being requested, where patients in the process of being diagnosed with lung, 

OG or HPB cancer were most likely to see them. Expanded information would be 

offered, if requested. The poster and additional information had been designed with 

the patient and public involvement group, who had also advised that it would be useful 
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to have further information available at the reception desks in clinic, should patients 

want further information.  

The researchers would remove patients who opted-out from the study database and 

cease tracking data about their care and outcomes.  

The Sub-Committee was satisfied with the described method of using a poster to 

inform patients about the study, however it was not clear from the current wording that 

Dr Cath Taylor is not part of the clinical care team. Members asked that the poster 

was revised to make it clear that confidential patient information would be accessed 

by those outside of the direct care team. The poster also needs to explain that the 

researchers will observe the MDTMs. 

 

Patient and Public Involvement and Engagement 

 

Meaningful engagement with patients, service users and the public is considered to 

be an important factor for the CAG in terms of contributing to public interest 

considerations as to whether the unconsented activity should go ahead.  

A patient and public panel will be created, involving members of the Improving Cancer 

Care Action Group at Ashford and St Peter’s Hospital (ASPH) and supported by the 

Royal Surrey County Hospital Patient and Public Research Ambassador. The panel 

will meet with the project manager on a regular basis during the study and feed into 

the Steering Committee to enable active participation in the conduct of the study.  

The study had been presented at a meeting of the ASPH Improving Cancer Care 

Action Group. This group included cancer survivors, patients living with a diagnosis of 

cancer and members of the public who are actively involved in the ASPH NHS 

Foundation Trust or have an interest in improving cancer care. Feedback from the 

group was positive. The issue of access to confidential patient information without 

consent was discussed, and the group agreed that it would be inappropriate to obtain 

written informed consent from patients, as this may increase patient anxiety and 

stress. Further detail on the discussion were included in the CAG application form.  

The Sub-Committee noted that the patient and public involvement carried out 

appeared to be proportionate to the aims of the study.  

 

Confidentiality Advisory Group advice conclusion 

 

The CAG agreed that there was a public interest in this activity, were supportive in 

principle of this activity proceeding, and therefore recommended to the Health 

Research Authority that the activity be provisionally supported.  However, further 



35 

 

information and actions would be required prior to confirming that the minimum criteria 

and established principles of support have been adequately addressed.    

 

Request for further information 

 

1. The poster needs to be revised as follows; 
 

a. It needs to make it clear that confidential patient information will be 
accessed by those outside of the direct care team.  
 

b. The poster needs to explain that the researchers will observe the MDTMs.  
 

2. Provide clarification on whether the researchers will leave the MDTM meeting 
when patients who are not included in the study are discussed.  

 

Specific conditions of support (Provisional) 

 

 

The following sets out the provisional specific conditions of support. These may 

change in the final outcome letter depending on the responses to queries.  

 

1. Favourable opinion from a Research Ethics Committee. Pending. 
 

2. Confirmation provided from the IG Delivery Team at NHS Digital to the CAG that 
the relevant Data Security and Protection Toolkit (DSPT) submission(s) has 
achieved the ‘Standards Met’ threshold. See section below titled ‘security 
assurance requirements’ for further information. Due to the number of 
participating sites where confidential patient information will be accessed, 
individual DSPT submissions are not required for the purpose of the 
application. Support is recommended on the basis that the applicant 
ensures the required security standards are in place at each site prior to 
any processing of confidential patient information with support under the 
Regulations. 

 

 

g. 19/CAG/0222 - Artificial Intelligence Retinal Analysis in 

Neurodegenerative Disease 
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Context 

 

Purpose of application 

 
This application from Newcastle upon Tyne Hospitals NHS Foundation Trust (NuTH) 

set out the purpose of medical research that seeks to explore the technical feasibility 

of using machine learning computational techniques to analyse complex and large 

retinal imaging files.  

Optical Coherence Tomography is a rapid, non-contact eye scanning technique used 

to generate very high detail images of the retina. A previous study run by Newcastle 

upon Tyne Hospitals NHS Foundation Trust, the SRC-PDD study, had explored the 

use of this advanced ophthalmic imaging technology to detect changes that might 

predict neurodegenerative disorders, dementia associated with Parkinson’s Disease 

in particular. Preliminary results from this study were not yet available. Analysis of the 

vast data cubes generated by OCT imaging is limited by the power of conventional 

statistical methods, however advanced computational techniques, including computer 

vision and machine learning, may assist in the analysis of large and complex datasets 

such as those generated by the SRC-PDD study. The applicants intend to work with 

The School of Computing Science at Newcastle University, to combine the data 

acquired during the SRC-PDD study with health data generated by routine clinical care 

activity, for analysis using advanced computational and machine learning methods 

within the university. This further analysis using novel computational technology, the 

applicants hope to extract greater clinical and research insights from the data already 

collected.  

The applicants are seeking support under Section 251 to transfer confidential patient 

information from Newcastle upon Tyne NHS Foundation Trust for patients included in 

the SRC-PDD study to Newcastle University. Prior to sending, the data will be collated 

by research team members, who are not members of the direct care team, and passed 

to the "gatekeeper", within a dedicated secure environment within the NHS computer 

network. This data will include all data recorded as part of the SRC PDD study, 

including ocular imaging files. The gatekeeper will anonymise the data as much as 

possible before it leaves the NuTH firewall, however, the applicants noted that ocular 

imaging needed to be provided to Newcastle University and that the items of 

information included in this imaging, such as gender, ethnicity, the location in which 

the analysis took place, medical history and medication, could mean that a patient was 

identifiable.  

A recommendation for class 1 and 6 support was requested to cover access to the 

relevant unconsented activities as described in the application. 
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Confidential patient information requested 

 
The following sets out a summary of the specified cohort, listed data sources and key 

identifiers. Where applicable, full datasets and data flows are provided in the 

application form and relevant supporting documentation as this letter represents only 

a summary of the full detail.  

 

Cohort 

 

82 patients who had been recruited into the SRC-PDD 

study. 

Data sources 

 

1. Data from the SRC-PDD, held by Newcastle upon 
Tyne Hospitals NHS Foundation Trust 
 

Identifiers required 

for linkage 

purposes 

1. NHS Number 
2. Hospital ID number 

Identifiers required 

for analysis 

purposes 

 

1. Gender 
2. Ethnicity 

 
 

Confidentiality Advisory Group advice 

 

The following sets out the Confidentiality Advisory Group advice which formed the 

basis of the decision by the Health Research Authority.  

 

Public interest 

 

The CAG noted that this activity fell within the definition of medical research and was 

therefore assured that the application described an appropriate medical purpose within 

the remit of the section 251 of the NHS Act 2006. The Sub-Committee was satisfied 

that the activity proposed was in the public interest.  
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Scope  

 

The answer to Q25 states that data may be requested from similar studies undertaken 

in the UK and abroad. The Sub-Committee noted that an amendment to the CAG will 

need to be submitted if the processing of confidential patient information is required 

for this aspect of the application. Members also noted that the remit of the CAG 

extended to confidential patient information generated in England and Wales only. If 

confidential patient information generated in other parts of the UK or outside of the UK 

will be processed for this study, then appropriate legal basis would need to be 

established for this. 

The patient cohort had given consent for their images and data to be used in research, 

but not for their pseudonymised clinical data to be transferred elsewhere. Members 

stated that, although items of confidential patient information would be removed, the 

dataset could not then be used for further purposes or shared with other researchers 

without appropriate support being sought.  

 

Data Flows 

 

The Sub-Committee agreed that a data flow diagram needed to be provided, setting 

out the flow of confidential patient information and when confidential patient 

information will be anonymised. 

The application protocol stated that data could potentially be exported to a “cloud-

based” secure information governance toolkit 3 compliant computer environment. 

Members asked that further details were given about the cloud-based storage, 

including whether the involvement of a commercial organisation would be required.   

 

Practicable alternatives 

 

Members considered whether a practicable alternative to the disclosure of confidential 

patient information without consent existed in accordance with Section 251 (4) of the 

NHS Act 2006, taking into account the cost and technology available. 

 

• Feasibility of consent 
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In the original study, participants gave consent for the use of their health and eye-

imaging data in the research. Patients were not asked for consent for machine learning 

techniques to be used to further analysis their data, nor was consent sought to share 

the data collected to the Newcastle University network for analysis. 

The applicants explained that it would be possible to pursue further consent either 

from the participants themselves or from personal consultees, however a high 

proportion of patients were likely to be deceased or lack capacity to consent. There 

was also a risk that patients may be distressed by contact from the study team. 

Patients had consented to inclusion in the study and there was no additional risk to 

patients from the further work that the applicants want to carry out with their data. The 

Sub-Committee noted that it may not be feasible to seek consent, but asked that the 

issue of sharing confidential patient information without consent for the purposes 

described was explored during patient and public involvement and engagement.   

 

• Use of anonymised/pseudonymised data 
 

Members of the research team required access to confidential patient information 

collected by the SRC-PDD trial in order to collate and anonymise the data, prior to 

sending to Newcastle University. The Sub-Committee accepted that this could not be 

undertaken any other way.  

 

‘Patient Notification’ and mechanism for managing dissent 

 

It is part of the CAG responsibility to support public confidence and transparency in 

the appropriate sharing and use of confidential patient information. Access to patient 

information without consent is a privilege and it is a general principle of support for 

reasonable measures to be taken to inform the relevant population of the activity and 

to provide a right to objection and mechanism to respect that objection, where 

appropriate. This is known as ‘patient notification’. This is separate to the local 

obligation to comply with the principles of the General Data Protection Regulation and 

Data Protection Act 2018.  

Patients had consented to inclusion in the SRC-PDD, but the consent did not cover 

the further computer-aided analysis required for this application. The application did 

not describe any further notification and dissent. The Sub-Committee agreed that a 

patient notification mechanism specific to this application needs to be created and 

disseminated via appropriate clinics and websites. The patient notification materials 

need to contain a way for patients to opt-out and a specific contact given to request 
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further information or to register dissent, such as an email address, phone number or 

postal address.  

 

Patient and Public Involvement and Engagement 

 

Meaningful engagement with patients, service users and the public is considered to 

be an important factor for the CAG in terms of contributing to public interest 

considerations as to whether the unconsented activity should go ahead.  

When creating the initial RB-PDD study, the applicants had consulted DeNDRoN, a 

patient involvement group for people with dementia to aid the design of the patient 

information sheet. Opinions from this group had not been sought on this application 

as no patient information materials were required.  

The applicants had consulted with a general patient and public involvement group 

hosted by the NIHR research development service. Feedback from this was 

supportive. 

The applicant also noted that patient and public involvement work they had conducted 

for related studies has found that generally people are very accepting of these more 

modern statistical techniques. As long as they were satisfied due diligence was taken 

around data security and the application was to improve healthcare, the general 

opinion was highly supportive. 

Extensive patient and public involvement had been conducted as part of the Great 

North Care Record Programme. During a three-month period in Autumn 2016, over 

20 focus group-style workshops were held across the region. This included over 300 

people from each part of the North East and North Cumbria. The sessions were 

facilitated by Healthwatch and Teesside University on behalf of Connected Health 

Cities. The Healthwatch network organised each of the focus groups and invited local 

people to attend to give their views on information sharing. The results of the sessions 

were analysed by researchers at Teesside University. Details of the impact this had 

on the development of the study were included in the application form. The applicant 

confirmed that no further patient and public involvement was planned. 

The Sub-Committee agreed that further patient and public involvement and 

engagement was required. The issue of using confidential patient information without 

consent for the further purposes described in the application needed to be explored. 

Members suggested that the applicants undertaken further consultation with 

DeNDRoN to explore this issue and provide feedback to the CAG.  
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Confidentiality Advisory Group advice conclusion 

 

The CAG agreed that there was a public interest in this activity, were supportive in 

principle of this activity proceeding, and therefore recommended to the Health 

Research Authority that the activity be provisionally supported.  However, further 

information and actions would be required prior to confirming that the minimum criteria 

and established principles of support have been adequately addressed.    

 

Request for further information 

 

1. A patient notification mechanism specific to this application needs to be created 
and disseminated via appropriate clinics and websites. The patient notification 
materials need to contain a way for patients to opt-out and a specific contact 
given to request further information or to register dissent, such as an email 
address, phone number or postal address. 

 

2. Further patient and public involvement and engagement needs to be 
undertaken, particularly around the use of confidential patient information 
without consent for the further purposes described in the application, and that 
feedback on this needs to be provided to the CAG.   
 

3. A data flow diagram, setting out the flow of confidential patient information and 
when confidential patient information will be anonymised, needs to be provided.  
 

4. Confirm that the dataset shared with Newcastle University will not be used for 
further purposes or shared with other researchers without appropriate support 
being sought.  
 

5. Clarify that the lawful basis relied on for the processing of personal data is: 
Article 6(1)(e) - processing is necessary for the performance of a task carried 
out in the public interest or in the exercise of official authority vested in the 
controller. 
 

6. Clarify that the lawful basis relied on for the processing of special category 
data is Article (9)(2)(j) - processing is necessary for scientific research 
purposes in accordance with Article 89(1).  

 

7. Provide further details on the cloud-based storage that may be used, including 
whether the involvement of a commercial organisation would be required.   
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8. Confirm that amendment to the CAG will be submitted if the processing of 
confidential patient information is required when including data from other 
studies undertaken in the UK and abroad.  
 

9. Confirm that appropriate legal basis will be established should confidential 
patient information generated in other parts of the UK or outside of the UK be 
processed for this application. 

 

Specific conditions of support (Provisional) 

 

The following sets out the provisional specific conditions of support. These may 

change in the final outcome letter depending on the responses to queries.  

 

1. Favourable opinion from a Research Ethics Committee. Pending 
 

2. Confirmation provided from the IG Delivery Team at NHS Digital to the CAG that 
the relevant Data Security and Protection Toolkit (DSPT) submission(s) has 
achieved the ‘Standards Met’ threshold. See section below titled ‘security 
assurance requirements’ for further information. (Confirmed: Newcastle upon 
Tyne Hospitals NHS Foundation Trust (by NHS Digital email 30 August 2019) 
and Newcastle University (by NHS Digital email 05 July 2019) have 
confirmed ‘Standards Met’ grade on DSPT 2018/19).  

 

 

   

   

   

   

Signed – Officers of CAG  Date 

   

   

   

   

   

Signed – Confidentiality Advice Team  Date 

   

 


