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Minutes of the meeting of the Confidentiality Advisory Group 

 

20 June 2019 at Barlow House, Manchester 

 

Present: 

Name   Present    Notes   

Dr William Bernal  Yes  Alternate Vice Chair  

Dr Malcolm Booth  Yes     

Mr Myer Glickman  Yes   

Dr Patrick Coyle  Yes  Vice Chair  

Mr. David Evans  Yes     

Dr Simon Kolstoe  Yes     

Dr Rachel Knowles  Yes   

Dr Harvey Marcovitch  Yes   

Dr Martin Andrew  Yes   

 

Also in attendance: 

 

Name   Position (or reason for attending)   

Ms Katy Cassidy  Confidentiality Advisor  

Ms Natasha Dunkley  Head of Confidentiality Advice Service  

Miss Kathryn Murray  Senior Confidentiality Advisor  

Dr Kirstie Mellish Observer 
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1. INTRODUCTION, APOLOGIES AND DECLARATIONS OF INTEREST 

 

Observer 
 
The Group welcomed Dr Kirstie Mellish, an expert member from the Bradford Leeds 
REC, who was observing the meeting for training purposes. 
 

Declarations of interest 
 
The following declarations of interest were noted:  
 

Agenda Item 3.b. 19/CAG/0110 
 
Dr Martin Andrew advised that this wife had previously been a Clinical Director at 
the Trust involved for 19/CAG/0110. He noted that she had retired two years 
previously and had no involvement in the application. The Chair agreed that this link 
should be highlighted in the interests of transparency though no further action was 
required.  
 

 
2. SUPPORT DECISIONS 

 
Secretary of State for Health and Social Care support decisions 
 
There were no non-research items considered at the CAG meeting on 20 June 
2019. 
 
 
Health Research Authority (HRA) support decisions 
 
The HRA agreed with the advice provided by the CAG in relation to the 16 May 
2019 meeting applications. 

 
 

3. NEW APPLICATIONS – Research  
 
a. 19/CAG/0084 - Developing Diagnostic and Prognostic Algorithms Using 

Digital Pathology and Artificial Intelligence 
 

Purpose of application 
 
This application from the University of Nottingham set out the purpose of medical 
research with the aim of establishing a research database to aid the development of 
artificial intelligence for use in the diagnosis of breast cancer. 
 
Digital images are becoming an increasingly important medium for diagnostic 
histopathology, making the process more efficient and facilitating consultation 
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between practising pathologists. There is a pressure to develop artificial intelligence 
(AI) guided systems to aid diagnosis by developing objective tools for disease 
recognition and characterisation. Data is required both to train the AI systems and to 
test their performance and accuracy. This database, comprising high quality digital 
images with linked data from a large patient cohort, will be used to train AI systems 
to recognise disease states and distinguish between them, validate algorithms 
derived from the training process and aid the discovery of novel prognostic and 
diagnostic biomarkers. The resulting database would comprise one of the largest 
and most unique breast tissue databases in the world, which also has linked patient 
follow-up. The addition of high-resolution digital images would increase the usability 
of the database in terms of bringing together morphological and biological data as 
well as aiding in the development of AI and other computational approaches to 
further improve digital pathology and ultimately transform digital pathology practice. 
 
A data acquisition team, comprised of employees of the University of Nottingham, 
will collect the relevant data using NHS Trust computer systems at the Nottingham 
University Hospitals NHS site. The data acquisition team will be responsible for 
pseudonymisation of the data, prior to its release to the data manager at the 
University of Nottingham. Data will only be released to researchers in a 
pseudonymised form.  
 
The applicant had identified three cohorts within the overarching patient cohort to be 
included in the study. These were described as follows: 
 

1. Patients diagnosed with breast disease prior to 2006 
 

2. Patients diagnosed with breast disease between 2006 and 2011 (This cohort 
was the subject of the application to the CAG) 

 
3. Patients diagnosed with breast disease between 2011 and 2019 

 
A recommendation for class 1 and 6 support was requested to cover access to the 
relevant unconsented activities, in relation to cohort 2, as described in the 
application. 
 
Confidential patient information requested 
 
The following sets out a summary of the specified cohort, listed data sources and 
key identifiers. Where applicable, full datasets and data flows are provided in the 
application form and relevant supporting documentation as this letter represents only 
a summary of the full detail.  
 

Cohort The application covered three cohorts. The CAG was 
being asked only to consider of sub-group of patients 
within cohort two, which consisted of: 
 

• All patients, male and female, diagnosed with breast 
disease at the Nottingham University Hospitals NHS 
Trust, from 2006 to 2011. 
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• These patients would have undergone surgical 
treatment, as part of their routine care, and have 
clino-pathological data available and tissue material 
surplus to diagnostic pathology needs.  

• A sub-group of 1200 patients within this cohort who 
had not been approached for consent previously are 
the subject to the application to the CAG.  

 

Data sources 1. Electronic Health records held within Nottingham 
University Hospitals NHS Trust. 
 

Identifiers required 
for linkage 
purposes 

1. Name  
2. NHS Number  
3. Hospital ID number  
4. Date of birth  
5. Gender  

 

Identifiers required 
for analysis 
purposes 
 

1. Gender 

Additional 
Information  

The application set out two further cohorts for which 
support was not requested at this time as follows: 

• Cohort one: patients diagnosed with breast disease 
up to 2006 – to be included on the basis of general 
consent 

• Cohort three: patients diagnosed with breast cancer 
between 2011 – 2019 – to be included on the basis 
of consent 

 
 
Confidentiality Advisory Group advice 
 
The following sets out the Confidentiality Advisory Group advice which formed the 
basis of the decision by the Health Research Authority.  
 
Public interest 
 
The CAG noted that this activity fell within the definition of medical research and was 
therefore assured that the application described an appropriate medical purpose 
within the remit of the section 251 of the NHS Act 2006. 
 
The purpose of the application was to create a database that could be used to 
further develop the use of artificial intelligence (AI) techniques used in the diagnosis 
of breast cancer. The applicants stated that the creation of the database would aid in 
the development of diagnostic pathology and the development of new prognostic 
markers. The findings could also be applied to other cancer tissue types.   
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The Group accepted that there was a clear public interest to the project, as the 
applicants were seeking to improve the diagnosis and care of patients with breast 
cancer.  
 
Lawful basis for processing under the common law duty of confidentiality  
 
The CAG remit extends to the common law duty of confidence only. An appropriate 
legal basis would also need to be established for each cohort to prevent a breach of 
the common law. Any activity would also need to be compliant with current data 
protection legislation. The applicant had confirmed that they were not relying on 
consent as the legal basis for processing in relation to data protection legislation. It 
was confirmed that the legal basis for processing, under the General Data Protection 
Regulation, was a ‘task in the public interest’, Article 6(1)(e) and for processing 
special category personal data was ‘scientific research purposes’, Article 9(2)(j). No 
concerns were raised in this area.  
 
As set out in the purpose section above, the overall activity covered three cohorts. 
Members noted that a sub-group of cohort two was the subject of the application to 
the CAG. However, in review of the submission, the Group raised concerns about 
whether the consent in place was sufficient to provide a relevant lawful basis in 
relation to cohorts one and three, to prevent a breach of the common law.  
 
Cohort One 
 
Clarity was required around the inclusion timeframe for patients in cohort one. At 
places in the application, this had been described as patients diagnosed with breast 
cancer from 1971 and elsewhere 1976 through to 2006. Members agreed that clarity 
was required around the timeframe this patient cohort covered.  
 
It was further noted that within the application form stated that consent would not 
have been obtained from this patient cohort. However, in response to queries 
provided in advance of the CAG review, the applicant advised that these patients 
would be included in the study on the basis of general consent provided by patients 
to the use of their data and tissue for research. 
 
Members were unclear of the status of the consent provided by cohort one patients 
and whether it would extend to the use of tissue and data within the proposed study. 
Due to the historic nature of this patient cohort, the Group expressed uncertainty 
around whether the consent in place would remain valid and extend to the scope of 
the proposed study, recognising the technological advances which had been made 
since those at the earliest stage of the cohort were diagnosed. 
 
If the applicant was assured that consent for this cohort extended to the scope of the 
proposed application activity to prevent a breach of the common law duty of 
confidence, this assertion would need to be supported. Copies of information and 
consent materials provided to these patients should be submitted, highlighting how 
these were deemed to extend to the proposed activity.  
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If patient consent had not been obtained from this cohort, the applicant would need 
to clarify whether support under the Regulations was being sought for the inclusion 
of this cohort within the application.  
 
Cohort Two 
 
It was explained that the majority of patients within this cohort had been consented 
by named individuals in relation to the breast cancer research bank activity. 
However, some patients within this cohort who presented to clinic with precursor 
lesions and invasive disease had not been consented. In response to queries, the 
applicant explained that approximately 1200 patients had not been consented and 
this sub-group formed the basis of the application to the CAG.  
 
The Group again queried the status of the existing consent for the wider patients in 
this cohort and whether this would extend to the proposed use of tissue and data 
within this study. If the applicant was assured that the existing consent in place for 
this cohort would extend to the proposed activities within this study, this 
determination would need to be supported. Copies of the information and consent 
materials provided to these patients, highlighting how this extended to the proposed 
activity, would be required.  
 
If the existing consent was not deemed to extend to the activities described within 
the proposed study, the applicant would need to clarify whether support under the 
Regulations was being sought for the inclusion of this cohort.  
 
Cohort Three  
 
Clarity was required around the inclusion timeframe for patients in this cohort. At 
places in the application it stated that this would include patients up to 2018 and 
elsewhere to 31/03/2019. Members agreed that clarification was required from the 
applicant around the timeframe over which patients would be included in this cohort.   
Patients within this cohort had provided consent for their tissue and data to be 
included in the Nottingham Health Science Biobank. Copies of information and 
consenting materials dated 2011, 2015 and 2018 had been provided for information 
purposes. It was recognised that all information materials had referred to the use of 
samples and data by researchers, which included commercial and private 
companies; however, not all had referred to the transfer of data overseas. The most 
recent consent form took specific consent for the sharing of data in non-identifiable 
format with researchers in Nottingham, outside of Nottingham, in the UK or 
overseas, including those in Universities, NHS, and charities or commercial 
organisations. 
 
The Group noted that the consenting process had evolved over time in relation to 
this cohort and it was unclear whether the consent provided by all patients would 
extend to the proposed application. If the applicant was assured that the consent 
provided by all patients in this cohort would extend to the activities described in this 
application, this determination would need to be supported. Copies of the 
information and consent materials used across this patient cohort should be 
provided, highlighting how this extended to the proposed activities.   
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If the existing consent was not deemed to extend to the activities described within 
the proposed study, the applicant would need to clarify whether support under the 
Regulations was being sought for the inclusion of this cohort.  
 
Google involvement and data sharing 
 
The protocol referred to funding being provided by Google, but the information about 
its wider involvement in the study was unclear. Both GoogleX and Google AI were 
referred to within the application. The Group requested clarification on which 
divisions within Google were involved with this project and it what capacity.  
 
The Group was unclear whether Google would be provided with a copy of the 
research database for its own purposes, or whether it would need to apply, like other 
researchers, for an extract on a project-specific basis. Members agreed that further 
information was required in this area to understand what access Google would have 
to the study database.  
 
Practicable alternatives 
 
Members considered whether a practicable alternative to the disclosure of 
confidential patient information without consent existed in accordance with Section 
251 (4) of the NHS Act 2006, taking into account the cost and technology available. 
 

• Feasibility of consent 
 
The applicants had explained that it would be impracticable to contact members of 
the older cohort due to the length of time since their diagnosis. It was important that 
the older cohort were included to gather an understanding of the implications of the 
changes of treatment through time. It was also explained that seeking consent from 
the large retrospective cohort would not be possible as patients may have moved 
out of the area or may be deceased.  
 
The Group accepted that it was not feasible to re-contact patients within the 
retrospective cohorts in order to seek consent. 
 
Members recognised that there was potential that some of the retrospective cohort 
had previously been approached for consent to the use of their data and samples in 
research and either declined to provide this or failed to respond to the request. In 
both circumstances, this should be accepted as dissent. This position was set out in 
the ‘Managing non-response: Establishing the ICO and CAG position’ guidance 
document. The document set out the established position of the Information 
Commissioner’s Office (ICO) around the management of non-response to a formal 
request to consent in relation to data protection legislation, and the implication of 
non-response when considering making an application via the CAG. The ICO is 
responsible for guidance and enforcement measures in relation to data protection 
legislation.   
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The Group requested reassurance that patient records would be checked for 
evidence of historic dissent or a failure to respond to a consent request, to ensure 
that these patients would be excluded.   
 

• Data and sample extraction by the direct care team 
 
The applicant explained that it was not possible for the clinical care team to 
undertake the data extraction process due to the volume of patients to be included in 
the study. It was recognised that approximately 8000 patients would be included on 
the database. The Group accepted the rationale provided by the applicants and 
raised no queries in this area.  
 

• Use of anonymised/pseudonymised data 
 
Access to confidential patient information is required to enable sample validation and 
facilitate linkage between clinical records and tissue samples, which could not be 
otherwise achieved.  
 
Medical researchers with experience in pathology would review the quality of the 
histological material available and check the linked data to ensure it was adequate 
for inclusion. Once this process was complete, the data and associated samples 
would be pseudonymised by the data acquisition team, prior to transfer to the 
University.  
 
Justification of identifiers 
 
The CAG was assured that the items of confidential patient information requested to 
facilitate sample validation and linkage were appropriate and proportionate to 
achieve this process.  
 
Little detail had been given about the information which would be included in the 
research database. The applicants had stated that the only item of confidential 
patient information to be included in the analysis was gender. The application later 
referred to the use of patient demographics in analysis.  
 
Members noted that the year of diagnosis was potentially important as treatments 
had changed since the 1970s. It was not clear whether the age of patients at 
diagnosis was required. Pathology data, including tumour size, type, grading state, 
recurrence and time to recurrence would be included. Members queried how the 
time to recurrence and time to death were calculated, and whether date of death 
was required or time to death only.   
 
The Group agreed that a detailed overview of the clinical and demographic data 
which would be available in the research database to support analysis should be 
provided.    
 
It was unclear what genetic information would be collected and for what purpose. 
Members commented that patients may be uneasy about their genetic data being 
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shared with commercial partners outside of the UK. The Group requested further 
information on the genetic data to be collected and how this would be used.  
 
Governance and access arrangements for the research database  
 
The Data Access Committee was small and did not appear to include any lay 
members. Members asked whether there were any plans to extend the Committee 
membership in future to include lay representatives.  
 
The Group queried the application process to access the database and whether all 
applications submitted would be considered by the Data Access Committee for 
approval. It was agreed that sight of any documentation supporting the access 
request process should also be provided for consideration.  
 
Members requested further information around the data retention process following 
completion of a project utilising an extract from the database. At Q25 of the 
application form, it was stated that released pseudonymised data would need to be 
returned to the data manager as part of the data sharing agreement. However, at the 
same section of the application form, it was also explained that pseudonymised data 
held by the researcher could be retained indefinitely upon completion of the project. 
Clarity was required around the retention process which would be agreed for 
extracted datasets.  
 
The applicants had stated that a linked file would be held on site at Nottingham 
University Hospitals (NUH) NHS Trust to enable follow-up data to be collected on 
patients. Further clarity on where this information was kept and who had access to 
the key was requested by the Group, to ensure that appropriate safety controls were 
in place to prevent re-identification of patient records within the resulting research 
database. It was further queried whether there were intended plans to reverse the 
pseudonymisation process.  
 
‘Patient Notification’ and mechanism for managing dissent 
 
It is part of the CAG responsibility to support public confidence and transparency in 
the appropriate sharing and use of confidential patient information. Access to patient 
information without consent is a privilege and it is a general principle of support for 
reasonable measures to be taken to inform the relevant population of the activity and 
to provide a right to objection and mechanism to respect that objection, where 
appropriate. This is known as ‘patient notification’. This is separate to the local 
obligation to comply with the principles of the General Data Protection Regulation 
and Data Protection Act 2018.  
 
The applicants were developing patient information material specific to this project, 
which would be disseminated via the Nottingham Breast Cancer Research Centre 
(NBCRC) website and public activities, as well as Breast Cancer Now (BCN) and 
PathLake, a national consortium funded by Innovate UK to build a large data lake of 
pathology cases in the UK.  
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The Group agreed that sight of the project-specific communication materials was 
required. It was noted that as a number of patients would still be under active follow 
up and attending clinics, posters and leaflets could be made available on site as a 
way of informing patients. Information about the project needed to be included on 
the websites for the Trust and the Nottingham Health Science Biobank, as well its 
associated newsletter.  
 
The Group agreed that the information given to patients would need to be explicit 
about the involvement of Google.  Members noted that patients may feel strongly 
about their data being shared with Google and in the USA. As such, it was agreed 
that transparency around the involvement of this commercial entity in patient-facing 
materials was important to ensure public trust was maintained. Copies of any 
materials developed to support the communications plan would need to be provided 
for consideration prior to any final recommendation of support coming into effect.  
 
The applicants had provided a clear overview of the dissenting mechanism which 
would be operated for the study. Objections would be managed by Trust and 
Nottingham Health Science Biobank. Members agreed that the dissenting 
mechanism described appeared to be appropriate. This would need to be promoted 
in the project-specific dissenting materials.  
 
Patient records, both electronic and paper, would record details of any patient who 
had withdrawn or refused consent. The applicant confirmed that these patients 
would be identified by the data acquisition team during the data collection process 
and these individuals would be excluded from the main study database.  
 
Patient and Public Involvement and Engagement 
 
Meaningful engagement with patients, service users and the public is considered to 
be an important factor for the CAG in terms of contributing to public interest 
considerations as to whether the unconsented activity should go ahead.  
 
The applicants stated that they would involve patients and the wider public by 
publicising the research database through the recently established Nottingham 
Breast Cancer Research Centre (NBCRC), which has its own public-facing website. 
The application had been promoted by researchers and clinicians at two local 
NBCRC public awareness events in 2018, and positive feedback had been received. 
The applicants were also working with other relevant patient groups in the region 
and national Breast Cancer charities including Breast Cancer Now (BCN). BCN 
would continue to be involved, particularly in relation to managing tissue and data 
collection for research and obtaining patient opinions on the acceptable use of data 
and samples.  
 
The applicants explained that the project had the support of the core Nottingham 
University Hospitals Public and Patient Involvement and Engagement Team (PPIE). 
The Patient Advisory Group within the Breast Cancer Support Group was also keen 
to be involved and PPIE intended to run a specific feedback session with this group. 
The Independent Cancer Patient Voice organisation were also to be contacted, 
alongside the Consumer Forum at the National Cancer Research Institute. A 
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workshop would be held with representatives from these groups, where the wider 
issues of confidentiality in the context of database creation and management would 
be discussed. 
 
The Group acknowledged the significant activity which had been undertaken and 
planned in the area. It was unclear whether the specific issue of accessing 
confidential patient information without consent had been discussed during the 
public consultation events that had already been held. The issue of data, including 
genetic data, being shared with Google and, potentially, other commercial 
organisations within and outside of the UK, also needed to be discussed. Members 
agreed that feedback around the patient and public views on these specific points 
was required prior to any final recommendation  
 
Caldicott Guardian Support 
 
The letter from the Caldicott Guardian for Nottingham University Hospitals NHS 
Trust did not explicitly state that they were supportive of the application. The 
Caldicott Guardian had asked for sight of the Data Protection Impact Assessment 
(DPIA) which had been completed for the study. The Group asked that this was also 
provided for review once completed. A letter from the Caldicott Guardian needed to 
be provided, once the Guardian was content to provide support to the project.  
 
Confidentiality Advisory Group advice conclusion 
 
The CAG agreed that there was a public interest in this activity, were supportive in 
principle of this activity proceeding, and therefore recommended to the Health 
Research Authority that the activity be provisionally supported.  However, further 
information and actions would be required prior to confirming that the minimum 
criteria and established principles of support have been adequately addressed.    
 
In order to complete the processing of this application, please respond back to all of 
the request for further information, and actions required to meet the specific 
conditions of support where indicated, within one month. 
 
Request for further information (Summary)  
 
Assessment of existing consent for wider patient cohorts  
 
In relation to cohort one, consented patients in cohort two and cohort three:  
 
1. Provide assurance, supported by information and consent materials, that the 

consent in place for these cohorts was sufficient to prevent a breach of the 
common law duty of confidence, in relation to the proposed application activities.  
 

2. If valid consent is in not in place for all patients within these cohorts, confirm 
whether the request for support under the Regulations is required to extend more 
widely to these patients.  
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3. The inclusion timeframe for the cohorts one and three should be confirmed in 
DD/MM/YY to DD/MM/YY format, if they are to be included within the scope of 
support.  

 
4. Assurance is required across all cohorts that patients who have been 

approached for consent and either declined, subsequently withdrawn consent or 
failed to respond to the consent request would be identified from records and 
excluded from the study.  

 
Involvement of Google  
 
1. Provide further information around how Google are involved in the project and in 

what capacity. 
 

2. Clarify which divisions within Google are involved in the project.  
 

3. Confirm whether Google would be provided with a copy of the research database 
for its own purposes, or whether it would also need to apply for use on a project 
specific basis.  

 
Data Access Committee  
 

1. Confirm whether there are any plans to extend the Committee membership to 
include lay representation.  
 

2. Provide details of the data access request process, together with any copies of 
documentation to support this.  
 

3. Clarify what data retention arrangements are in place for data extracts from the 
database following the completion of a project.  
 

4. Clarify where the pseudonymisation linkage key will be retained and who will have 
access to this.  
 

5. Confirm if there is any intention to reverse the pseudonymisation process for 
patient records held in the database.  

 
Wider Points 
 
1. Provide a detailed overview of the clinical and demographic information which 

will be included in the research database for analysis purposes.  
 

2. Clarify whether any genetic information will be made available in the research 
database. If so, confirm what will be made available and for what purposes.  
 

3. Provide an overview of the project-specific communications strategy for the 
project, including provision of any documentation to support this. Patient-facing 
information should address the following points: 
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a. Explain the involvement of Google, and that non-identifiable information may 
be shared outside of the UK and with commercial organisations.  

b. Provide reassurance that patients who have refused or failed to respond to a 
previous consent request would not be included.  

c. Provide details of the project-specific dissenting mechanism and explain the 
patient’s right to object.  

 
4. Further feedback from the patient and public involvement and engagement 

activity which has been undertaken should be provided. Specific feedback is 
required on the following points: 
 

a. Accessing confidential patient information without consent to identify patients 
for inclusion, 

b. The sharing of data with Google, and potentially other commercial 
organisations within and outside of the UK.  

 
5. Submit a copy of the Data Protection Impact Assessment which has been 

carried out for the study. 
 

6. Provide a letter from the Caldicott Guardian for Nottingham University Hospitals 
NHS Trust, confirming support for the application, once this is in place.  

 
Once received, the information will be reviewed by a sub-committee of members in 
the first instance and a recommendation and decision issued as soon as possible. At 
this stage it may be necessary to request further information or refer to the next 
available CAG meeting. If the response is satisfactory and the outstanding actions 
listed in the specific conditions of support are met, a final support outcome will be 
issued.  
 
Specific conditions of support (Provisional) 
 
The following sets out the provisional specific conditions of support. These may 
change in the final outcome letter depending on the responses to queries.  
 
1. Favourable opinion from a Research Ethics Committee. Pending 
 
2. Confirmation provided from the IG Delivery Team at NHS Digital to the CAG that 

the relevant Data Security and Protection Toolkit (DSPT) submission(s) has 
achieved the ‘Standards Met’ threshold. See section below titled ‘security 
assurance requirements’ for further information. (Pending – Nottingham 
University Hospitals NHS Trust, applicant reported standards not fully met 
– Improvement Plan agreed. Further follow-up with NHS Digital required).  
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b. 19/CAG/0110 Investigating all-cause mortality in the substance misuse 
treatment population 

 
 

Purpose of application 
This application from Derbyshire Healthcare NHS Foundation Trust set out the 
purpose of medical research which aims to investigate identified risk factors 
associated with patients dying from drug related death, whilst also attempting to 
predict their impact on early mortality.  
 
The rising rate of drug-related deaths has precipitated a need for greater 
understanding of the factors that influence them. The applicant aims to 
investigate the epidemiology of all service users, clinical outcomes, and the risk 
factors associated with service user deaths in treatment or up to a year after 
discharge. A cohort study design will be implemented, analysing data routinely 
collected for patient care in Derbyshire Healthcare NHS Foundation Trust 
Substance Misuse Services (SMS) from 2012 to 2020, supplemented by 
mortality follow-up data from NHS Digital.  
 
Data available on SystmOne from 2012 will be extracted by the Trust's IT 
department on to excel spreadsheets for further analysis by the research team 
using statistical software. Data from PARIS, the Trust’s electronic patient record 
system for mental health services, will be extracted for patients who had 
accessed mental health services, in order to obtain more detailed information 
on mental health diagnoses and treatment. Any variables missing from the 
patient data will be manually checked on SystmOne or PARIS by a researcher 
assigned to the project. Information held on SystmOne and PARIS relates only 
to patients seen within Derbyshire Healthcare NHS Foundation Trust. The SMS 
Recovery Lead, working within Derbyshire Healthcare NHS Foundation Trust, 
will provide routinely collected demographic and sociodemographic information 
on service users who died whilst in treatment or within 12 months of discharge 
or disengagement across Derby City and Derbyshire. The Multi-Agency Drug-
related Deaths Panel, administrated by Derby Local Authority, will also share 
information collected from the police and ambulance services and coroner’s 
reports on drug-related deaths in the region. The applicant confirmed that no 
items of confidential patient information will be shared from Derbyshire 
Healthcare NHS Foundation Trust to the Multi-Agency Drug-related Deaths 
Panel. Confidential patient information will be shared with NHS Digital to be 
linked with Office of National Statistics mortality data in order to obtain cause of 
death information for all service users who die in or subsequent to substance 
misuse service engagement, to ensure a full dataset. 
 
A recommendation for class 1, 4 and 6 support was requested to cover access 
to the relevant unconsented activities as described in the application. 
 
Confidential patient information requested 
 
The following sets out a summary of the specified cohort, listed data sources 
and key identifiers. Where applicable, full datasets and data flows are provided 



15 

 

in the application form and relevant supporting documentation as this letter 
represents only a summary of the full detail.  
 

Cohort 24,300 female and male patients aged 18 or more 
years of age, who are previous or active service 
users of Derbyshire Healthcare NHS Foundation 
Trust Substance Misuse Services (SMS) between 
01/01/2012 and 31/12/2010. 
 

Data sources 2. Electronic Health records held within 
Derbyshire Healthcare NHS Foundation Trust 

3. ONS mortality data held by NHS Digital 
4. Multi-Agency Drug-related Deaths Panel held 

by Derby Local Authority  
 

Identifiers required 
for linkage 
purposes 

1. Name  
2. NHS Number  
3. Hospital ID number  
4. Date of Birth  

 

Identifiers required 
for analysis 
purposes 

1. Name  
2. NHS Number  
3. Hospital ID number  
4. Date of Birth  
5. Date of Death  
6. Postcode (unit level)  
7. Gender 
8. Occupation  
9. Ethnicity  

 

 
Confidentiality Advisory Group advice 
 
The following sets out the Confidentiality Advisory Group advice which formed 
the basis of the decision by the Health Research Authority.  
 
Public interest 
 
The CAG noted that this activity fell within the definition of medical research, 
and was therefore assured that the application described an appropriate 
medical purpose within the remit of section 251 of the NHS Act 2006. 
 
The Group acknowledged that there was a strong public interest in the 
application. Deaths related to illicit drug use were increasing and the reasons 
for this were complex. Little research had previously been done into the 
multiple factors involved and the applicants intended to investigate trends in the 
population accessing the Substance Misuse Service in order to gain a greater 
understanding in this area.  
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Scope of support required  
 
The Multi-Agency Drug-related Deaths Panel, run by Derbyshire Local 
Authority, share information from police and ambulance services to Derbyshire 
Healthcare NHS Foundation Trust as part of standard practice. This included 
information such as the name of the individual and the circumstances in which 
they were found, whether any drugs or drug paraphernalia were found in the 
house, medical information, whether the person had died in hospital, and 
coroners’ reports and findings. The applicants intended to link this information 
with the study data. The applicant had confirmed that no confidential patient 
information was disclosed from the Trust to the Multi-Agency Drug-related 
Deaths Panel.  
 
Members were unclear what legal basis, in relation to the common law duty of 
confidence, was being relied upon to legitimise the ongoing disclosure of 
information from the Multi-Agency Drug-Related Death Panel to the Trust. 
Support under the Regulations could not be recommended where the legal 
basis of a data source was unclear. The Group agreed that clarification around 
this point would be sought from the applicant.  
 
The CAG was also unclear whether this data was linked with the patient’s 
records at the Trust as part of standard clinical practice, or whether support 
under the Regulations was being sought, for the purpose of this study, to 
facilitate the linkage. The applicant would also be asked to provide confirmation 
in this area, to clarify the scope of support required under the Regulations.  
 
Practicable alternatives 
 
Members considered whether a practicable alternative to the disclosure of 
confidential patient information without consent existed in accordance with 
Section 251 (4) of the NHS Act 2006, taking into account the cost and 
technology available. 
 

• Feasibility of consent 
 
The applicants explained that the retrospective cohort was large and that their 
contact information may be incomplete. Many patients would have died, and 
former substance abusers may be distressed by being re-contacted. The Group 
accepted the rationale for not seeking consent.  
 

• Use of anonymised/pseudonymised data 

•  
Confidential patient information was required to facilitate linkage with wider 
datasets held by NHS Digital, which could not otherwise be achieved. No 
issues were raised in this area.  
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Exit Strategy  
 
It is generally a principle that steps should be taken to move away from this 
potential support; such as through the seeking of consent or removing 
identifiable information once completed.  
 
The applicants expected that it would take 14 months to complete the data 
collection and linkage process, following which confidential patient information 
would be destroyed. The resulting dataset had been described interchangeably 
as pseudonymised and anonymised. The Group agreed that clarification was 
required here to understand whether there would be anyway to link the study 
database back to individual patients, which would determine whether the 
dataset used for analysis was anonymised or pseudonymised.  
 
Members queried whether the SystmOne ID would be retained in the analysis 
dataset. As this was an identifier which could be used to link back to the 
patient’s record, the applicant would be asked to assess the necessity of 
retaining this data item, as this may result in the database being identifiable, as 
it would be held within the same organisation.  
 
‘Patient Notification’ and mechanism for managing dissent 
 
It is part of the CAG responsibility to support public confidence and 
transparency in the appropriate sharing and use of confidential patient 
information. Access to patient information without consent is a privilege and it is 
a general principle of support for reasonable measures to be taken to inform 
the relevant population of the activity and to provide a right to objection and 
mechanism to respect that objection, where appropriate. This is known as 
‘patient notification’. This is separate to the local obligation to comply with the 
principles of the General Data Protection Regulation and Data Protection Act 
2018.  
 
The Group stated that the communication mechanisms created for this study 
were of a good standard. Posters and leaflets had been created, which clearly 
explained that only a small group of researchers would have access to 
confidential patient information. A clear mechanism for patients to raise dissent 
had been created and telephone and e-mail contact details provided to facilitate 
this mechanism.      
 
The applicants explained that once the data sources had been linked and the 
items of confidential patient information removed, a SystmOne ID was retained 
so that data could be traced back to individual patients and removed at their 
request. The names and SystmOne IDs for patients who had registered their 
dissent would be retained so that their data was not used in future cohorts. The 
applicants noted that the data from individual patients could not be removed 
once it had been analysed.  
 
A notice containing information about the study would also be provided on the 
Derbyshire Healthcare NHS Foundation Trust website, which would also link to 
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the Trust’s privacy policy about how data is used. The Group agreed that sight 
of this document would be required prior to any final recommendation of 
support coming into effect.   
 
Patient and Public Involvement and Engagement 
 
Meaningful engagement with patients, service users and the public is 
considered to be an important factor for the CAG in terms of contributing to 
public interest considerations as to whether the unconsented activity should go 
ahead.  
 
Patient and public involvement had been conducted with a small service user 
group. The applicants had provided the questionnaire completed by this group 
to the CAG. Positive feedback had been given by the user group and changes 
had been made to the patient information leaflets as a result of the comments 
given.  
 
The Research Design Service East Midlands on Patient and Public Involvement 
were also consulted. The applicants planned to identify service users who were 
able to sit on a steering group for the study and form an advisory group to 
advise on methods and key questions for analysis as the study progressed.  
 
Clinicians working within the substance misuse team were also consulted with 
regards to the variables of interest within the study and will also be involved in 
the analysis of the results. Lay summaries of the research will be written with 
service user representatives' involvement. These would be disseminated 
across Derbyshire and Derby City at the appropriate clinical services and 
interest groups such as Healthwatch.  
 
The CAG was assured that the activity undertaken in this area was appropriate 
and proportionate to the proposed activity and no queries were raised.  
 
Confidentiality Advisory Group advice conclusion 
 
The CAG agreed that there was a public interest in this activity, were supportive 
in principle of this activity proceeding, and therefore recommended to the 
Health Research Authority that the activity be provisionally supported.  
However, further information and actions would be required prior to confirming 
that the minimum criteria and established principles of support have been 
adequately addressed.    
 
In order to complete the processing of this application, please respond back to 
all of the request for further information, and actions required to meet the 
specific conditions of support where indicated, within one month.  
 
Request for further information 
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1. Confirm the legal basis which supports the disclosure of information from 
the Multi-Agency Drug-Related Death Panel to the Derbyshire 
Healthcare NHS Foundation Trust. 
 

2. Clarify whether information from the Multi-Agency Drug-Related Death 
Panel to is linked with patient records as part of standard clinical 
practice, or confirm whether support under the Regulations is required to 
facilitate this linkage for the purposes of this study alone.  
 

3. It is unclear whether the dataset created is pseudonymised or 
anonymised; 

 
a. Clarify whether the SystmOne ID is retained in the dataset used 

for analysis. 
 

b. If so, explain the necessity of including this data item, as its 
inclusion may mean that the dataset is identifiable, as those 
working in the same organisation would be able to link the dataset 
to confidential patient information.  

 
4. Provide a copy of the study document to be displayed on the Derbyshire 

Healthcare NHS Foundation Trust website  
 
Once received, the information will be reviewed by a sub-committee of 
members in the first instance and a recommendation and decision issued as 
soon as possible. At this stage it may be necessary to request further 
information or refer to the next available CAG meeting. If the response is 
satisfactory and the outstanding actions listed in the specific conditions of 
support are met, a final support outcome will be issued.  
 
Specific conditions of support (Provisional) 
 
The following sets out the provisional specific conditions of support. These may 
change in the final outcome letter depending on the responses to queries.  
 
1. Favourable opinion from a Research Ethics Committee. Pending 
 
2. Confirmation provided from the IG Delivery Team at NHS Digital to the CAG 

that the relevant Data Security and Protection Toolkit (DSPT) submission(s) 
has achieved the ‘Standards Met’ threshold. See section below titled 
‘security assurance requirements’ for further information. Pending for 
Derbyshire Healthcare NHS Foundation Trust 
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c. 19/CAG/0112 CRIS de-identification 
 

Purpose of application 
 
This application from the University of Oxford set out the purpose of medical 
research which aims to investigate the efficacy of the de-identification algorithm 
used in Clinical Records Interactive Search (CRIS) at Oxford Health NHS 
Foundation Trust.  
 
CRIS extracts data from NHS Trusts’ electronic health records for research 
purposes. A key step in making these data available to researchers is the robust de-
identification of data to protect patients’ right to privacy. The data in CRIS contains 
both structured and unstructured fields. While de-identifying structured fields, such 
as the field labelled ‘patient name’, is easy, de-identifying free text, such as clinical 
notes and correspondence, is much harder. Mistakes can occur for many reasons, 
such as misspellings. In CRIS, the de-identification is currently done using a 
bespoke algorithm. The algorithm finds all words it considers personal identifiers and 
masks them with “ZZZZ”. The efficacy of this de-identification algorithm has not been 
explicitly studied to date. This is a problem, since it means that the patients and 
Trusts can only be offered estimated information about the robustness of the de-
identification. 
 
This project aims to fill this knowledge gap by assessing performance of the de-
identification algorithm used in CRIS. This is done by comparing a sample of historic 
unmasked free text notes with the same notes which have been de-identified by the 
algorithm. The applicants will use an SQL query to sample the CRIS database for 
500 randomly selected, adult patients. For each of the participants, the researchers 
will access two free-text patient notes and filenames for any attachments in their 
record in CRIS. The de-identified data will then be manually compared with the 
original notes, which have the identifiers intact. The patient identifiers present in the 
text and instances where the algorithm has masked or not masked an identifier, or 
mistakenly masked a word that is not an identifier will help the applicants determine 
how well the algorithm de-identifies patient data. The data analysis will be conducted 
entirely on these fully anonymous counts. The applicants will assess the 
performance of the algorithm using two measures: recall and precision. Recall 
describes what portion of the identifiers were masked. Precision describes what 
portion of the masked words were truly identifiers.  
 
A recommendation for class 1 and 6 support was requested to cover access to the 
relevant unconsented activities as described in the application. 
 
Confidential patient information requested 
 
The following sets out a summary of the specified cohort, listed data sources and 
key identifiers. Where applicable, full datasets and data flows are provided in the 
application form and relevant supporting documentation as this letter represents only 
a summary of the full detail.  
 

Cohort 500 randomly selected patients, male or female, aged 18 
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years and above, who are included on the CRIS database 
at Oxford Health NHS Foundation Trust. Two records will 
be identified undergo accuracy checking for each patient 
included in the study.  
 

Data sources 5. Electronic Health records held within Oxford Health 
NHS Foundation Trust 
 

Identifiers required 
for linkage 
purposes 

2. Name  
3. NHS number  
4. Hospital ID number  
5. Date of birth  
6. Postcode- unit level  

 

Identifiers required 
for analysis 
purposes 

1. Postcode - unit level 
 

 
 
Confidentiality Advisory Group advice 
 
The following sets out the Confidentiality Advisory Group advice which formed the 
basis of the decision by the Health Research Authority.  
 
Public interest 
 
The CAG noted that this activity fell within the definition of medical research, and 
was therefore assured that the application described an appropriate medical 
purpose within the remit of the section 251 of the NHS Act 2006. 
 
The aim of the application was to assess the effectiveness of the CRIS de-
identification system and provide assurance that the system worked. The applicant 
reported that the South London and Maudsley NHS Foundation Trust, which also 
utilised the CRIS system, had previously conducted a similar study using different 
methodology This study had found that the de-identification had a 97% success rate. 
The Group acknowledged the rationale for conducting the study at another site, due 
to the variations in the technology used at different Trusts, and that assessing the 
effectiveness of the de-identification process was in the public interest.   
 
Practicable alternatives 
 
Members considered whether a practicable alternative to the disclosure of 
confidential patient information without consent existed in accordance with Section 
251 (4) of the NHS Act 2006, taking into account the cost and technology available. 
 

• Direct care team  
 
The applicants explained that, due to the amount of time required to compare the 
de-identified records with the original records, it would not be possible for the direct 
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care team to carry out this work. A large number of care teams would need to be 
involved and each new member of the team involved in extracting and comparing 
the data would need to be trained in how to evaluate and mark the algorithm 
performance. This would require a significant time commitment from members of the 
care teams. The Group was assured that it would not be possible for the study 
procedures to be undertaken by the direct care team and raised no queries in this 
area. 
 

• Feasibility of consent 
 
The applicants stated that obtaining prior consent was unfeasible for this project, 
due to the large number of patients needed to conduct a fully powered analysis. It 
was also stated that seeking explicit consent from each patient was likely to 
introduce a non-trivial amount of bias in the sample and, in order to provide reliable 
information, the sample of texts in this study need to be representative of the notes 
held in CRIS. the applicant explained that it would be disproportionate both in terms 
of time and resources required to obtain consent from a sufficiently large sample for 
the results to be meaningful and reliable. 
 
The CAG accepted the justification and agreed that seeking consent was not 
feasible for the study.  
 

• Use of anonymised/pseudonymised data 
 
The applicants explained that time-restricted access to confidential patient 
information was required to enable the de-identified records to be compared with the 
actual patient notes for the purposes of the study analysis, which could not be 
otherwise achieved. 
 
Exit strategy 
 
The applicants explained that the data access and comparison work would take 
approximately four months to complete. Support was requested for the duration of 
this process; however, it was confirmed that confidential patient information would 
not be retained for analysis. The CAG accepted the requirement for time-limited 
support under the Regulations and raised no queries in this area.   
 
‘Patient Notification’ and mechanism for managing dissent 
 
It is part of the CAG responsibility to support public confidence and transparency in 
the appropriate sharing and use of confidential patient information. Access to patient 
information without consent is a privilege and it is a general principle of support for 
reasonable measures to be taken to inform the relevant population of the activity and 
to provide a right to objection and mechanism to respect that objection, where 
appropriate. This is known as ‘patient notification’. This is separate to the local 
obligation to comply with the principles of the General Data Protection Regulation 
and Data Protection Act 2018.  
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The CRIS platform runs an “opt out” model. Privacy Notices and other materials are 
available to patients to provide information about the system and how the data is 
used. Copies of this patient-facing documentation were provided for information 
purposes.  
 
The CAG was unsure whether these existing materials extended to the proposed 
research activity, as they did not appear to cover access to confidential patient 
information for research purposes. Members asked that a project specific 
communication mechanism was created. This also needed to include a process for 
patients to dissent to this project specifically. An overview of how this mechanism 
would be operated would be required prior to any final recommendation of support 
coming into effect, together with copies of any documentation to support this.  
 
Patient and Public Involvement and Engagement 
 
Meaningful engagement with patients, service users and the public are considered 
to be an important factor for the CAG in terms of contributing to public interest 
considerations as to whether the unconsented activity should go ahead.  
 
The applicants advised that the project had been approved by Oxford Health NHS 
Foundation Trust’s CRIS oversight committee. As well as various stakeholders from 
the Trust including the Caldicott Guardian and Head of Information Governance, the 
oversight committee included representation from members of the public including 
carers and service users. 
 
The oversight committee found the study design to be acceptable and that the use of 
confidential patient information was justified in this case to obtain information about 
the performance of the de-identification algorithm. 
 
The Group noted the patient and public involvement which has been carried out. It 
was commented that the website for the CRIS oversight committee only named two 
public members, and did not contain information about this specific application or 
how it had been discussed with the committee members. The Group requested 
further details on the feedback given by the oversight committee and clarification 
around the number of lay representatives who had participated in this discussion.  
 
Whilst interaction with the CRIS oversight committee was the established 
mechanism for applications using the CRIS database, the Group noted that there 
appeared to be limited service user involvement. It was further commented that 
applications to utilise the CRIS database would only be in accessing the anonymised 
dataset, which differed from this study. On this basis, Members agreed that further 
activity was required in this area to seek the views of patients and the public around 
the access to confidential patient information for the purposes of this study. The 
CAG anticipated that there would be an established patient group within the Trust 
who could be approached about the study to test the acceptability of using 
confidential patient information for the purpose of the study.  
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Further feedback needed to be provided prior to any recommendation of support 
coming into place. If the responses given were negative, this would be taken into 
account when considering whether support can be recommended, or whether further 
action is needed.  
 
Dissemination of the findings 
 
The applicants planned to publish the results and findings of the study in a peer 
reviewed journal. The findings would also be disseminated to research groups within 
relevant departments as well as meetings with stakeholders. 
 
The Group queried whether the study would be repeated with amended 
methodology to see if the results could be improved. It was agreed that this would be 
followed up with the applicant to gain an understanding of any wider future plans in 
this area.  
 
Members noted the potential impact the findings of this study may have on other 
Trusts using CRIS, and requested further information on how the results of the 
project would be disseminated and shared more widely.  
 
Confidentiality Advisory Group advice conclusion 
 
The CAG agreed that there was a public interest in this activity, were supportive in 
principle of this activity proceeding, and therefore recommended to the Health 
Research Authority that the activity be provisionally supported.  However, further 
information and actions would be required prior to confirming that the minimum 
criteria and established principles of support have been adequately addressed.    
 
In order to complete the processing of this application, please respond back to all of 
the request for further information, and actions required to meet the specific 
conditions of support where indicated, within one month.  
 
Request for further information (Summary) 
 
1. Provide further information on how the study findings will be disseminated, 

particularly to other Trusts using the system.   
 
2. Advise whether there are any plans to repeat the study with amended 

methodology to see if the results can be improved.  
 
3. A project specific communication mechanism needs to be created. This also 

needs to include a process for patients to dissent to this project specifically. 
Provide an overview of the mechanism together with any documentation to 
support this.  

 
4. Provide further information on the feedback received during the review of the 

project by the CRIS oversight committee.  
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5. Further patient and public involvement needs to be carried out with service users 
at the Trust. An overview of the activity undertaken should be provided, together 
with details of the information provided to patients and the feedback provided 
around the study, with a focus on use of confidential patient information without 
consent.   

 
Once received, the information will be reviewed by a sub-committee of members in 
the first instance and a recommendation and decision issued as soon as possible. At 
this stage it may be necessary to request further information or refer to the next 
available CAG meeting. If the response is satisfactory and the outstanding actions 
listed in the specific conditions of support are met, a final support outcome will be 
issued.  
 
Specific conditions of support (Provisional) 
The following sets out the provisional specific conditions of support. These may 
change in the final outcome letter depending on the responses to queries.  
 
1. Favourable opinion from a Research Ethics Committee. Pending 
 
2. Confirmation provided from the IG Delivery Team at NHS Digital to the CAG that 

the relevant Data Security and Protection Toolkit (DSPT) submission(s) has 
achieved the ‘Standards Met’ threshold. See section below titled ‘security 
assurance requirements’ for further information. Pending for University of 
Oxford and Oxford Health NHS Foundation Trust 

 
 

d. 19/CAG/0082 MONITOR US WP3 
 
Purpose of application 
 
This application from the University of Sunderland set out the purpose of medical 
research which aims to explore the feasibility of conducting a full retrospective 
cohort study to compare multiple pregnancy rates between those patients whose 
first cycle of treatment is monitored with ultrasound, and those who are not 
monitored with ultrasound. 
 
Clomifene is a medication used to trigger the ovary to ovulate. Guidelines state that 
ultrasound should be used after clomifene is first given, to assess how many eggs 
have developed. Where there are multiple eggs, there may be an increased 
likelihood of multiple pregnancy, and the couple would be advised to avoid 
unprotected intercourse that month. This is because multiple pregnancies carry extra 
risks to mother and baby. The guidance to use ultrasound for this purpose is not 
based on any research evidence, as no evidence is currently available. 
Progesterone is a hormone produced in the ovary following ovulation. Using a blood 
test for progesterone can indicate if clomifene has successfully triggered ovulation, 
but gives no information about multiple pregnancy risk. The secondary aim is to 
assess the clinical and financial implications of using a blood test (progesterone 
level) as an alternative monitoring method. 
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This study will comprise various strategies of data collection from the medical 
records of patients who have completed treatment with clomifene. They will be split 
into two arms, monitored with ultrasound and not monitored with ultrasound, then the 
pregnancy outcomes will be compared based on the data gathered. This will be 
followed by an initial cost effectiveness analysis for each study arm.  
 
Treatment with clomifene is not a treatment regulated by the Human Fertility and 
Embryology Authoirty (HFEA) and the data collected will be from NHS patient 
records. There will be three possible ways in which departments can contribute data 
to the study. In some units, clinical staff will extract and anonymise the data and 
enter it into the standardised Excel spreadsheet, which is then returned to the 
research team. An alternative method is that the clinical team will be provided with 
an audit package, which is completed by staff members to contribute to 
governance/educational needs within the department, as well as providing 
anonymised data back to the research team. The applicants will not require access 
to confidential patient information without consent if either of these methods is used. 
The applicants are seeking support to follow a third method of data collection, where 
the applicant will access confidential patient information in medical records on site at 
participating centres to record relevant non-identifiable patient data directly onto the 
research spreadsheet. 
 
A recommendation for class 1 and 6 support was requested to cover access to the 
relevant unconsented activities as described in the application. 
 
Confidential patient information requested 
 
The following sets out a summary of the specified cohort, listed data sources and 
key identifiers. Where applicable, full datasets and data flows are provided in the 
application form and relevant supporting documentation as this letter represents only 
a summary of the full detail.  
 

Cohort Female patients between 18 and 50 years of age who 
have completed treatment with clomifene. It is estimated 
40 patients will be selected from each of the 17 sites.  
 

Data sources 6. Patient Health records held within the following 
participating Trusts:  

a. Newcastle upon Tyne Hospitals NHS 
Foundation Trust 

b. Gateshead Health NHS Foundation Trust 
c. Liverpool Women’s Hospital NHS Foundation 

Trust 
d. University Hospital’s Bristol NHS Foundation 

Trust 
e. Manchester University NHS Foundation Trust 
f. Nottingham University Hospitals 
g. Derby Teaching Hospitals NHS Trust 
h. University Hospitals of Derby and Burton 
i. North Tees and Hartlepool NHS Foundation 
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Trust 
j. Isle of Wight NHS Trust 
k. Seven further hospital Trusts to be confirmed.  

 

Identifiers required 
for linkage 
purposes 

No items of confidential patient information will be 
required for validation or linkage purposes. 
 

Identifiers required 
for analysis 
purposes 
 

No items of confidential patient information will be 
extracted for analysis purposes. 

Additional 
information 

The applicants will have access to the complete record 
to enable relevant clinical information to be extracted for 
analysis; however, no items of confidential patient 
information will be collected for sample validation, 
linkage or analysis purposes. The only data retained 
and used in analysis will be anonymous clinical data, 
which will not contain any confidential patient 
information.    
 

 
Confidentiality Advisory Group advice 
 
The following sets out the Confidentiality Advisory Group advice which formed the 
basis of the decision by the Health Research Authority.  
 
Public interest 
 
The CAG noted that this activity fell within the definition of medical research and was 
therefore assured that the application described an appropriate medical purpose 
within the remit of the section 251 of the NHS Act 2006. 
 
This application described a feasibility study which would be undertaken to assess 
whether a full-scale study could be run. The eventual aim of the full-scale study 
would be to compare multiple pregnancy rates between those patients whose first 
cycle of Clomifene treatment is monitored with ultrasound, and those who are given 
a blood test for progesterone levels to see if the clomifene treatment had triggered 
ovulation. If blood tests only were sufficient, this would be lower-cost to trusts and 
was therefore in the public interest.  
 
The Group noted that the ultrasounds given as standard after treatment with 
clomifene were transvaginal, which patients could potentially find intrusive. If the 
number of ultrasounds given could be reduced this could potentially also reduce the 
unpleasantness of infertility treatment, which was in the public interest.  
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Practicable alternatives 
 
Members considered whether a practicable alternative to the disclosure of 
confidential patient information without consent existed in accordance with Section 
251 (4) of the NHS Act 2006, taking into account the cost and technology available. 
 

• Minimising flows of identifiable information 
 
Three different methods of collecting data were to be trialled. Section 251 support 
was not required for the first two methods, as members of the direct care team 
accessed confidential patient information, and information was only provided to the 
applicant in an anonymised form.  
 
The Group queried why the first two methods of data extraction could not be used in 
all participating trusts. The applicant had explained that several of the trusts involved 
had confirmed that they did not have the capacity within the direct care team to 
undertake the data extraction and had asked that an external researcher carried out 
this activity.  
 
The Group noted that support under the Regulations could not be recommended 
where a practicable alternative to processing confidential patient information without 
consent existed. Members asked the applicant to confirm how many of the 
participating trusts involved were unable to undertake data collection using the first 
two methods and had requested that the applicant undertake the data extraction. 
The Group also requested this clarification in order to establish the scope of support 
required under the Regulations.   
 

• Feasibility of consent 
 
The applicant planned to include data from 40 patients at each of the 17 participating 
trusts. This was a relatively low number of patients at eachsite and members 
considered whether consent would be feasible. The Group noted that the patients 
were recruited across a number of different sites and that it may be difficult for the 
applicant to approach this number of patients, particularly if the patients were no 
longer receiving active care. Members also acknowledged that the potential 
intrusiveness of the project would be increased if consent was sought from patients. 
 
The Group agreed that consent was not feasible for the proposal and raised no 
queries in this area.  
 

• Use of anonymised/pseudonymised data 
 
The applicant had explained that confidential patient information was not required for 
the purposes of the study; however, would be accessed within patient records to 
extract and anonymise the information. This could not be avoided across sites who 
did not have capacity within the clinical care team to undertake the data extraction.  
 



29 

 

‘Patient Notification’ and mechanism for managing dissent 
 
It is part of the CAG responsibility to support public confidence and transparency in 
the appropriate sharing and use of confidential patient information. Access to patient 
information without consent is a privilege and it is a general principle of support for 
reasonable measures to be taken to inform the relevant population of the activity and 
to provide a right to objection and mechanism to respect that objection, where 
appropriate. This is known as ‘patient notification’. This is separate to the local 
obligation to comply with the principles of the General Data Protection Regulation 
and Data Protection Act 2018.  
 
The applicant had explained that contacting patients individually would be difficult. 
Screening records for suitability and obtaining contact details meant that confidential 
patient information would be accessed for a greater number of patients and would 
lead to a larger breach of the Common Law Duty of Confidence. The applicants 
explained that patients who have previously received clomifene would be unlikely to 
still have contact with fertility services, and therefore there would be no benefit in 
advertising the research through posters or leaflets in these settings. 
 
The CAG received the information provided by the applicant and agreed that it was 
not feasible to directly notify all patients. However, the Group agreed that patients 
generally needed information and asked that information about the study, including 
how patients can register their dissent, was included on the websites of the trusts 
involved. An overview of the communication strategy would be required, together 
with copies of any documentation to support this, prior to any final recommendation 
of support coming into effect.   
 
Patient and Public Involvement and Engagement 
 
Meaningful engagement with patients, service users and the public is considered to 
be an important factor for the CAG in terms of contributing to public interest 
considerations as to whether the unconsented activity should go ahead.  
 
The Fertility Network UK, an organisation that represents patients facing fertility 
issues, was involved in the design of this study. The study design for this work 
package had been informed by a previous in-depth interview study.  It had also been 
discussed with patients in the clinical setting. The methodology was felt to be 
appropriate for the aims of the study. 
 
The applicant explained that the protocol had also been discussed in depth with a 
Patient, Carer and Public Involvement (PCPI) panel. The feedback from this had 
been positive and panel members had expressed that the strategy for accessing 
patient data without consent was acceptable in view of the likely benefits of the 
research. 
 
The use of anonymised data for the purposes of analysis was also discussed with 
patients and was felt to be acceptable. The applicants also spoke to patients about a 
healthcare researcher having access to patient records to document non-identifiable 
data and this was also felt to be acceptable. 
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The CAG agreed that the patient and public involvement and engagement activity 
was appropriate and proportionate to the proposed activity and raised no further 
queries here.  
 
Access to Human Fertilisation and Embryology Authority (HFEA) regulated 
information 
 
The Group noted that whilst treatment with clomifene was not regulated by the 
HFEA, but some patients treated with clomifene may have subsequently progressed 
to receive treatments that are regulated by the HFEA. Members asked the applicant 
to advise the likelihood that patients in the cohort for this study would have 
progressed to HFEA regulated treatments. 
 
When undergoing HFEA regulated treatments, patients were required to provide 
detailed consent in relation to how their data could be used for research purposes. 
The HFEA operated a research register which was included data based on patients 
consenting preferences, with specific access arrangements. Members queried 
whether these consenting preferences would be applied by the Trusts to the 
patient’s historic records, in order to prevent data being used for research purposes 
where patients have provided subsequent dissent to this. Clarification would be 
sought from the applicant in this respect.  
 
The CAG further requested assurance that records related to HFEA regulated 
treatments would not be accessed, due to the specific access arrangements which 
were in place for this information. Members were unclear if this would require 
patients who had received HFEA-regulated treatments to be excluded from the study 
or whether access to this information could be restricted by the sites. Clarification 
would be sought from the applicant in this area.   
 
Confidentiality Advisory Group advice conclusion 
 
The CAG agreed that there was a public interest in this activity, were supportive in 
principle of this activity proceeding, and therefore recommended to the Health 
Research Authority that the activity be provisionally supported.  However, further 
information and actions would be required prior to confirming that the minimum 
criteria and established principles of support have been adequately addressed.    
 
In order to complete the processing of this application, please respond back to all of 
the request for further information, and actions required to meet the specific 
conditions of support where indicated, within one month.   
 
Request for further information 
 

1. Confirm how many of the participating trusts are unable to undertake the data 
collection and extraction processes on behalf of the researcher. This 
information is required to understand the scope of support which is required 
under the Regulations for the activity.   
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2. Further information about potential access by the applicant to information 
about Human Fertilisation and Embryology Authority (HFEA) regulated 
treatments is required; 
 

a. Clarify the likelihood that patients treated with clomifene would have 
progressed to receive treatments that are regulated by the HFEA. 

 
b. Clarify if patients who had subsequently received HFEA regulated 

treatments would be excluded from the study or provide assurance that 
sections of the records containing information about HFEA regulated 
treatments will not be accessed. 

 
c. Advise if the consent forms completed by patients receiving HFEA 

regulated treatments will be checked to ascertain whether a patient had 
refused consent to be included in research.   

 
3. Information about the application, including how patients can register their 

dissent, needs to be included in relevant sections of the websites of the 
participating trusts. Provide confirmation to this point and copies of any 
information materials which would be displayed.   

 
Once received, the information will be reviewed by a sub-committee of members in 
the first instance and a recommendation and decision issued as soon as possible. At 
this stage it may be necessary to request further information or refer to the next 
available CAG meeting. If the response is satisfactory and the outstanding actions 
listed in the specific conditions of support are met, a final support outcome will be 
issued.  
 
Specific conditions of support (Provisional) 
 
The following sets out the provisional specific conditions of support. These may  
change in the final outcome letter depending on the responses to queries.  
 
1. Favourable opinion from a Research Ethics Committee. Pending 
 
2. Confirmation provided from the IG Delivery Team at NHS Digital to the CAG 

that the relevant Data Security and Protection Toolkit (DSPT) submission(s) 
has achieved the ‘Standards Met’ threshold. See section below titled 
‘security assurance requirements’ for further information. (Not checked – 
the study will be carried out across 17 Trusts in England– security 
assurance would not be checked for all participating sites. Support is 
recommended on the basis that the applicant is responsible for 
seeking assurance that the appropriate security arrangements are in 
place at each site prior to processing any confidential patient 
information with support under the Regulations).   
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e. 19/CAG/0114 The Bronchiectasis and Community Acquired Pneumonia 
(B-CAP) study 

 
Purpose of application 
 
This application from the University Hospitals Birmingham NHS Foundation 
Trust set out the purpose of medical research which aims to evaluate the utility 
of biomarkers that predict clinical outcomes and evaluate the association 
between morphology of underlying lung disease and clinical outcome, for 
patients admitted to hospital with community acquired pneumonia (CAP) and 
non-cystic fibrosis (non-CF) bronchiectasis. 
 
This multicentre, retrospective observational cohort study will include all adult 
patients admitted with CAP and non-CF bronchiectasis to one of three hospital 
sites within the University Hospitals Birmingham NHS Foundation Trust 
between 2010 to 2017. Routinely collected clinical data will be extracted from 
electronic patient records. No additional interventions/procedures will be 
performed.  
 
Initial data extraction will be facilitated by the trusts clinical coding team. 
Characteristics which are not extractable by the clinical coding team will be 
collected manually by review of electronic patient records by a designated 
member of the research team. Source data obtained from electronic patient 
records will be recorded using an Excel spreadsheet.  The master file 
containing confidential patient information collected in the study will be kept on 
a server accessible only via a Trust computer, encrypted and protected by 
password. A separate dataset used for statistical analyses, derived from the 
master file, will be stored in pseudonymous format and protected by password. 
A member of the research team will perform pseudonymisation for the 
purposes of statistical analysis. Only pseudonymised data will be exchanged 
between authorised individuals for data analysis. NHS.NET email (encrypted) 
will be used for data exchange. 
 
A recommendation for class 1, 5 and 6 support was requested to cover access 
to the relevant unconsented activities as described in the application. 
 
Confidential patient information requested 
 
The following sets out a summary of the specified cohort, listed data sources 
and key identifiers. Where applicable, full datasets and data flows are provided 
in the application form and relevant supporting documentation as this letter 
represents only a summary of the full detail.  
 

Cohort A maximum of 700 patients, aged 18 years and 
over, admitted to Birmingham Heartlands Hospital, 
Good Hope Hospital and Solihull Hospital between 
01/01/2010 – 01/01/2017 with a primary diagnosis 
of CAP and co-morbid non-cystic fibrosis 
bronchiectasis. 
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Data sources 7. Electronic and paper Health records held within 
University Hospitals Birmingham NHS 
Foundation Trust 
 

Identifiers required 
for linkage 
purposes 

1. Hospital ID number  
2. Date of death  

 

Identifiers required 
for analysis 
purposes 

1. Hospital ID number  
2. Date of death  
3. Gender  

 

 
Confidentiality Advisory Group advice 
 
The following sets out the Confidentiality Advisory Group advice which formed 
the basis of the decision by the Health Research Authority.  
 
Public interest 
 
The CAG noted that this activity fell within the definition of medical research 
and was therefore assured that the application described an appropriate 
medical purpose within the remit of section 251 of the NHS Act 2006. 
 
The applicants were seeking to evaluate the utility of clinical risk prediction 
scores in predicting the in-hospital and 30-day mortality of patients with 
community acquired pneumonia and non-cystic fibrosis bronchiectasis. The 
CAG recognised that the project had a clear public interest. 
 
Practicable alternatives 
 
Members considered whether a practicable alternative to the disclosure of 
confidential patient information without consent existed in accordance with 
Section 251 (4) of the NHS Act 2006, taking into account the cost and 
technology available. 
 

• Feasibility of consent 
 
The applicant explained that consent was not feasible due to the large historical 
cohort to be included.  A key outcome for the study was patient mortality and it 
was likely that many patients would have died since their admission to hospital.  
The Group accepted the applicant’s justification for not seeking consent from 
patients and raised no queries in this area.  
 

• Use of anonymised/pseudonymised data 
 
The applicant explained that the clinical coding team would not be able to 
extract all the relevant clinical data for the purposes of this study. The hospital 
identification number will be needed initially by the research team to enable 
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patient records to be identified and clinical data to be extracted. The dataset will 
be pseudonymised for the purposes of data analysis. The Group accepted the 
rationale for using confidential patient information and raised no queries in this 
area.   
 
Data retention and storage 
 
Members were unclear what information would be included in the master 
dataset and what would be transferred to the analysis dataset. The applicant 
would be asked to provide a detailed overview of the data items which would be 
included in each dataset, and in what format.  
 
The applicant would also be asked to clarify when the pseudonymisation 
process would be undertaken and how long the resulting dataset would be 
retained. A study flow chart would be requested, following the flow of 
information through the study, from extraction by the clinical coding team 
through  to the pseudonymisation process.  
 
‘Patient Notification’ and mechanism for managing dissent 
 
It is part of the CAG responsibility to support public confidence and 
transparency in the appropriate sharing and use of confidential patient 
information. Access to patient information without consent is a privilege and it is 
a general principle of support for reasonable measures to be taken to inform 
the relevant population of the activity and to provide a right to objection and 
mechanism to respect that objection, where appropriate. This is known as 
‘patient notification’. This is separate to the local obligation to comply with the 
principles of the General Data Protection Regulation and Data Protection Act 
2018.  
 
The applicants explained that a patient notification strategy has not been 
created, as the study involved the examination of historical data and it would 
not be possible to notify all patients.  
 
The Group asked that a communications mechanism was created to promote 
the study. Information about this specific project needed to be displayed at the 
participating sites. This information needed to contain details on how patients 
could register their dissent.  
 
The applicant would be asked to provide an overview of how the study would 
be promoted, together with copies of any materials to support this for review.  
 
Patient and Public Involvement and Engagement 
 
Meaningful engagement with patients, service users and the public is 
considered to be an important factor for the CAG in terms of contributing to 
public interest considerations as to whether the unconsented activity should go 
ahead.  
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The applicant advised that patient and public involvement in the design of this 
study was facilitated by the Clinical Research Ambassadors Group (CRAG). 
CRAG was formed in 2012 and consists of a local group of patients, carers and 
members of the public. CRAG facilitates patient and public involvement to 
support the Trusts research activity. CRAG members were consulted regarding 
study design, management, how the study would be performed, how the results 
would be analysed and how the findings would be disseminated.  
 
The project was presented to and discussed with this group in December 2018.  
Attendees at this meeting were asked to provide feedback regarding the use of 
data as proposed by this study, including acceptability, security and 
accessibility. CRAG attendees provided verbal feedback in addition to written 
responses to specific questions. The outcome of this was provided in the 
CRAG approval letter, which was submitted with the application. The applicants 
also planned to provide CRAG with the study results.  
 
The Group received the letter of support from the CRAG Chair and whilst it was 
noted that the group was supportive of the project, it did not explain what 
information had been provided about the study of specifics of the feedback 
which was given.  
 
Members noted that the CRAG was a small group who were keen on research, 
but it was unclear whether any members were patients in this disease area. 
The CAG suggested that patient groups with the relevant conditions were likely 
to be readily available. Members asked that further activity in this area was 
undertaken with a pertinent patient group, to understand the views of those 
whose data may be involved in the study. Feedback from this activity should be 
provided for consideration.  
 
Confidentiality Advisory Group advice conclusion 
 
The CAG agreed that there was a public interest in this activity, and were 
supportive in principle of this activity proceeding, and therefore recommended 
to the Health Research Authority that the activity be provisionally supported.  
However, further information and actions would be required prior to confirming 
that the minimum criteria and established principles of support have been 
adequately addressed.    
 
In order to complete the processing of this application, please respond back to 
all of the request for further information, and actions required to meet the 
specific conditions of support where indicated, within one month.    
 
Request for further information 
 

1. A study flow chart, clearly describing the flow of information from 
extraction by the clinical coding team through to the point of 
pseudonymisation needs to be provided. 
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2. The items of data to be retained in the master file and the 
pseudonymised spreadsheet need to be clarified, including any items of 
confidential patient information. Clarify if dates of birth and death are 
retained, or if age by year and age at death will be retained. 

 
3. The length of time that the master file and pseudonymised spreadsheet 

will be retained need to be clarified.  
 

4. Further details on the patient and public involvement carried out with the 
Clinical Research Ambassador Group need to be provided, including the 
topics discussed and any feedback received.  

 
5. Further patient and public involvement is required. Contact needs to be 

made with patient groups for those with chronic lung disease to seek 
their opinion of the study design and the use of confidential patient 
information without consent.  
 

6. A patient notification mechanism needs to be created. An overview of 
the communications strategy needs to be provided to the CAG, including 
any copies of the material used to promote the study.  

 
Once received, the information will be reviewed by a sub-committee of 
members in the first instance and a recommendation and decision issued as 
soon as possible. At this stage it may be necessary to request further 
information or refer to the next available CAG meeting. If the response is 
satisfactory and the outstanding actions listed in the specific conditions of 
support are met, a final support outcome will be issued.  
 
Specific conditions of support (Provisional) 
 
The following sets out the provisional specific conditions of support. These may 
change in the final outcome letter depending on the responses to queries.  
 

1. Favourable opinion from a Research Ethics Committee. Confirmed 9 
May 2019 

 
2. Confirmation provided from the IG Delivery Team at NHS Digital to the 

CAG that the relevant Data Security and Protection Toolkit (DSPT) 
submission(s) has achieved the ‘Standards Met’ threshold. See section 
below titled ‘security assurance requirements’ for further information. 
Pending for University Hospitals Birmingham NHS Foundation 
Trust 

 
 

4. MINUTES OF THE MEETING HELD ON 16 May 2019  
 
The minutes were received. The Chair noted a minor typographical error on page 29 
and requested that this was corrected. The minutes were otherwise accepted as a 
true and accurate record of proceedings.  
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5. CAG CHAIR REPORT  
 
A Chair’s report was not presented at the meeting.  
 

 
6. ANY OTHER BUSINESS 
 
No further business was raised. The Chair thanked Members for their attendance 
and the meeting was closed.  
 

 

 

 


