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Minutes of the meeting of the Confidentiality Advisory Group 

 

08 February 2018 at Skipton House, SE1 6LH 

 

Group Members:  
 

Name   Present    Notes   

Dr  Kambiz Boomla  Yes     

Dr Malcolm Booth  Yes     

Dr  Tony  Calland  Yes     

Dr Patrick Coyle  Yes  Vice Chair  

Mr Anthony Kane  Yes     

Professor Jennifer  Kurinczuk  Yes     

Dr Harvey Marcovitch  Yes     

Ms Clare Sanderson  Yes  Alternate Vice Chair 

Mr Marc Taylor  Yes     

  

Also in attendance:  

Name   Position (or reason for attending)   

Ms Natasha  Dunkley  Head of Confidentiality Advice Service  

Miss Kathryn  Murray  Senior Confidentiality Advisor  

Dr Kevin Dunbar Observer – Deputy Caldicott Guardian, Public Health England  

Mr Stephen Robinson  
(Agenda Item 5.a, 5.b. and 5.c.) 

HRA Corporate Secretary  

  

1. INTRODUCTION, APOLOGIES AND DECLARATIONS OF INTEREST 

 

Introduction 

 

Dr Kevin Dunbar, Deputy Caldicott Guardian for Public Health England, was welcomed as an observer to 

the CAG meeting. Dr Dunbar explained that he was present to observe the mechanics of the CAG meeting 

and to gain an understanding of the considerations of the CAG when reviewing applications for support 



2 

 

under the Regulations. This was linked to the fact that PHE were intending to set up their own internal 

approvals committee.  

 

Mr Stephen Robinson was welcomed to the CAG meeting. It was noted that Mr Robinson was in 

attendance in his capacity as appointed decision-maker for the Health Research Authority and was present 

for the research application business only.  

 

Apologies for Absence  

 

There were no apologies for absence received.  

 

Declarations of Interest 

 

 17/CAG/0071 (Agenda Item 3.a.) 

 

Dr Kambiz Boomla notified the Confidentiality Advice Team ahead of the CAG meeting of a conflict in 

relation to this application. Dr Boomla explained that he is a GP Clinical Academic at Queen Mary in the 

Barts Health Medical School.  This applicant for this proposal was Mr Matthew Hall, Head of Information 

Governance at Barts Health, whom was known to Dr Boomla through membership of local IG committees. 

It was agreed in advance of the meeting that this represented a true conflict of interest and it was agreed 

that Dr Boomla would not be involved in the consideration of this item.  

 

Mr Marc Taylor notified the Confidentiality Advice Team ahead of the CAG meeting of a potential conflict in 

relation to this agenda item. Mr Taylor explained that his son holds a Research Training Fellowship at the 

Bart’s Cancer Institute where he is a Haematologist treating adult leukaemia. The Chair agreed that this 

presented a tenuous link which did not present a true conflict with the item. This was noted in the interests 

of transparency; however, no further action was required.  

 

2. APPROVAL DECISIONS 

 
The following was shared with the CAG for information. 
 
25 January 2018 
 
Secretary of State for Health and Social Care Approval Decisions 
 
The DH senior civil servant on behalf of the Secretary of State for Health and Social Care (SofS) agreed 
with the advice provided by the CAG in relation to the 25 January 2018 meeting applications. 
 
In relation to reference PIAG 03(a)/2001 ‘National Cancer Registration and Analysis Service (NCRAS) 

Annual Review’ submitted by Public Health England, the SofS agreed with the majority of the CAG advice 

provided in relation to this annual review. The SofS decided that the following should be strengthened as 

part of the conditions of continuing support: 

1. CAG advised there should be consistency and clarity of language between internal standard 
operating procedures and public facing information, particularly in relation to the PHE list of 
disclosures and references to identifiability. The CAG did not specify a time period for completion; 
the SofS decided this must take place immediately.  
 

2. CAG had advised that the patient information leaflet did not provide sufficient clarity of the different 
processing purposes that were taking place under the COPI Regulations, and this should be revised 
in line with advice and reported against at time of annual review. The SofS decided this must take 



3 

 

place far sooner and should be fully revised by May 2018 as this would also support transparency 
requirements under the GDPR. 

 
3. The SofS has decided that the CAG should be provided with a copy of the revised leaflet 

immediately to ensure it is sufficient for COPI Regulation support purposes.  
 

CAG minutes dated 25 January 2018 were updated post-ratification in light of the SofS decision and re-

published to reflect the original CAG advice and the additions made by the SofS. 

 
07 December 2017 
 
Secretary of State for Health and Social Care Approval Decisions 

 
The DH senior civil servant on behalf of the Secretary of State for Health and Social Care (SofS) agreed 
with the advice provided by the CAG in relation to the 07 December 2017 meeting applications.   

 
HRA Approval Decisions 

 
The HRA agreed with the advice provided by the CAG in relation to the 07 December 2017 meeting 

applications. 

  
 
3. AMENDMENTS 

 

a. 17/CAG/0071 (Replacement of ECC 1-06(d)/2011) – Barts Health (NICOR) National Cardiac Audit 

Programme (NCAP) 

 

Context 
 
This application from Bart’s Health NHS Trust set out purpose of the cardiac audits contained within the 
National Clinical Audit Support Programme (NCASP), commissioned by the Healthcare Quality 
Improvement Partnership (HQIP). The application had historically been supported under reference ECC 1-
06 (d)/2011; however, in July 2017, the data processing arrangements for activities approved under this 
reference transferred from University College London, to Bart’s Health NHS Trust. A new reference of 
17/CAG/0071 was assigned to the application. A letter of support had been received from the Healthcare 
Quality Improvement Partnership (HQIP), who commission these audits, and are specified to be the data 
controllers for the purposes of the application. The letter confirmed that existing UCL staff would undertake 
a TUPE transfer and HQIP would remain the data controller for the purposes of this application.   
 
Background 
 
The Myocardial Ischaemia National Audit Project (MINAP) is one of the work streams which form the NCAP 
Audits. As part of this work stream, data flows between the MINAP audit and the Ambulance Outcomes 
Portal Database. This has formed part of the audit work programme since 2005. On review of the data 
flows involved in this work stream, it became apparent to HQIP, that the flow of data from MINAP to the 
ambulances services was not explicitly cited within the CAG application and such, did not have an 
established legal basis to support the data flow. HQIP, as data controllers for the audit programme, 
submitted a data protection breach notification to the Information Commissioner’s Office in connection to 
the historic data flow. It was recognised that the MINAP project had operated for 13 years and there had 
been no previous complaints raised in connection with this.   
 
Amendment Request 
 
This amendment was submitted to request explicit support for the flow of data between MINAP and NHS 
ambulance services. The purpose of the MINAP audit was to provide NHS services with information about 
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their management of patients with acute coronary syndrome. It enabled Ambulance Trusts to access 
summary reports of the treatment and outcome of patients admitted alive to their hospital with acute 
coronary syndrome. Trusts are only able to view and export data in relation to patients that they have 
transported to hospital. Data from the Ambulance Trusts and the MINAP audit are linked by ambulance job 
number, which is meaningless to all except the local ambulance service which treated the patient. A letter of 
support was received from HQIP, as data controllers for the audit programme, for the continuation of this 
data flow.  
 
Confidentiality Advisory Group Advice  
 
Public Interest  
 
The CAG was assured that the MINAP audit had a medical purpose and recognised the strong public 
interest in this activity. It was acknowledged that the project had been ongoing for 13 years, over which time 
the information provided to ambulance services had become a critical data source, which enabled their 
service to be benchmarked to ensure adherence to national standards which it was stated had a direct 
benefit on the quality and effectiveness of care received by patients.   
  
Data Flows 
 
An updated dataflow chart had been provided as part of the amendment submission. The applicants 
explained within the documentation, that whilst the historic application had not explicitly articulated the flow 
of data from the MINAP audit to NHS Ambulance Trusts, ambulance outcome data had been included as a 
dataset within the original data flow map. Members considered the data flow and it was recognised that the 
data which was transferred from MINAP to the Ambulance Trusts was pseudonymised; however, the local 
ambulance service which had transported the patient was able to link this supplementary information with 
data they currently held on the patient by the ambulance job number. The CAG recognised that the data 
processing was in line with the purposes which were set out in the original application and were content to 
provide a recommendation of support for the dataflow on this basis.  
 
Information Commissioner’s Office Data Protection Breach Notification  
 
The Group considered the outcome provided by the ICO in connection to the breach notification which was 
submitted by the applicants. It was recognised that the ICO had determined that no further action was 
necessary on this occasion and had closed the matter. The rationale provided by the ICO to support their 
decision noted that the information had been contained within professional organisations and there was no 
evidence of further dissemination. It was further identified that the ambulances services were aware of the 
individual patients for whom they had received supplementary information, having been involved in the 
patient’s care at an earlier stage. The CAG was content with the information provided and raised no 
additional points.  
 
Patient Notifications and Dissent 
 
It is a general principle of the CAG, when recommending support, for reasonable measures to be taken to 
inform the relevant population of the activity and to provide a right and mechanism to respect objection, 
where appropriate.  This is known as patient notification. This is separate to the local obligation to comply 
with the principles of the Data Protection Act 1998. Members received the updated patient information 
leaflet and were content with the additional information which had been included within the document. It 
was noted that there had been no change to the dissenting mechanism which was referenced within the 
document. The CAG had no further comments to make in this area.  
 
Confidentiality Advisory Group Advice Conclusion 
 
In line with the considerations above, the Confidentiality Advisory Group agreed that the minimum criteria 
under the Regulations appeared to have been met for this amendment, and therefore advised 
recommending support to the Secretary of State for Health and Social Care. 
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Specific Conditions of Support  
 
1. Support was recommended on the basis that the data flows described to support the MINAP audit 

programme were in line with the purposes on the original application.  
2. The data flow from the MINAP audit to NHS Ambulance Trusts is subject to the same conditions which 

were originally applied to the overarching application approval.  
3. Confirmation of suitable security arrangements via IG Toolkit submission. (Confirmed – Bart’s Health 

NHS Trust shows a reviewed satisfactory grade of 77% on Version 14, 2016/17. The 10 
Ambulance Trusts involved are also reported to have a satisfactory reporting).  

 

 

4. NEW APPLICATIONS – Non-Research  

 

b. 18/CAG/0017 – National Clinical Audit of Rheumatoid and Early Inflammatory Arthritis 

 

Context 
 
Purpose of Application 
 
This application from the British Society for Rheumatology (commissioned by HQIP) set out the purpose of 
the National Clinical Audit of Rheumatoid and Early Inflammatory Arthritis. The audit aims to improve the 
quality of care for patients with Rheumatoid and early inflammatory arthritis (EIA) in England and Wales.  
The current contract period is 1 October 2017 – 30 September 2020, with the possibility of a further two 
year extension.   
 
Early diagnosis and treatment is a cornerstone of EIA management and is underpinned by NICE guidelines 
(CG79). The Healthcare Quality Improvement Partnership (HQIP) has commissioned the British Society for 
Rheumatology (BSR) to undertake a National clinical audit (NCA) to assess EIA services.   
 
The NCA will collect prospective data including: 
 

 Waiting times; 

 Time to treatment; 

 Provision of education; 

 Collection of patient reported outcomes; 

 Clinical response. 
 
The collected data will be linked with NHS digital data access request service (hospital episode statistics), 
pending approval from NHS Digital. It will also be linked the patient episode database for Wales (PEDW), 
pending approval from the NHS Wales Informatics Service.  This will enable ascertainment of joint 
replacements, unplanned hospitalisations, and death. These linkages will be repeated annually.  
 
There will also be linkage to the Death Register held by the Office for National Statistics (ONS). The data 
will provide validated mortality information in England and Wales.  
 
A recommendation for class 1, 4, 5 and 6 support was requested to cover activities as set out in the 
application.  
 
Confidential Patient Information Requested 
 
Cohort 
 
Patients aged 16 years and over in England and Wales who present for the first time in rheumatology 
outpatient clinics with a suspected diagnosis of early inflammatory arthritis. The audit period is 1 October 
2017 through 30 September 2020.    
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The following items of confidential patient information will be provided by the treating clinician when 
registering the patient within the audit: 
 

 Name – sample validation and circulation of PROMS information, 

 Date of birth – sample validation, linkage and analysis, 

 NHS number – sample validation and linkage, 

 Hospital number – sample validation,  

 Post code – sample validation, linkage and analysis,  

 Email address – circulation of PROMS information,  

 Telephone number – to allow telephone contact for PROMS, 

 Gender – analysis,  

 Ethnicity – analysis, 
 
The below additional data items will be provided by NHS Digital via linkage with ONS mortality data:  
 

 Date of death – analysis, 

 Cause of death – analysis. 
 
Confidentiality Advisory Group Advice 
 
Public Interest 
 
The Group was assured that the application defined a medical purpose, through the overarching aim to 
benchmark current practice in treating rheumatoid and early inflammatory arthritis to inform improvements 
in patient care, which it was agreed was within the public interest.   
 
Practicable Alternatives 
 
Members considered whether a practicable alternative to the disclosure of patient identifiable data without 
consent existed, taking into account the cost and technology available in line with Section 251 (4) of the 
NHS Act 2006. 
 
• Feasibility of consent 
 
The Group acknowledged the difficulties which were highlighted by the applicants around gaining consent 
from patients for inclusion within the audit at the initial diagnostic consultation. Members were unable to 
make an assessment around the feasibility of consent at this stage as an approximate patient cohort size 
had not been included within the application. It was agreed that further detail around the potential numbers 
to be included within the audit would be required as part of the revised application, to ensure an informed 
assessment of practicable alternatives could be made.  
 
It was clarified within the application form that patient contact details would be collected as part of the audit 
dataset, which would be used to send out PROMS questionnaires to patients for completion outside of the 
clinical setting, either electronically following an email link or by telephone. Members were unclear on this 
additional step as it was noted that the collection of PROMS data would ordinarily be taken forward by the 
treating hospital, rather than as part of the national audit programme and it was queried whether this had 
been accurately explained within the documentation. If the PROMS follow-up was to be facilitated by those 
undertaking the audit programme, the Group commented that this additional follow-up presented a further 
opportunity to seek consent from the patients which did not appear to have been explored. The CAG agreed 
that, should a revised application be put forward for consideration, the applicants would be required to 
consider this point and if it was determined that consent could not feasibly be taken at this time, a strong 
rationale would be required to support this decision.   
 
• Use of anonymised/pseudonymised data 
 
The Group recognised that processing of confidential patient information would be required in order to 
achieve the intended outcomes of the audit programme and was assured that linkage with wider national 
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datasets could not be achieved otherwise. It was acknowledged that the analysis would be undertaken on a 
pseudonymised dataset. 
 
PROMS Follow-up  
 
Members agreed that further information would be required around the PROMS follow-up to ensure that this 
would only be undertaken at a relevant point within the care pathway when a diagnosis had been confirmed 
with the patient. It was also commented that, if the PROMS contact would be made by an individual outside 
of the direct care team, the patient should be fully informed of this. The Group confirmed that further detail 
would be required as part of the revised application to ensure the PROMS follow-up had been clearly 
understood.  
 
Justification of Identifiers 
 
Applicants should justify the necessity of each identifiable data item in the context of how each is essential 
to achieve the aims, and as part of this justification consider whether less identifiable variants of each item 
would be sufficient e.g. month and year instead of full date of birth. 
 
The Group agreed that the items of confidential patient information requested were appropriate and 
proportionate to the proposed activity. However, Members suggested that the identifiability of the dataset 
could be reduced once a date of death was recorded and survival calculations had been undertaken. It was 
agreed that consideration of this would be required as part of any revised application in order to clarify how 
the data items held in relation to a deceased patient would be reduced or a strong justification provided to 
support the ongoing retention of these data items. 
 
Duration of Support 
 
The CAG agreed that a clearer explanation of the overall retention period for the audit dataset was required 
as part of the revised application as the current information was unclear. A detailed overview would be 
required as part of any resubmission in order to confirm the duration of support which was being requested 
under the Regulations. It was noted that, should any recommendation of support be extended to the audit 
programme following the submission of a revised application, this would only be for the audit period which 
was currently contracted. Any extensions to the current contract would need to be submitted and 
considered as an amendment.   
 
Data Flows 
 
The Group considered the data flow chart which had been submitted to support the project and it was 
identified that the document did not fully capture all proposed data flows within the application activity. 
Members agreed that a fully comprehensive data flow chart would be required as part of the revised 
submission, which fully described all proposed data flows within the audit programme, detailing all 
organisations which were involved at each stage and highlighting the flow of confidential patient 
information.  
 
Linkage with wider NHS Datasets  
 
Members acknowledged that it was intended to undertake linkage between the audit dataset and wider 
national databases which were held by NHS Digital and NHS Wales Informatics Service (NWIS). It was 
unclear from the detail included within the application how this data linkage would be facilitated and what 
additional information would be provided to supplement the clinical information within the audit database. 
The applicants had also clarified that an approach had not yet been made to NHS Digital or NWIS to seek 
agreement in principle for the proposed linkages.  
 
The CAG agreed that further detail was required in this area as part of the revised submission. Specifically, 
confirmation would be required around which patient identifiers would be required to facilitate the linkage 
and what additional clinical information would be returned. Members also agreed that an approach should 
be made to NHS Digital and NWIS in order to inform the response provided here and ensure that 
agreement in principle could be provided to the proposed linkages.  
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Patient and Public Involvement and Engagement 
 
Meaningful engagement with patients, service users and the public is considered to be an important factor 
for the CAG in terms of contributing to public interest considerations as to whether an unconsented activity 
should go ahead. An overview of the work undertaken in this area was provided by the applicants that 
confirmed that patient representatives had been included within the planning and bid application process. It 
was explained that a patient and public involvement panel had been established which included 10 patient 
representatives, who would inform the development of the audit dataset.  
 
Members were assured that the work which had been undertaken to date was appropriate. It was 
commented that, should the proposed application activity be supported in the future, it would be expected 
that the ongoing plans for patient and public involvement and engagement in the audit programme would 
proceed, with regular feedback required at the time of annual review. If the responses given were negative, 
the CAG would take this into account when considering whether support should continue, or whether 
further actions are necessary. 
 
Patient Notification and Dissent 
 
It is a general principle of the CAG, when recommending support, for reasonable measures to be taken to 
inform the relevant population of the activity and to provide a right and mechanism to respect objection, 
where appropriate.  This is known as patient notification. This is separate to the local obligation to comply 
with the principles of the Data Protection Act 1998.  
 
The CAG considered the patient information leaflet which was provided as part of the application 
submission and it was noted that the opening paragraph suggested that the document related to the pilot 
stage of the audit. The Group commented that the information leaflet omitted key areas which it was 
expected that patients would be informed of including a clear overview of what the national audit 
programme entailed and details around which items of confidential patient information would be collected 
and retained. It was also commented that the document did not included any reference to linkage with 
wider NHS datasets via NHS Digital and NWIS. Members were unable to make an assessment in this area 
as the final documentation had not been provided for consideration. The applicants would be required to 
submit the supporting patient information leaflets as part of the revised submission, together with a clear 
overview of how a patient objection mechanism would be operated. Details of any wider communication 
plans to promote the audit should also be provided for consideration.  
 
Confidentiality Advisory Group Advice Conclusion 
 
In line with the considerations above, the CAG agreed that further information would be required from the 
applicant in order for a recommendation under the Regulations to be provided.  
 
Further Information Required (Summary)  
 
The following information should be provided to allow the CAG to continue their consideration of the 
application: 
 
1. Practicable Alternatives – further information is required in this area to enable an informed assessment 

to be undertaken against the practicable alternatives to seeking support under the Regulations. The 
following points should be addressed:  
a. Confirm the anticipated size of the patient cohort to be included within the audit, 
b. Further consideration should be undertaken around the feasibility of operating a consented model for 

the audit programme, particularly in relation to the follow-up contact for PROMS questionnaires 
presenting a further opportunity to take consent. If this was not determined to be feasible, a strong 
rationale should be provided to support this decision. 

2. PROMS Questionnaire Follow-Up – further information is required in this area to address the following 
issues: 
a. Confirm who would be carrying out the PROMS follow-up – will this be undertaken by the clinical 

care team or by the team operating the clinical audit, 
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b. If this will be undertaken outside of the clinical care team, provide further information around how 
and by who this would be operated together with confirmation that the patients would be explicitly 
informed of this contact,   

c. Clarify that the PROMS follow-up will be carried out at an appropriate point in the clinical pathway 
when the patient had received a clinical diagnosis. 

3. Duration of support – further information is required to clarify the duration of support which is being 
requested under the Regulations to support the audit programme. The following issues should be 
addressed: 
a. Clarification should be provided around the intended retention period of confidential patient 

information collated as part of the national audit programme,  
b. Support can only be recommended for the initial audit period which is currently contracted. Any 

extension to this period would need to be managed via an amendment at a later stage should the 
application activity receive a recommendation of support.  

4. Consideration should be given to ways in which the identifiability of the data retained for a patient can be 
reduced once a date of death has been recorded and survival calculations have been undertaken. 
Provide an overview of steps which will be taken in order to reduce the identifiability of data retained in 
these circumstances. If it is determined that the dataset cannot be reduced, strong rationale should be 
provided to support this requirement. 

5. Data Flows – a revised data flow chart should be provided which includes a comprehensive overview of 
all proposed data flows which would form part of the audit programme. This should include all 
organisations which will be involved and highlight the flow of and access to confidential patient 
information at each stage of the programme.  

6. Linkage with wider NHS datasets – further information is required around the proposed linkage with 
datasets held by NHS Digital and NWIS to address the following issues: 
a. Provide an overview of how this data linkage will be facilitated and the items of confidential patient 

information which will be required, 
b. Additional information is required around the additional clinical information which will be returned 

following linkage, 
c. An approach should be made to both data controllers to seek agreement in principle to the proposed 

linkage. 
7. Patient Notifications and Dissent – further information is required in this area to address the following 

points: 
a. A revised patient information leaflet should be provided which provides a clear overview of the audit 

programme, what items of confidential patient information will be collected and retained, informs of 
the intended linkage with wider NHS datasets and provides details of how an objection can be 
raised, 

b. A detailed overview is required around how a patient can raise an objection to the use of their 
confidential patient information for the purposes of the audit, together with an explanation of how this 
will be respected, 

c. Details of any wider communication plans to promote the audit should also be provided for 
consideration together with any supporting documentation. 
 

c. 18/CAG/0018 – Pre-Hospital Emergency Medicine (PHEM) Feedback 

 

Context 
 
Purpose of Application 
 
This application from the Princess Alexandra Hospital NHS Trust set out the non-research purpose of 
implementation of a service evaluation system for staff involved in the pre-hospital care of patients. The 
system would provide staff involved with the pre-hospital care of patients the facility to follow-up on specific 
cases to facilitate learning, improve clinical judgement, allow an opportunity for reflection, debriefing in 
particularly difficult or sensitive cases and facilitate improvement in the standard of care provided in the 
future.  
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In order to request feedback on a specific patient, the member of staff who had been involved with their 
pre-hospital care, would be required to complete a request. This would be reviewed by a senior member of 
their service, who would make a judgement on the appropriateness of the request and the potential 
educational merit. If the senior colleague supported the request, they would then act as mentor for the 
junior colleague throughout the debriefing process. The request would then be directed to the main 
applicant at Princess Alexandra Hospital NHS Trust, who would make a determination around whether the 
data should be released. If the request is approved, the main applicant, or a member of the team, would 
access patient records in order to extract the pertinent information required to meet the debrief objectives.   
 
The proposal does not involve the transfer of standard patient identifiers as linkage would be facilitated via 
the emergency department number; however, upon receipt at the Princess Alexandra Hospital NHS Trust, 
this data item becomes identifiable as it will be used to identify the patient and the specific hospital 
presentation in question. The main applicant, who will initially be the only individual undertaking follow-up, 
will access the full patient record in order to extract information. The data which would be returned to the 
pre-hospital treating team would not include any items of confidential patient information; however, the 
specific patient would be identifiable to the individual staff member who had requested follow-up. The pre-
hospital clinicians would also be provided with additional clinical and demographic information about the 
patient and their onward care, which they would not have access to when fulfilling their usual role.  
 
A recommendation for class 1, 4, 5 and 6 support was requested to cover activities as described in the 
application.  
 
Confidential Patient Information Requested 
 
Cohort  
 

 Patients presenting to Princess Alexandra Hospital NHS Trust emergency department via pre-hospital 
care providers, such as ambulances services, air ambulance trusts and British Association for 
Immediate Care (BASICs), for whom a pre-hospital clinician has requested follow-up detail post hospital 
admission. 

 The potential number of cases cannot be determined as this is a new initiative; however, it is estimated 
at the outset that there would be 10 cases per week, across all pre-hospital care providers.  

 
The pre-hospital care provider would disclose the emergency department number to the Princess 
Alexandra Hospital NHS Trust, in order to allow follow-up data to be extracted from the patient’s medical 
record. The applicant would require access to the full medical record in order to extract the specific 
information which is relevant to the request which has been made from the pre-hospital clinician. 
 
The following items of data would be provided back to the applying pre-hospital care service, for the 
purposes of assisting with feedback: 
 

 Emergency Department Number – validation and project identifier, 

 Age, 

 Gender, 

 Relevant features of the clinical history, examination, investigations, 

 Hospital management and treatment,  

 Diagnoses from the Emergency Department and/or on discharge, 

 Condition of the patient and destination on discharge, including death and disability,  

 Measurement of time which the patient survived (if subsequently deceased, but not date of death – see 
advice form).  

 
This information will be used to provider the debrief session to the relevant clinician to facilitate learning as 
per the aims of the service evaluation. 
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Confidentiality Advisory Group Advice 
 
Public Interest 
 
The CAG was assured that the application defined a medical purpose through the management of health 
and social care service which was within the public interest as the activity would enable learning amongst 
pre-hospital clinicians which would improve clinical judgement and could lead to improvements in the care 
provided to future patients.  
 
Scope of Support  
 
Members considered the scope of support which was required under the Regulations to facilitate the 
application activity. It was acknowledged that the main applicant worked as part of the care team within the 
emergency department and whilst he may not have been involved in the direct care of all patients, the 
Group was of the opinion that as he was part of the wider care team working within the department, he had 
a legitimate reason to access patient records.  
 
The CAG considered the classification of the project as it was queried whether the activity could be 
described as a local audit activity, which did not require support under the Regulations. Members 
recognised; however, that as the proposed activity involved a number of different organisations, this activity 
was excluded from the definition of what was understood to be a local audit of services provided.  
 
Members acknowledged that whilst the information which would be shared with the member of the pre-
hospital care team would be done so in a pseudonymised fashion, this data would be identifiable to the 
individual who had requested it, as they would be aware of the specific case which they had requested to 
follow-up. The Group agreed that this flow of data back to the pre-hospital team did require support under 
the Regulations as the information received would be identifiable to the individual who had requested it and 
it would also contain wider information pertaining to the patient than the member of staff had been exposed 
to during the period of care they provided to the patient.   
 
Practicable Alternatives 
 
Members considered whether a practicable alternative to the disclosure of patient identifiable data without 
consent existed, taking into account the cost and technology available in line with Section 251 (4) of the 
NHS Act 2006. 
 
• Feasibility of consent 
 
The CAG considered the rationale supplied by the applicant to justify why consent was not a feasible option 
for this project and was assured by the rationale provided. It had been stated that, due to the delay which 
would be experienced through the approval process for the request for follow-up, it was unlikely that the 
patient still be within emergency department, through either transfer to wider treatment facilities, having 
been discharged or may have died, making an approach for consent unfeasible.  
 
• Use of anonymised/pseudonymised data 
 
The Group recognised that the information which would be returned following a feedback request would be 
pseudonymised; however, this would be identifiable to the specific pre-hospital clinician who had requested 
it, as they had previously been involved in the care of the patient. 
 
Justification of Identifiers 
 
Applicants should justify the necessity of each identifiable data item in the context of how each is essential 
to achieve the aims, and as part of this justification consider whether less identifiable variants of each item 
would be sufficient e.g. month and year instead of full date of birth. The CAG acknowledged that the 
applicants had designed the proposal as such that no confidential patient information would be provided in 
a complete format as part of the feedback. It was acknowledged that in providing a measurement of time of 
the patient’s survival, the receiving clinician would be able to calculate the date of death, being that they 
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currently held details in relation to the patient’s admission. Members recognised that support was being 
recommended to cover the disclosure of this additional information on the basis that it would be identifiable 
to the receiving individual and raised no further issues around the information which would be provided.  
 
Patient and Public Involvement and Engagement 
 
Meaningful engagement with patients, service users and the public is considered to be an important factor 
for the CAG in terms of contributing to public interest considerations as to whether an unconsented activity 
should go ahead. 
 
The Group considered the feedback provided from a patient panel which were involved in the application 
planning phase of the project. It was agreed that the activity which had been undertaken was appropriate 
and proportionate to the activity which was proposed and the feedback provided was supportive of the 
project proceeding. The applicants had explained that the patient panel would also be involved in the 
evaluation of the project in future. Members agreed that feedback from the future evaluation would be 
required to be reported at first annual review. If the responses given were negative, the CAG will take this 
into account when considering whether support should continue, or whether further actions are necessary. 
 
Patient Notification and Dissent 
 
It is a general principle of the CAG, when recommending support, for reasonable measures to be taken to 
inform the relevant population of the activity and to provide a right and mechanism to respect objection, 
where appropriate.  This is known as patient notification. This is separate to the local obligation to comply 
with the principles of the Data Protection Act 1998.  
 
The CAG reviewed the draft patient information materials which had been provided and it was agreed that 
these were proportionate to the proposal. The applicants had stated in response to queries that patient 
dissent could be raised either by email or via the website, or also by contacting the emergency department 
by telephone. It was acknowledged that these additional contact means had not been included within the 
draft documentation supplied and would need to be revised in the final versions. Submission of the final 
documents would be required before support could come into effect.  
 
Additional Points 
 
The Group agreed that this was a very comprehensive application and acknowledged the level of work 
which had been involved in the project design.  
 
It was identified that a revised application form would be required which included the applicant’s business 
address, as it appeared a personal address had been included within the current draft.  
 
Confidentiality Advisory Group Advice Conclusion 
 
The CAG agreed that the minimum criteria under the Regulations appeared to have been met, however, 
further information would be required and therefore advised recommending provisional support to the 
Secretary of State for Health and Social Care, subject to satisfactory responses to the request for 
clarification and compliance with the specific and standard conditions of support as set out below.  
 
Request for Further Information 
 
1. Submit final copies of all patient notification materials, to include the website, email and telephone 

contact details to facilitate patient objection. 
2. Submit a revised application form to include the business address of the main applicant within the 

contact details section.  
 
Once received, the information will be reviewed by the Confidentiality Advice Team in the first instance and 
a recommendation and decision issued as soon as possible. At this stage it may be necessary to request 
further information or refer to the next available CAG meeting. If the response is satisfactory, the SofS will 
confirm approval.  
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Specific Conditions of Support 
 
1. Patient and Public Involvement and Engagement – feedback would be required at the time of first 

annual review around the project evaluation activities which had been undertaken with the patient 
panel. If the responses given were negative, the CAG will take this into account when considering 
whether support should continue, or whether further actions are necessary. 

2. Confirmation from the IGT Team at NHS Digital of suitable security arrangements via Information 
Governance Toolkit (IGT) submission. (Confirmed as satisfactory via direct email from NHS Digital 
– Princess Alexandra Hospital NHS Trust 01/02/2018, East of England Ambulance Service Trust 
and Essex and Herts Air Ambulance (report under Essex Air Ambulance) 13/02/2018). 

 

 
5. NEW APPLICATIONS – Research 

 

a. 18/CAG0014 – Mechanisms of Change in Psychological Therapies 

 

Context 
 
Purpose of Application 
 
This application from Royal Holloway University of London sets out the purpose of medical research to 
examine the relationship between cognitive change and symptom change during psychological therapy for 
people with symptoms of depressive and anxiety disorders. It is expected that the study will find that a 
change in a client’s attitudes and beliefs will be associated with symptom change during psychological 
therapy, and that changes in cognition will occur before changes in symptoms. Data will be collected from 
clients receiving individual psychological therapy in City & Hackney Improving Access to Psychological 
Therapies (IAPT) service and the 'Let's Talk' IAPT service, Barnet, Enfield and Haringey Mental Health 
NHS Trust. Data from 200 participants will be required to examine the relationship between cognitive 
change and symptom change. 
 
The project had originally been designed in such a manner that the IAPT therapists (direct care team) 
would identify potential participants; however, issues with recruitment were encountered which led to 
eligible patients not being invited to participate. The revised process proposes the main applicant review’s 
patient medical records to identify potential participants and provide details to the team administrators, to 
enable participant information materials to be passed to the patients when they attend for their appointment 
or posted to them with their assessment letter.  
 
A recommendation for class 1, 3 5 and 6 support was requested to cover activities as described in the 
application.  
 
Confidential Patient Information Requested 
 
Cohort 
 

 Male/Female patients over 18 years of age, 

 Clients who are receiving individual psychological therapy from City and Hackney IAPT service and the 
'Let's Talk' IAPT service, Barnet, Enfield and Haringey Mental Health NHS Trust, 

 There will be 120 patients recruited to the study (33 have already been successfully recruited, 87 further 
participants are required). It is estimated that access to 380-400 patient records will be required in order 
to achieve this recruitment target.  

 
The applicant will need access to the full patient record in order to determine which patients are eligible for 
inclusion in the study. The following data items are required for the purposes as set out below: 
 

 Patient Name – to allow invitation to participate to be provided,  

 Therapist’s Name – to allow invitation to participate to be provided, 
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 Date of Appointment – to allow invitation to participate to be provided, 

 Gender – analysis, 

 Ethnicity – analysis.  
 
Confidentiality Advisory Group Advice 
 
Public Interest 
 
The CAG was assured the application defined a medical purpose, through medical research, which was 
within the public interest as it aimed to gain a greater understanding of the relationship between cognitive 
change and symptom change in patients undergoing psychological therapies.   
 
Practicable Alternatives 
 
Members considered whether a practicable alternative to the disclosure of patient identifiable data without 
consent existed, taking into account the cost and technology available in line with Section 251 (4) of the 
NHS Act 2006. 
 
• Identification of Cohort by the Direct Care Team  
 
The project has initially been designed is such a manner that the identification of the appropriate patient 
cohort would be undertaken by the direct care team. The study initially proceeded on this basis; however, 
due to pressures in the clinical setting, the applicant had been unable to recruit the appropriate patient 
sample. The applicant was seeking support under the Regulations to enable the screening of the medical 
records to be undertaken by herself directly, removing the burden from the care team. The CAG recognised 
that the applicant had attempted to proceed with the project without the requirement for support under the 
Regulations which had failed and was content to provide a recommendation of support to the activity.  
 
 
• Feasibility of consent 
 
The Group recognised that all patients would be consented into the study; however, support under the 
Regulations was required to enable the eligible patient cohort to be identified and approached about 
participation.  
 
• Use of anonymised/pseudonymised data 
 
Members were assured that the patient identification could not be achieved without access to confidential 
patient information as eligibility to participate had to be ascertained and patient identifiers were required in 
order to facilitate invitation.  
 
Justification of Identifiers 
 
Applicants should justify the necessity of each identifiable data item in the context of how each is essential 
to achieve the aims, and as part of this justification consider whether less identifiable variants of each item 
would be sufficient e.g. month and year instead of full date of birth. Whilst access to the patient’s medical 
record was required in order to ascertain whether the individual was eligible to participate in the study, 
Members recognised that the items of confidential patient information which would be extracted from the 
records to facilitate invitation to the study had been minimalised.  
 
Patient and Public Involvement and Engagement 
 
Meaningful engagement with patients, service users and the public is considered to be an important factor 
for the CAG in terms of contributing to public interest considerations as to whether an unconsented activity 
should go ahead. 
 
The Group acknowledged from additional detail provided in relation to query response that the applicant 
had attended a service user group in late January in order to discuss the revised recruitment strategy for 
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the project; however, feedback from this activity was not available ahead of the application review. It was 
agreed that the outcomes of this session would need to be considered before final support can be 
recommended. If the responses given were negative, the CAG would take this into account when 
considering whether support should continue, or whether further actions are necessary. 
 
Patient Notification and Dissent 
 
It is a general principle of the CAG, when recommending support, for reasonable measures to be taken to 
inform the relevant population of the activity and to provide a right and mechanism to respect objection, 
where appropriate.  This is known as patient notification. This is separate to the local obligation to comply 
with the principles of the Data Protection Act 1998.  
 
The applicant had confirmed that a document would be included within routine appointment information 
sent to patients around the potential for access to minimal confidential patient information in order to 
facilitate research activities. The CAG agreed that sight of this document would be required to allow review 
of content and consideration how patients are provided with an opportunity to raise objection to this data 
access. It was also noted that response was outstanding to a query raised in the advice form around why it 
was not possible to check patient records for evidence of any historic dissent against access for research 
purposes for which response was required.  
 
Security Assurance 
 
It is the policy position of the Department of Health that all approved applications seeking support under 
these Regulations must evidence satisfactory Information Governance toolkit compliance. It was noted that 
a self-assessed scores for Barnet, Enfield and Haringey Mental Health NHS Trust and Homerton University 
Hospital NHS Foundation Trust had been published in respect of version 14 (2016/17) of the toolkit; 
however, these self-assessments had not yet been reviewed by NHS Digital.  In order to complete this 
element, the CAG must receive confirmation of satisfactory security arrangements directly from NHS 
Digital, or via population of the ‘reviewed grade’ field on the IGT website. This would need to be addressed 
by the applicant. 
 
Data Protection Act 1998 Compliance 
 
It is a requirement within the Regulations that any approved activity cannot be inconsistent with the Data 
Protection Act (DPA) 1998. Applicants must therefore demonstrate thorough the application that it is 
consistent with the DPA. It was acknowledged that clarification remained outstanding from the applicant 
around which of the organisations involved with the project was acting as data controller for the application 
activity.  
 
Confidentiality Advisory Group Advice Conclusion 
 
The CAG agreed that the minimum criteria under the Regulations appeared to have been met, however, 
further information would be required and therefore advised recommending provisional support to the 
Health Research Authority, subject to satisfactory responses to the request for clarification and compliance 
with the specific and standard conditions of support as set out below.  
 
Request for Further Information 
 
1. Provide confirmation of which organisation is acting as data controller for the project. 
2. Patient and Public Involvement and Engagement – further information is required in this area to 

address the following points: 
a. Provide details around the service group attendance to discuss the revised recruitment strategy, 

including an overview of how many people attended, 
b. Provide details of the feedback provided by the attendees in relation to the proposed change to the 

project’s recruitment strategy, 
c. If the responses given were negative, the CAG would take this into account when considering 

whether support should continue, or whether further actions are necessary. 
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3. Patient Notifications and Dissent – further information is required in this area to address the following 
points: 
a. Provide a copy if the letter which will be included by the Trust in routine appointment letters to 

inform patients of potential access to medical records outside the direct care team to facilitate 
research activities for consideration, 

b. Confirm why it is not possible to check patient records for evidence of historic dissent.  
 

Once received, the information will be reviewed by a sub-committee of the original reviewing members in 
the first instance and a recommendation and decision issued as soon as possible. At this stage it may be 
necessary to request further information or refer to the next available CAG meeting. If the response is 
satisfactory, the HRA will confirm approval.  
 
Specific Conditions of Support (Provisional) 
 
3. Favourable opinion from a Research Ethics Committee. (Confirmed)  
4. Confirmation from the IGT Team at NHS Digital of suitable security arrangements via Information 

Governance Toolkit (IGT) submission. (Pending) 
 

b. 18/CAG/0015 – Improving diagnosis and management in dementia with Lewy bodies using the 

CPFT Research Database (CRATE) (Lewy-CRATE/CRIS) 

 
Context 
 
Purpose of application 
 
This application has been submitted by the University of Cambridge on behalf on the Cambridgeshire and 
Peterborough NHS Foundation Trust sets out the purpose of medical research which aims to improve the 
diagnosis and management of care for patients with dementia with Lewy Bodies. Using the Cambridgeshire 
and Peterborough NHS Foundation Trust (CPFT) Research Database (CRATE) the Lewy-CRATE project 
will identify a cohort of ~1,000 dementia with Lewy bodies (DLB) cases and several thousand non-DLB 
disease dementia controls to allow a detailed examination of their characteristics and outcomes.  
 
Once the patient cohort has been identified, linkage will be undertaken with HES and ONS datasets held by 
NHS Digital. The linked dataset will be returned to the Cambridgeshire and Peterborough NHS Foundation 
Trust at which stage this will be pseudonymised. Researchers at the University of Cambridge will access 
the pseudonymised dataset in order to examine the patterns of early predictors, presentations and 
symptoms associated with DLB to facilitate early diagnosis. This will inform the development and testing of 
a natural language processing App to aid diagnostic decision making for clinicians in real time. The 
applicants assert that by linking with both local and national databases, more detail will be gathered about 
the full course of the disease from the early stages onwards, identify risk factors for disease development, 
and look at what might be changed to prevent worse outcomes. 
 
The project is in partnership with a similar study which is being undertaken by King’s College London and 
the South London and Maudsley NHS Foundation Trust – it was noted that the grant which was secured to 
fund the project was a joint collaboration between all organisations; however, there will be no 
linkage/disclosure of confidential patient information between the two project arms. The KCL/SLaM project 
has sought its own relevant approvals. The CAG consideration here relates only to the University of 
Cambridge and Cambridgeshire and Peterborough NHS Foundation Trust (CPFT) element.  
 
A recommendation for class 1, 4, 5 and 6 support was requested to cover activities as described in the 
application.  
 
Confidential Patient Information Requested 
 
Cohort 
 

 Patients (male and female) aged 50 years and over, 
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 Diagnosis of dementia, dementia with Lewy bodies, cognitive impairment, or Parkinson’s Disease from 
2005 onwards within the Cambridgeshire and Peterborough NHS Foundation Trust (CPFT) CRATE 
research database, 

 It is estimated that approximately 500 patients with dementia with Lewy bodies (DLB) would be 
identified and 12,500 patients within the non-DLB disease dementia controls.  

 
The patient cohort will be established via the CPFT CRATE database – confidential patient information will 
be shared with NHS Digital in order to link with HES and ONS mortality data. 
 
The following items of confidential patient information are required for the purposes as set out:  
 

 NHS number –linkage,  

 Date of birth – linkage and analysis (01/MM/YY format), 

 Postcode – linkage and analysis (LSOA format), 

 Date of death – analysis (MM/YY format), 

 Sex – linkage and analysis,  

 Ethnicity – analysis. 
 

Confidentiality Advisory Group Advice 
 
Public Interest 
 
The CAG was assured that the application defined a medical purpose through medical research. Members 
recognised that Dementia with Lewy Bodies was an under-diagnosed condition and it was agreed that the 
proposed project, which would help to quantify the relevance of the condition, was within the public interest.  
 
Practicable alternatives 
 
Members considered whether a practicable alternative to the disclosure of patient identifiable data without 
consent existed, taking into account the cost and technology available in line with Section 251 (4) of the 
NHS Act 2006. 
 
• Feasibility of consent 
 
The CAG was assured that consent was not feasible for the proposal due to the size of the retrospective 
cohort.  
 
• Use of anonymised/pseudonymised data 
 
The Group recognised that the linkage with wider datasets held by NHS Digital could not be achieved 
without processing of confidential patient information. It was noted that the database would be 
pseudonymised prior to its release to the researchers for analysis.  
 
Justification of Identifiers 
 
Applicants should justify the necessity of each identifiable data item in the context of how each is essential 
to achieve the aims, and as part of this justification consider whether less identifiable variants of each item 
would be sufficient e.g. month and year instead of full date of birth. The CAG agreed that the patient 
identifiers requested were appropriate and proportionate to undertake the data linkage required within the 
project. It was acknowledged that the dataset would be pseudonymised for analysis, with items of 
confidential patient information being redacted to a less identifiable format. No issues were raised in this 
area.   
 
Exit Strategy 
 
It is generally a principle that steps should be taken to move away from this potential support; such as 
through the seeking of consent or removing identifiable information once completed. Support was 



18 

 

requested to the end of September 2019 in order to facilitate the proposed linkage via NHS Digital. The 
database would be pseudonymised prior to its release to the research team for analysis.  
 
Patient and Public Involvement and Engagement 
 
Meaningful engagement with patients, service users and the public is considered to be an important factor 
for the CAG in terms of contributing to public interest considerations as to whether an unconsented activity 
should go ahead. The CAG considered the activity which had been undertaken in this area to date. It was 
acknowledged that a local dementia carers group had been involved within the project planning and grant 
application process; however, this had not involved any specific interaction with patients.  
 
The applicants had also clarified that to date, the acceptability of using confidential patient information 
without consent for the purposes as set out in the project had not yet been tested. It was advised that two 
patient and public involvement representatives had been appointed to the study team and it was the 
intention to discuss the use of patient identifiable data with these appointed individuals. Members agreed 
that feedback from the engagement activity with the patient representatives was required prior to issuing a 
final recommendation to the applicants. If the responses given were negative, the CAG will take this into 
account when considering whether support could be recommended, or whether further actions are 
necessary. 
 
The Group also noted that feedback would be required at the time of annual review around the ongoing 
activity which had been undertaken in this area with the local dementia carers group and the patient 
representatives. This would be added as a condition to any final recommendation of support which was 
given to the application.  
 
Patient Notification and Dissent 
 
It is a general principle of the CAG, when recommending support, for reasonable measures to be taken to 
inform the relevant population of the activity and to provide a right and mechanism to respect objection, 
where appropriate.  This is known as patient notification. This is separate to the local obligation to comply 
with the principles of the Data Protection Act 1998.  
 
The applicants had provided a link to the Trust website and general overview information in relation to the 
CRATE database and how patients can opt-out. Members considered the information provided but agreed 
that sight of the project-specific information which the applicants had referenced in response to queries was 
still required ahead of any recommendation of support being provided. Clarification was also required 
around whether a project-specific opt-out would be operated.  
 
The applicants confirmed that the Trust operated an opt-out facility for the CRATE database via their 
website and any patient who had historically registered a dissent would not be included within the study.  
 
Security Assurance 
 
It is the policy position of the Department of Health that all approved applications seeking support under 
these Regulations must evidence satisfactory Information Governance toolkit compliance. It was noted that 
a self-assessed score for Cambridgeshire and Peterborough NHS Foundation Trust had been published in 
respect of version 14 (2016/17) of the toolkit; however, this self-assessment had not yet been reviewed by 
NHS Digital.  In order to complete this element, the CAG must receive confirmation of satisfactory security 
arrangements directly from NHS Digital, or via population of the ‘reviewed grade’ field on the IGT website. 
This would need to be addressed by the applicant. 
 
Research Ethics Committee Favourable Opinion 
 
It is a requirement under the Health Service (Control of Patient Information) Regulations 2002 that those 
processing confidential patient information without consent can do so once approved by the Health 
Research Authority (following advice from the CAG), and providing a favourable ethical opinion is in place. 
It was confirmed that the application had booked for consideration by East of England Cambridge Central 
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REC; however, the outcome of this review was still pending. Confirmation of the favourable ethical opinion 
for the project was required prior to any final recommendation of support being issued.  
 
Confidentiality Advisory Group Advice Conclusion 
 
The CAG agreed that the minimum criteria under the Regulations appeared to have been met, however, 
further information would be required and therefore advised recommending provisional support to the 
Health Research Authority, subject to satisfactory responses to the request for clarification and compliance 
with the specific and standard conditions of support as set out below.  
 
Request for Further Information 
 
1. Patient and Public Involvement and Engagement – further information is required in this area to 

address the following points: 
a. Provide an overview of the engagement activity undertaken with the patient and public 

representatives appointed to the study,  
b. The use of confidential patient information without consent as described in the application should 

be tested with the patient and public representatives and an overview of the outcome of this 
discussion provided for consideration, 

c. If the responses given were negative, the CAG will take this into account when considering 
whether support can be recommended, or whether further actions are necessary. 

2. Patient Notifications and Dissent – further information is required in this area to address the following 
point: 

a. Provide a copy of the project-specific text which will be included on the Trust website in order to 
raise the profile of the study,  

b. Clarify whether a project specific opt-out will be operated. If so, provide an overview of how this 
would be managed and patient objection respected.  

 
Once received, the information will be reviewed by a sub-committee of the original reviewing members in 
the first instance and a recommendation and decision issued as soon as possible. At this stage it may be 
necessary to request further information or refer to the next available CAG meeting. If the response is 
satisfactory, the HRA will confirm approval.  
 
Specific Conditions of Support (Provisional) 
 
1. Patient and Public Involvement and Engagement – a report would be required at the time of first annual 

review to address the following points: 
a. Provide an overview of the additional activity which has been undertaken in this area with the local 

dementia carers group and the study-appointed patient and public representatives, 
b. If the responses given are negative, the CAG will take this into account when considering whether 

support should continue, or whether further actions are necessary. 
2. Favourable opinion from a Research Ethics Committee. (Pending) 
3. Confirmation from the IGT Team at NHS Digital of suitable security arrangements via Information 

Governance Toolkit (IGT) submission. (Pending – confirmation of NHS Digital’s reviewed grade 
remains outstanding).  
Please see security review requirement section of the HRA website: 
http://www.hra.nhs.uk/resources/confidentiality-advisory-group/confidentiality-advisory-group-cag-
application-advice/ and contact Exeter.helpdesk@nhs.net with any queries. 

 
 

c. 18/CAG/0019 – Predicting Patient-Level Antimicrobial Choice and Outcomes 

 

Context 
 
Purpose of Application 
 
This application from the Heart of England NHS Foundation Trust sets out the purpose of medical research 
aiming to evaluate the potential for machine learning programmes to assist with the prescription of 

http://www.hra.nhs.uk/resources/confidentiality-advisory-group/confidentiality-advisory-group-cag-application-advice/
http://www.hra.nhs.uk/resources/confidentiality-advisory-group/confidentiality-advisory-group-cag-application-advice/
mailto:Exeter.helpdesk@nhs.net
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antibiotics. The study will use retrospectively collected data from the hospital spell system, microbiological 

records and electronic prescribing systems within the Trust to undertake a “proof of principle” analysis to 

first describe the prescribing and patient factors associated with the isolation of resistant organisms, and 

secondly produce a set of rules that could potentially inform an “intelligent” personalised empirical 

antibiotic treatment system. It is explained that the purpose of the project is generate a predictive model, 
rather than test a binary hypothesis of the outcomes.  
 
Support is requested to allow the use of confidential patient information to link data held within the hospital 
information system, the hospital microbiology database and the hospital electronic prescribing system for 
all patients prescribed antibiotics within the proposed study period. Linkage would be undertaken by staff 
within the performance department and a registrar appointed under the main applicant. The database 
would then be pseudo-anonymised and shared with the University of Warwick for analysis.  
 
A recommendation for class 1, 2, 4, 5 and 6 support was requested to cover activities as described in the 
application.  
 
Confidential Patient Information Requested 
 
Cohort 
 

 All patients aged over 16 prescribed antibiotics in the life of the electronic prescribing system within the 
Heart of England NHS Foundation Trust only. The data collection period is January 2010 – August 
2017. 

 It was estimated that there would be approximately 180,000 patients within the cohort.   
 
The following items of confidential patient information are required for the purposes set out below: 
 

 NHS Number – linkage, 

 Hospital ID – linkage, 

 GP Practice Code – analysis, 

 Date of birth – linkage and analysis (MM/YY format only), 

 Date of death – analysis (MM/YY format only), 

 Postcode (sector level – NE3 5) – analysis, 

 Sex – analysis, 

 Ethnicity – analysis.  
 
Confidentiality Advisory Group Advice 
 
The Group noted that a query had been raised with the applicant in advance of the application review to 
gain an understanding of the rationale for submission of the application for consideration by the CAG and 
the response provided clarified that this may have been due to an administrative error.   
 
The Group recognised that all data was currently held within the same organisation and would be linked by 
appropriately appointed staff within the Trust that had legitimate access to patient data as part of their 
standard role. The CAG considered the project design which involved the linking of three existing databases 
which were currently held within the Trust. It was commented that, should the hospital operate an integrated 
database system, these datasets would have been routinely linked as standard. Members were assured 
that the linkage of the databases did not require a recommendation of support under the Regulations on this 
basis, as this activity did not involve a breach of the common law. 
 
Members considered the onward disclosure of information from the Trust to the researcher team at the 
University of Warwick, which would be undertaking the analysis of the combined dataset. The applicants 
had confirmed that there would be no onward disclosure of the confidential patient information within the 
dataset which would be provided to the research team for analysis. Confirmation had been provided that 
date of birth and death would be reduced to month and year format in the dataset which was produced for 
analysis. The Group received these clarifications from the applicants and was assured that the release of 
the linked database to the research team did not involve the onward disclosure of confidential patient 
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information and was assured that this activity did not require a recommendation of support under the 
Regulations. The applicant was reminded that the pseudonymisation of the database would need to be 
undertaken prior to any data release and should be in line with the Information Commissioner’s Office (ICO) 
Code of Practice around Anonymisation.     
 
Confidentiality Advisory Group Advice Conclusion 
 
The CAG recommended that support under the Regulations did not appear to be required as the activity 
described did not involve the disclosure of confidential patient information. 

 

 

6. MINUTES OF THE MEETING HELD ON 07 DECEMBER 2017 

 

The minutes were agreed as an accurate record of proceedings, with no amendments raised.  

 

 

7. CAG CHAIR REPORT  

 

The Chair’s report for January 2018 was received and considered at the meeting. 

 

 

8. ANY OTHER BUSINESS 

 

The Group discussed possible future educational items which would be recorded by the Confidentiality 

Advice Team for further investigation.  

 

A high-level overview on the progress with CAG Member recruitment was provided for information 

purposes. 

 

The Confidentiality Advice Team reminded Members to submit any expense claims in a timely fashion as 

the financial year end approached. 

 

The Chair thanked Members for their time and consideration and the meeting was concluded.  

 

 

 

 


