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Confidentiality Advisory Group

Minutes of the meeting of the Confidentiality Advisory Group
2 October 2014 at 10:30 at Skipton House, SE1 6LH
Present:

	Name
	Capacity 

	Dr Mark Taylor (Chair)
	Lay

	Dr Kambiz Boomla
	

	Dr Patrick Coyle (Vice Chair)
	

	Dr Robert Carr (items 1 to 4e)
	

	Dr Tony Calland MBE (Vice Chair)
	

	Mr Anthony Kane
	Lay

	Mr C Marc Taylor
	

	Ms Clare Sanderson
	

	Professor Jennifer Kurinczuk (items 1, 2 and 3b)
	

	Dr Murat Soncul
	

	Professor Barry Evans
	

	Professor Ann Jacoby
	

	Dr Miranda Wolpert
	

	Ms Hannah Chambers 
	Lay


Also in attendance:

	Name
	Position (or reason for attending)

	Ms Natasha Dunkley
	Confidentiality Advice Manager, HRA

	Ms Claire Edgeworth
	Deputy Confidentiality Advice Manager, HRA

	Mr John Robinson
	Confidentiality Advisor, HRA (items 4c, 4d and 5a)

	Mr Stephen Robinson
	Corporate Secretary, HRA (observing, item 4a-e)

	Ms Alison O’Kane
	CAG Assistant, HRA (observing items 4a-e and 5a-b)


1. INTRODUCTION, APOLOGIES AND DECLARATIONS OF INTEREST
Apologies were received from Professor Julia Hippisley-Cox and Ms Gillian Wells. Ms Wells had notified the Group that she was undertaking a volunteer role overseas and would therefore be unable to attend the October, November and December CAG meetings. 
The following interests were declared:
Professor Jenny Kurinczuk

It was noted that Professor Kurinczuk was the applicant of the amendment item 5a as Lead for MBRRACE-UK (commissioned to deliver national maternal, newborn and infant clinical outcome review programme). It was noted that Professor Kurinczuk would not be present during the discussion of this item.

Ms Clare Sanderson

Ms Sanderson declared a competing interest in item 2a [CAG 5-05(a)/2014] as she had been providing information governance advice, in her professional capacity, to one of the suppliers that provides risk stratification software to a number of clinical commissioning groups and NHS England. This interest was noted and it was agreed that this did not prevent Ms Sanderson from participating in the discussion of the item. It was also noted that Ms Sanderson had been involved in establishing item 3a [CAG 7-04(a)/2014]. This interest was noted and it was agreed that Ms Sanderson would leave the room during the CAG discussion of this item. Ms Sanderson attended the discussion with applicants as a representative for the applicant.
Professor Barry Evans

Professor Evans noted a potential competing interest in items 3b [CAG 7-03(b)/2014] and 4c [CAG 7-04(c)/2014] as data was requested from his employer, Public Health England. It was agreed that this did not preclude Professor Evans taking part in discussion of these items, but that he would not take part in the final decision.

2. DEFERRED APPLICATIONS (APPLICATIONS PREVIOUSLY GIVEN NO RECOMMENDATION)
a. Southend on Sea Integrated Care Pioneer [CAG 5-05 (a)/2014]

This non-research application from the Department of Health, supported by NHS England, sought approval to extend and build upon the separate NHS England risk stratification application (reference CAG 7-04(a)/2013)  to enable the linkage of social care data with risk stratified commissioning data sets as part of integrated care. This set out the purpose of planning and assessing care interventions across health and social care needs for individual service users. This had been considered in July 2014 and the deferral outcome and points recommended by CAG, and approved by the Secretary of State for Health, were set out in the letter dated 05 August 2014.

Confidentiality Advisory Group advice

Members welcomed the attendance from the Department of Health, supported by NHS England via Ms Ming Tang, and found it to be very helpful in considering the detail. A number of points were discussed and it was agreed that these would be investigated, resolved and submitted back to a suitable CAG meeting; the timing of which to be determined by the applicant. The following provides a summary of the CAG recommendation. 


Scope

Comment had been provided that the application showed some inconsistencies in terms of scope that would need to be rectified to provide alignment throughout all documentation. Member understanding of scope was confirmed to cover the following:

· Social services data would be processed entirely on a consented basis and would not be included within approval scope.

· To include the health datasets approved within the NHS England ‘risk stratification’ application CAG 7-04 (a)/2013.

· It was confirmed that there was an aspiration to include local mental health data but this was not included in the scope of the current submission and this was due to a drafting error. It was confirmed the Commissioning Data Sets contains mental health data but this was currently not within requested scope of the application. 

· Extension of the purposes for which the current risk stratification dataset is currently used by specified data processors on behalf of GPs (via the NHS England application).

· Transfer of ‘de-identified data for limited access’ (DEID4LA) to flow to specific provider in specified circumstances.

It was confirmed this clarity should be appropriately and consistently reflected within all application documentation. Members affirmed the position that as this is a pilot activity it would be important for there to be a comprehensive acceptable baseline and all issues to be satisfactorily addressed before seeking to extend past Southend as a pioneer site. However, it was agreed that there would be a public interest in this activity taking place appropriately, provided that it yielded the anticipated benefits to prevent hospital admissions and improve patient care. Members expressed the hope that, when in place, this would be monitored carefully to show and provide evidence on how it had improved care, and sought feedback on how this evaluation would be implemented. 

Fair processing under the Data Protection Act 1998

It was noted that fair processing had been a previously expressed concern and ongoing efforts had been made to seek to address these; in particular the discussion over activities involved in the communications strategy were positive and it was advised that these positive aspects should be incorporated into further iteration of the application. It was clear that some progression had taken place but further development was still required, in conjunction with the Information Commissioner’s Office (ICO).  The discussion was useful in providing an update on activities although members noted that in line with the original outcome, confirmation of acceptability would need to be provided directly by the ICO on all relevant data protection aspects.  

In referring to the Nuffield Trust study that cited three quarters of patients would receive patient information through a  relevant intervention, members sought clarification on how the remaining 25% would have an opportunity to receive the patient information, noting this related to approximately 40,000 patients so the number was considered to be significant. Recognising that this point had been raised in the previous outcome letter, it was agreed that a response to capture the entire relevant population would be provided back to the CAG in a further iteration.

Data controller relationships

Members advised that the data controller relationships between the GP, Clinical Commissioning Group and Local Authority should be clarified using appropriate specialist advice as the detail was not yet clear; this point had previously been raised by the ICO representative at the previous meeting where the item had been discussed. The importance and need for absolute clarity on this aspect was emphasised considering the pilot nature of the activity and future intent to bring further pioneer sites within the application. It was advised that a final position should be established in conjunction with the appropriate technical expertise; members suggested seeking information governance advice from within the Department of Health or alternative source; advice from the Information Commissioner’s Office was also strongly recommended to ensure that the final position would be robust. Members noted that this activity depended upon GP cooperation therefore positive GP engagement on this specific issue should help test any arising issues before moving into implementation and would reflect lessons learnt from other national initiatives.

Public engagement 

Detail of the public engagement activities that had been undertaken so far were noted, along with an appreciation of seeking to contact hard to reach groups.  Members advised that this useful detail should be contained within the revised application.

It was noted that the LMC had been approached in line with previous CAG advice to try to seek broader engagement, however, it was clear from the response that there appeared to be limited response from the LMC, who had questioned the information governance arrangements but not appeared to engage further. Comment on this aspect was sought and consideration of other avenues to appropriately engage the GPs should be provided in any further iteration.

Letter to GPs

Concern had been raised in the 05 August outcome about the proposed letter and its accuracy and clarity of message. As indicated at the meeting, members provided the following detailed feedback on the letter content:

1. The view was expressed that as the letter was intended for GPs, these were expected to already possess an understanding of the law involved therefore the letter should be much clearer on these relevant points of law. In particular there should be an accurate reflection of the limits and benefits of this approval (on the assumption that a position is reached where approval is provided)

2. It was unclear whether the purpose of the letter related to information or persuasion. It appeared to members that the letter sought to provide GPs with information on the approval currently being sought from the Secretary of State, although the current iteration did not make clear mention of the approval and only referred to “national restrictions”. Members advised that as this was seeking to enable a transfer of data from GPs that it must be explicit on the legal basis for transfer and implications on data controller responsibilities of the GP so that they can take an informed decision. It was considered important to recognise that where support is provided to provide a lawful basis for specific  processing without consent that it is expected to operate in a transparent and open manner with no ambiguity over what this support can, and cannot, provide. 

3. It was highlighted that the requested support did not require GPs to participate, and that the letter could be improved through making clearer the predicted benefits so as to encourage uptake. 

4. Members raised concerns about the use of “data owner” in relation to GPs and commented this was misleading and clearly understood terminology aligned with the Data Protection Act 1998 should be used. Under the Data Protection Act 1998 the GP is a data controller with all subsequent obligations, and members advised alternative phrases should not be used to avoid confusion. Members therefore advised that the data controller role of the GP should be made explicit and amended within the entire letter.

5. In relation to “we have pursued these data sharing freedoms” members requested this be amended to accurately reflect that support, if in place, will be provided under Regulation 5 of the Health Service (Control of Patient Information) Regulations 2002. It was noted that to continue with the current phrasing provided no clarity of the legal basis that GPs would be expected to rely on if permitting the transfer of data. It was advised that many GPs would be familiar with ‘section 251’ and its Regulations therefore a clear explanation of this would benefit clarity. It was noted that the Confidentiality Advice Team could advise on the scope of what support would provide, and public information on scope was readily available on the Health Research Authority website.

6. If approval under Regulation 5 was in place it was important to recognise that this did not mean that the legal basis for GP transfer of data is implied consent. As this is inaccurate it was advised that this section be completely refined to reflect the correct legal framework. It appeared to members that this section actually covered the issue of reasonable expectations, fair processing and appropriate information provision so that the relevant population are made aware of the activity and can choose to register an objection if they wish. This is linked to the data controller responsibilities of the GP under the Data Protection Act 1998 therefore members advised that the information provided to GPs should be accurate. It was also highlighted that any support provided under the Regulations cannot be inconsistent with the provisions of the Data Protection Act 1998 which increases the importance of this aspect. 

7. Members noted the following statement: “The choice to ‘opt out’ remains with the patient and must not be made without their consent; GP practices must not take a blanket approach and decide to ‘opt out’ all their patients. This would contravene deemed (sic) as a breach of information governance regulations”. Without commenting on the accuracy of this statement aside from questioning what these ‘information governance regulations’ related to, Members advised that this statement should be clearly separated out from any reference to this potential support as this appeared to be additional operational guidance proposed directly by the applicant. It was highlighted that it is a standard condition of support under Regulation 5 that any approval must have in place a mechanism to manage patient objection. Statements setting out how GPs are expected to manage patient objection, especially in light of broader concerns around similar issues experienced in other national data initiatives, appeared to be a national issue and it was advised that this should not be linked to or imply any connection with the potential approval.

8. It was identified that the section ‘what are my responsibilities under this change’ sought to provide some information on GP data controller responsibilities. Members advised that this should be revised to provide clear information in line with the comments above and appropriate information governance advice should be sought to avoid any issues arising, as originally identified by the Information Commissioner’s Office, and to help support discretionary uptake by GPs. 

9. Members could not identify any information that made clear the confirmed data controller status of the CCG or Local Authority in relation to the data flow. It was asserted that the CCG would be the data controller, but it was unclear whether the GP and CCG would be the data controller in common or joint data controllers and that the Local Authority also appeared to be a data controller. It was also identified that asserting the CCG would be a data controller would not necessarily make this the case, as comments were made that this would need to be established by contract or other suitable mechanism and agreed by the current data controller. Members advised that the information did not robustly clarify data controller relationships and the complexity had not been fully explored as hoped. It was considered critical that appropriate specialist advice be sought by the applicants, preferably seeking advice from the ICO, confirmed and a legally correct position documented within the application. 

10. Members advised that it may be helpful to specify the precise read codes that GPs could apply. It was noted that implementation of read codes was being taken forward at a national level so an understanding on these implications for this application were asked to be provided in the application so it was clear how data controllers could meet their responsibilities. 

In light of the comments above, Members advised that it appeared that the applicants would benefit from seeking specialist information governance advice on many the points above. Taking into consideration the high profile nature of the activity, and its pilot status, it was agreed that the application would significantly benefit from such specialist advice. Members also suggested that the newly formed Information Governance Alliance may be able to assist and the ICO should be contacted in relation to the data protection aspects. 

Confidentiality Advisory Group advice conclusion

Members agreed that the conversation had helped to provide clarity on the scope of the activity and the boundaries for which support was sought. In assessing whether the minimum threshold of the Regulations had been achieved, and as summarised above, it appeared that the fair processing aspect should be refined, with appropriate advice from the Information Commissioner’s Office, in line with the comments above, including how the remaining 25% would be captured. Members emphasised that the significant nature of the activity meant that it would be important to maintain public confidence in the appropriate use of data and a comprehensive fair processing programme would help achieve this critical aspect and ensure likely compliance with the Data Protection Act 1998. The complexity of the data controller relationships and how these would be properly established were also requested; the importance of getting this right before any further pioneer sites could join was noted. Reponses to the GP letter comments and a refined version should be provided to accurately reflect the legal bases and to accurately convey the data controller obligations under the Data Protection Act 1998. The CAG recommended that until these fundamental issues were addressed that it would be unable to provide a recommendation to this activity.

3. NEW APPLICATIONS – Non-research
a. CAG 7-04(a)/2014  MedeAnalytics Pseudo at Source plan 
This non-research application from MedeAnalytics set out a data linkage methodology to allow a number of commissioning activities including risk stratification to be carried out by Clinical Commissioning Groups (CCGs) using pseudonymised data.

A recommendation for class 1, 4, 5 and 6 support was requested to cover access to pseudonymised data from a number of sources including the Health and Social Care Information Centre (HSCIC), GP practices and secondary, community and mental health trusts.

A covering paper was submitted in support of the application which requested CAG that consider whether support would be required for this activity, given the pseudonymised approach and the safeguards which were in place within the system.

Discussion with applicants

Members welcomed the attendance of representatives from MedeAnalytics at the meeting and agreed that their attendance was particularly useful due to the technical nature of the solution. The following key points were discussed:
· Significant controls had been put in place within the proposed system to safeguard the potential to re-identify the datasets being processed. These were outlined within the application documents and reiterated by the applicants. They included role based access controls, thorough audit procedures, user training, contracts in place with sanctions for misuse of data and automatic warnings within the system to remind users of their responsibilities.
· It was recognised that the risks of re-identification could not be removed entirely; however the aim was to manage those risks so that they did not become a reality. It was confirmed that the controls in place meant that effectively pseudonymised data was treated as if it were identifiable to ensure risks were mitigated as far as possible.
· MedeAnalytics currently provided risk stratification services and processed confidential patient information under the overarching risk stratification application - CAG 7-04(a)/2013. The proposed solution was to enable risk stratification activities to take place without requiring data in an identifiable form and therefore move away from the requirement for support under the Regulations for the processing. The applicant highlighted the strategic importance of the proposed solution.
· Fair processing materials had been produced and examples were circulated to CAG members at the meeting.
· Members were pleased to note that consultations had taken place with members of the public and GPs in relation to the activity.

Confidentiality Advisory Group advice 

Members agreed that the controls detailed within the application and discussed with the applicant were good examples of how the risk of re-identification of pseudonymised data could be mitigated. It was noted that risk factors in relation to behaviour of users had also been thoroughly considered. Members commented that in this scenario there would always be potential to re-identify the data even when pseudonymised due to the richness of the combined dataset; however the access controls put in place provided reassurance that this would not be possible.

Members noted the Information Commissioners Office (ICO) view that, given the safeguards detailed within the paper, the data would not fall within the Data Protection Act’s definition of personal data.

Confidentiality Advisory Group advice conclusion

Based on the information provided and noting the ICO view, members recommended that support would not be required as the safeguards meant that the data processed within the specified system and for the outlined purpose would not be identifiable. The applicant was advised that this advice was not an endorsement of the approach and should not be considered as legal advice.

b. CAG 7-04 (b)/2014  UK National Screening Committee Hepatitis B in Pregnancy
This audit application described a collaborative project between University College London and the Immunisation, Hepatitis and Blood Safety Department at Public Health England (PHE) to look at outcomes for all at-risk infants.

A recommendation for class 4, 5 and 6 support was requested to cover UCL access to confidential patient information from NHS Trusts and PHE. 

Confidential patient information requested

Data from NHS Trusts in relation to low risk women (previous application specified collecting this data for high risk women only) including:

· pregnancy outcome, i.e. termination of pregnancy, miscarriage, live birth or stillbirth

· date of pregnancy outcome

· NHS number for live born infants

· receipt of infant vaccination at delivery for live born infants

Around 2700 women fell within the low risk category; NHS number would be used to carry out data linkages. Infant date of birth was requested to establish timing of interventions in relation to delivery, and of the infant’s subsequent immunisation schedule.

Confidentiality Advisory Group advice

Practicable alternatives

Members considered whether a practicable alternative to the disclosure of patient identifiable data without consent existed, taking into account the cost and technology available in line with Section 251 (4) of the NHS Act 2006.

Members agreed that due to the retrospective nature of data linkages it would not be feasible to seek consent at this stage.

Members considered whether a pseudonymised approach would be feasible in line with the advice provided when the amendment was originally considered at the July CAG meeting. It was noted that the applicant asserted that the validity of a pseudonymised approach was unclear and that they would be unable to carry out a data linkage validity check given that there would be no variable other than NHS number common to both datasets.

Members agreed that given that NHS number only would be used and that each organisation already had access to confidential patient information in relation to the cohort, a linkage approach using NHS number and then pseudonymising the dataset for analysis appeared to be proportionate. However, members indicated that they would expect a pseudonymised approach to be explored for any future applications or repeat data linkages as this should be adopted where possible.

Fair processing 

It is a requirement of the Regulations that an application cannot be inconsistent with the principles of the Data Protection Act 1998 (DPA). The first principle of the DPA requires that reasonable efforts are made to inform data subjects of the use of their data.

It was noted that information had been provided to women in relation to the audit at the time of the initial data collection and therefore the applicant would carry out minimal fair processing at this stage. Members did advise that if future applications were made the applicant should ensure that patient information leaflets were available in other languages to ensure all patients could be reached.

Confidentiality Advisory Group advice conclusion 

CAG agreed that the minimum criteria under the Regulations appeared to have been met, and therefore advised recommending support to the Secretary of State for Health, subject to compliance with the specific and standard conditions of support as set out below. 

Specific conditions of support

1. Confirmation of suitable security arrangements via IG Toolkit submission for both University College London and Public Health England

4. NEW APPLICATIONS – Research
a. 14/CAG/1019 Subjective memory complaints: 10 year follow up of a clinical cohort

This application from University College London set out the purpose of a follow up to a study conducted in during 2003-2004. The cohort (86 patients in total) would be sent a follow up questionnaire and a visit carried out by a researcher if consent provided. Confidential patient information in relation to patients who do not respond or who cannot be contacted was also requested.

A recommendation for class 1, 2, 3 and 6 support was requested to cover access to requested to allow the disclosure of confidential patient information from GP practices and the Health and Social Care Information Centre (HSCIC) to allow patients to be contacted to provide consent and to follow up outcomes where patients did not respond.

Confidential patient information requested

Patient postcode, NHS number, date of birth would be provided to the HSCIC. Date of death was also requested from hospital databases and the HSCIC. The HSCIC and GP practices would provide details of outcomes and patient address to the applicant.

Confidentiality Advisory Group advice 

Practicable alternatives

Members considered whether a practicable alternative to the disclosure of patient identifiable data without consent existed, taking into account the cost and technology available in line with Section 251 (4) of the NHS Act 2006.

Members noted that the cohort had previously provided consent to be included within the study and agreed that address information would be required in order to seek further consent from participants. It was noted that information in relation to outcomes would also be requested for those patients who did not respond. Members agreed that this would be appropriate given that the patients had already actively participated in the research study and the intention to anonymise all information 

Outcome data for patients who do not respond

Members noted the applicant’s response to the query raised by the Confidentiality Advice Team in relation to accessing outcome data in relation to those patients who did not respond. The response suggested that the entire dataset would be anonymised and outcome data would be requested from HSCIC in order to ensure that identifiable data was not requested in relation to non-responders. Members queried how this data linkage would work in practice with anonymised data and whether the applicant intended to anonymise data in relation to those who had provided consent.

Members advised that if the applicant needed to continue to process identifiable data in relation to non-responders they should ensure that they take into consideration guidance in relation to potential issues in compliance with the Data Protection Act 1998. If this was required and non-response to initial contact was likely, the applicant was advised to ensure that the initial contact did not request explicit consent for the processing and access to data. The information should instead advise the patient of the intention to access their data and provide clear instructions on how to object. 

Confidentiality Advisory Group advice conclusion

In line with the considerations above, the CAG agreed that the minimum criteria under the Regulations appeared to have been met and that there was a public interest in research of this nature being conducted, and therefore advised recommending conditional support to the Health Research Authority, subject to compliance with the specific and standard conditions of support as set out below. 

Specific conditions of support

1. Favourable opinion from Research Ethics Committee.

2. Please confirm how data in relation to non-responders will be managed, whether the continued processing of identifiable data is required and confirm any changes to patient information materials.

3. Confirmation of suitable security arrangements via IG Toolkit submission.
b. 14/CAG/1021 Free text processing of CSD THIN database

This research application from The Health Improvement Network Ltd (THIN) described a research database which contained pseudonymised data from patients who are registered with GP site who participate in the THIN scheme.

A recommendation for class 1, 2 and 6 support was requested to access confidential patient information from GP Practices to THIN in the form of free text data. As doctors could record additional information within this field it was confirmed that the data may contain identifiable information such as name and telephone numbers.

Confidentiality Advisory Group advice 

Practicable alternatives

Members considered whether a practicable alternative to the disclosure of patient identifiable data without consent existed, taking into account the cost and technology available in line with Section 251 (4) of the NHS Act 2006.

Members noted that the application form detailed that there was a potential alternative to the extraction of free text data in an identifiable form and the applicant had specified that this would cost approximately £80,000 - £150,000 and take around 6 months to 1 year to implement. The applicant asserted that this was a commercial consideration and that the sum was a large investment with ongoing maintenance costs. It was confirmed that during the past year 150,000 free text comments had been requested at a cost of approximately £150,000 to researchers.

Members noted that there was a cost involved in implementing the alternative. However, they did not consider that it had been demonstrated that this was unachievable and on balance agreed, given the risk to patient privacy and the income generated by the data, that the applicant should seek to implement the alternative. 

Member raised the following additional points which should be taken into consideration if a resubmission was to be made. 

User involvement

Members commented that they would have expected a greater level of user involvement in the database and advised that the applicant make significant efforts to involve patients in the oversight and management of the database.

Public interest

Members agreed that further information should be provided in order to demonstrate the public benefit in the data collection taking place. Given the potential disclosure of confidential patient information from GP records, it was reiterated that this should be shown to be particularly high.

Patient information materials

The patient poster and information leaflet were reviewed and members commented that some of the language used appeared to be quite complex and technical. It was advised that this should be simplified and could be tested with patients to check understanding. The information was forwarded to the Information Commissioner’s Office expert adviser who advised that the wording could be made clearer. In particular the phrase “..any free text (non structured or coded data)...” could be clarified to ensure that patients understood that a small amount of free text data was collected and that identifying information included within text would be removed upon receipt.

Confidentiality Advisory Group advice conclusion

In line with the considerations above, the CAG agreed that the minimum criteria under the Regulations appeared not to have been met as a practicable alternative to the processing of confidential patient information without consent existed and therefore recommended to the Health Research Authority that the application should not be supported.

Health Research Authority recommendation

Following advice from the CAG, the Health Research Authority agreed to recommend that the application is not supported to the Secretary of State for Health, in line with the advice provided by the CAG.
c. 14/CAG/1020 NHS Bowel Cancer Screening Programme

This application from the Wolfson Institute of Preventative Medicine, Queen Mary’s, University of London outlined a case review of patients invited to the English Bowel Screening Programme (healthy and colorectal cancer patients) for two years from January 2012, to identify the effect of the current bowel screening programme on incidence of advanced primary colorectal cancer. Confidential patient information would be used to link ONS, Cancer registries, National Cancer Data Repository (NCDR) and Health and Social Care Information Centre (HSCIC) data into the study database.

A recommendation for class 1, 4, 5 and 6 support was requested to process the extraction of confidential patient information, link confidential patient information  obtained from more than one source and to audit, monitor and analyse patient care and treatment.

Confidential patient information requested

Access was requested to NHS number, Date of Birth, Date of Death, Post Code, Ethnicity.

Confidentiality Advisory Group advice 

Practicable alternatives

Members considered whether a practicable alternative to the disclosure of patient identifiable data without consent existed, taking into account the cost and technology available in line with Section 251 (4) of the NHS Act 2006.

It was noted that consent for the large number of patients included in the retrospective dataset would be impracticable and require further identifiable data to be disclosed to the applicant.

Justification of identifiers

It was noted that the requested identifiers were required to perform the specified data linkages and to avoid duplicates, where for example, a patient may be included in both cancer registries and the screening programme, from affecting the findings of the study.

Fair processing

It is a requirement of the Regulations that an application cannot be inconsistent with the principles of the Data Protection Act 1998 (DPA). The first principle of the DPA requires that reasonable efforts are made to inform data subjects of the use of their data.

Members noted the leaflets that are provided to individuals as part of the Cancer Screening Programme and where patients would be included in the cancer registries. It was noted that an application had been approved by a Research Ethics Committee. It was not clear however, where a specific reference is made to data being used for research purposes within the Screening leaflet. It was unclear whether the Research Ethics Committee had reviewed the participant information leaflets that would be utilised for this study.

Clarification was sought for what arrangements would be in place to ensure the fair processing of data from the control group of patients which would be sought from the breast and cervical screening programme.

The Applicant was asked to identify where individuals are provided with an opportunity to opt-out of information about them being included in the study. Members queried what provisions had been made to allow dissent and agreed that reassurances in relation to how this would be managed should be provided.

Transfer of data outside of the European Economic Area (EEA)

Please note that in the event that support is confirmed for this application, such support only applies to data being held within the EEA.

Additional points

It was noted that the application form referred to “the first invitation to breast screening in the same year as the case” (question 17, page 10 of the NIGB Form). Clarification was requested as to whether this was in regards to the control group and hence should also have included the cervical screening or that this should have referred to bowel screening instead.

Confidentiality Advisory Group advice conclusion
In line with the considerations above, the CAG agreed that the minimum criteria under the Regulations appeared to have been met and that there was a public interest in projects of this nature being conducted, and therefore advised the Health Research Authority to provide a recommendation of provisional support to the Secretary of State for Health, subject to compliance with the specific and standard conditions of support and further clarifications as set out below. 

Specific conditions of support

1. Confirmation of suitable security arrangements via IG Toolkit submission.
2. Confirmation of the arrangements for the fair processing of data that specifically references data may be used for research purposes and provides both an opportunity for individuals to opt-out of this and that also outlines the process to be followed to respect such requests.

3. Provision of a leaflet that will be made available to individuals participating in breast and cervical screening in relation to the above condition.

4. A Favourable Opinion from a Research Ethics Committee. 

Request for clarification

1. Clarification was requested as to whether the application form text (Q17) should have stated bowel screening instead of breast screening.

2. Clarification as to whether the leaflets referred to within this application have been reviewed by the Research Ethics Committee.

d. 14/CAG/1018 CEMARC Longterm Outcome Study
This application from the University of Leeds set out the purpose of performing a long-term follow up of the Clinical Evaluation of Magnetic Resonance imaging in Coronary heart disease (CEMARC) study cohort by collecting outcome data for this cohort for a period of 10 years.

The disclosure of confidential patient information would be required to allow patient records and Hospital Episode Statistics data from the Health and Social Care Information Centre (HSCIC), if patient records proved to be insufficient, to be linked into the study database. The study database included existing data from between 2006 to 2012. Support was requested as the Applicant stated that it would be impractical to get consent for this as it would lead to an incomplete patient response, which would make any further data biased.

A recommendation for class 4, 5 and 6 support was requested to link confidential patient data from more than one source and to audit, monitor and analysis patient care and treatment.

Confidential patient information requested

Access was requested to NHS number, date of birth, date of death, gender and ethnicity.

Confidentiality Advisory Group advice 

Practicable alternatives

Members considered whether a practicable alternative to the disclosure of patient identifiable data without consent existed, taking into account the cost and technology available in line with Section 251 (4) of the NHS Act 2006.

It was noted that the applicant had indicated that the expected effect of low response and bias made consent impractical. Members requested further information in relation to the potential bias and the impact of this in order to provide a stronger justification for why consent would not be feasible.

In line with the consideration above, members requested further details of what response rate would be required if consent were to be sought instead. It was suggested that a pilot activity could be attempted to test the response rate to seeking consent amongst 10-20% of patients and this could be used to evidence the assertions of potential low response rates.

Members requested that if there were any other issues likely to make consenting participants not possible, these should be identified.

Justification of identifiers

It was noted that the requested identifiers would be required in order to perform the specified data linkages.

Data Protection Act compliance

It is a requirement of the Regulations that an application cannot be inconsistent with the principles of the Data Protection Act 1998 (DPA). 

The first principle of the DPA requires that reasonable efforts are made to inform data subjects of the use of their data. Members noted the response to the queries raised by the Confidentiality Advice Team in regards to arrangements to ensure that fair processing information would be provided to participants.  If consent would not be feasible, Members sought clarification in regards to how objections would be processed.

The fifth principle of the DPA specifies that personal data must not be kept for longer than is necessary. Members noted that the HES data extract would be retained separate from the study data; however it was unclear why the HES data extract would be retained separately once the data linkage had been performed.

In addition, clarification was sought for the actual retention period of confidential patient information in identifiable format as Members noted that different periods had been specified in the application.

It was noted that the application referred to data being de-identified, however it was intended that date of birth would be retained (see question 38 of the application form). Members advised that date of birth was considered to be identifiable and therefore it was requested that the applicant confirm recognition of this and review retention of this data item if possible. In addition, members noted that the application made reference to no sensitive data being held, however health data is considered as sensitive and should be recognised as such.

Confidentiality Advisory Group advice conclusion

In line with the considerations above, the CAG agreed that further information was required prior to confirming that the minimum criteria under the Regulations had been met and that there was a public interest in research of this nature being conducted. CAG therefore advised recommending provisional support to the Health Research Authority, subject to compliance with the specific and standard conditions of support and further clarifications as set out below. 

Specific conditions of support

1. Confirmation of the arrangements for providing fair processing information to the cohort, including the process that would be followed if an individual wished to have their data excluded from this activity.

2. Favourable opinion from REC. Confirmed 14/05/2014.

3. Confirmation of suitable security arrangements via IG Toolkit submission.

Request for clarification

1. Provision of further information which detailed the effect of low response rates if consent was sought and regarding the bias referenced as a justification for not seeking consent. A pilot should be undertaken to test the response rate if feasible. If not, justification for this should be provided.

2. Clarification as to whether there are other factors that would mean that seeking consent would not be possible.

3. Clarification regarding what is considered to be identifiable confidential patient information and sensitive data.

4. Clarification regarding the retention period of confidential patient information within the HES extract and database.

e. 14/CAG/1022 Decision Making with Teenagers, Parents and Clinicians

This application from University College London set out the purpose of a research study which aimed to understand how teenagers (13-19 years old), families and health care professionals’ experience in decision making regarding care and treatment.

A recommendation for class 1, 3 and 6 support was requested to allow the disclosure of confidential patient information from NHS trusts to a researcher from University College London.

Confidential patient information requested

Confidential patient information including name would be collected by a researcher at multidisciplinary meetings in relation to discussions about patients between clinicians.

Patient name was requested in order to identify eligible patients and seek consent.

Confidentiality Advisory Group advice 

Practicable alternatives

Members considered whether a practicable alternative to the disclosure of patient identifiable data without consent existed, taking into account the cost and technology available in line with Section 251 (4) of the NHS Act 2006. It was noted that obtaining consent prior to attending the multidisciplinary meeting would not be feasible and that identifiable data would be required in order to determine which patients to seek consent from.

Attendance at multidisciplinary team meetings

Members queried whether, in order to minimise the amount of confidential patient information disclosed to the researcher, clinical teams could let researchers know when relevant patient would be discussed and the researcher would not have to remain attend the meeting where other patients who were not eligible were discussed.

Attendance at patient consultation

Some members raised concerns about a researcher being present at the patient consultation, both in terms of whether the patient could consent to disclosure of information without prior knowledge of the content of the conversation and whether this was required to meet the research aims. It was agreed that this was primarily an ethical and therefore a REC issue given that a form of consent would be requested prior to attendance. 

It was recognised that this methodology was identical to a study which was considered by CAG in 2014 from the same research group. However, views were expressed that this scenario differed slightly from the previous study as the patient may be less likely to be aware of the potential news they were about to receive. 

Members agreed that, due to concerns raised by some members, assurance would be sought from the REC around the ethics and the requirement for the attendance of the researcher at the initial consultation.

Confidentiality Advisory Group advice conclusion

In line with the considerations above, the CAG agreed that the minimum criteria under the Regulations appeared to have been met and that there was a public interest in research of this nature being conducted, and therefore advised recommending provisional support to the Health Research Authority, subject to compliance with and further information in line with the specific and standard conditions of support as set out below. 

Specific conditions of support

1. Favourable opinion from REC and confirmation that the ethics and requirement for the attendance of the researcher at the initial consultation had been considered. Assurance from the REC will be sought from the Confidentiality Advice Team and must be provided prior to support being confirmed.

2. Confirmation of suitable security arrangements via IG Toolkit submission, please see security review requirement section here.
5. AMENDMENTS TO APPROVED APPLICATIONS

a. ECC 5-05 (f)/2012 MBRRACE-UK – Delivering the Maternal, Newborn and Infant Clinical Outcome Review Programme (MNI-CORP)

It was noted that the applicant for this amendment, Professor Jenny Kurinczuk, was also a member of the CAG. Professor Kurinczuk was not present and did not participate in the CAG discussion of this item.

The original application, approved in October 2012, had set out details of a national programme which aimed to assess quality and stimulate improvement in safety and effectiveness in maternal, new-born and infant healthcare by systematically enabling clinicians, managers and policy makers to learn from adverse events. Following a general confidential enquiry methodology, the purpose of the Programme was to monitor, through population surveillance, the frequency of deaths and review clinical practice in relation to maternal, perinatal and infant mortality and morbidity and identify risks that can be attributed to sub-optimal clinical care. These activities were intended to be completed by 2015. The application had been approved on the grounds that re-instigation of the enquiry component was considered to be an essential activity and there was a significant public interest in this activity going ahead.

Amendment request background

The current amendment request had been submitted following a recent amendment that had been considered at the June 2014 CAG meeting and approved in relation to the ascertainment of the relevant cohort through receiving specific identifiers via the linked Hospital Episode Statistics-Mental Health Minimum Dataset (HES-MHMDS) from the Health and Social Care Information Centre (HSCIC).

Current amendment request

A subsequent amendment was submitted which asserted that the methodology of receiving HES-MHMDS data was less than ideal because coverage and coding of diagnoses within the HES-MHMDS were considered to be poor and the applicant would be relying on care cluster codes which were stated to be neither particularly sensitive nor specific. As a consequence, the applicant was likely to receive information about potential cases which may not meet the case definition. A further concern was expressed that sufficient eligible cases may not be identified through this route. In addition, details of the practical consequences due to delays in receipt of information from the HSCIC were provided. 

In order to overcome these issues, the applicant had been in contact with Mental Health Trusts to identify whether it would be possible through the hospital coding system to identify cases eligible for the confidential-enquiry. It had been confirmed that this would be feasible and would prove more precise than the HES-MHMDS extract. The applicant therefore sought an amendment to receive copies of patient records from Mental Health Trusts where it had been identified that the case definition of the application had been met. 

The amendment was initially processed under a Precedent Set review however, as the Sub Group (see letter dated 19 August 2014) were unable to recommend the support of this amendment to utilise records identified from clinical coding rather HES-MHMDS data, it was referred for full review at the 2 October 2014 CAG meeting.

Confidentiality Advisory Group advice

Members considered the amendment request from the applicant and the subsequent query responses submitted within the letter dated 26 August 2014.

Public interest

Members agreed that there was a significant public interest in the activity taking place and in line with the initial consideration of the application advised they were highly supportive of the purpose of the application. 

Justification for amendment request

It was noted that the applicant asserted that the purpose of the amendment was not to avoid the additional checks by the HSCIC but to find an alternative route which would result in the avoidance of disclosures of information regarding women who were not eligible cases and since it seemed unlikely that the current methodology using data from the HSCIC, would not provide the information in time. In addition, it was confirmed that the HSCIC did not have direct access to local health records, which are referred to when coding is set, and therefore the data coding in the HSCIC HES-MHMDS may not have sufficiently robust data quality. It was acknowledged that the HSCIC (Data Access Request Service) had specified to the applicant that they would not have sufficient resource to review. Identifying patients using the hospital coding system would enable the applicant to check whether patients fitted the criteria for inclusion in to the confidential inquiry.

Members reiterated the point that the amendment should not be recommended for support solely to circumvent the additional controls implemented by the HSCIC in relation to disclosures, which it was recognised might take more time than usual to implement. However, in this instance members recognised that issues in relation to the completeness and accuracy of the coding of data within the HES-MHMDS extract were important and relevant. Members noted the confirmation provided from the HSCIC within appendix A of the letter dated 4 June 2014 that the highlighted issues were legitimate concerns.

Members had previously commented that there could be real benefit in working with the HSCIC to improve national data collection and data coding quality at local levels, rather than seeking an alternative via Mental Health Trusts. The applicant had responded and recognised this aim as laudable, however as the national dataset contained thousands of patient episodes and approximately 30 cases only were requested in this instance any potential improvements in the national dataset would be minimal. Members recognised that this assertion was valid. 

Members agreed that the amendment should be recommended for approval to allow the activity to proceed. This was explicitly due to the recognised coding issues within the HES-MHMDS extract and noting the high public interest in the outcomes of the activity and was not to advise support for circumventing this process. 

Future amendments

It was noted that previous amendments containing comprehensive changes to the application had been submitted in relation to the activity over the past year. Members confirmed that if any further amendments were made to the application a new application form should be submitted to ensure that an accurate and complete record of the activity was maintained. 
Confidentiality Advisory Group conclusion

Due to the confirmed coding issues within the HES-MHMDS extract only, CAG agreed that the minimum criteria under the Regulations appeared to have been met for this amendment, and therefore advised recommending support to the Secretary of State for Health.

Specific conditions of support 

1. Members advised that due to the volume of amendments that have been presented for this application, a new application submission would be required if an additional amendment was presented for review.

Amendment requests due to HSCIC processes

Members raised that there was potential for a number of amendment requests to be submitted in future which may seek to amend their application to seek an alternative data source to the HSCIC due to the time taken to process applications at the HSCIC. It was noted that a backlog had built up due to the review of processes undertaken earlier this year. Members suggested that this potential issue should be raised at a Department of Health (DH) sponsor level at this stage. Members were clear that amendments should not be recommended for approval in order to circumvent the processes established by the HSCIC only and further justification, as provided in the amendment above, would be required.
Action: Confidentiality Advice Team to raise potential issue with DH sponsors.

b. CAG 8-06(b)/2013 National Chronic Obstructive Pulmonary Disease (COPD) Audit

This amendment from the Royal College of Physicians of London set out the purpose of collecting the primary care clinical audit dataset to inform the National COPD Audit.  This was an amendment to the main audit application which included collection of secondary care clinical audit data.

The audit aims included:

1. To enable the improvement of the quality of care for COPD delivered in primary care settings, through the provision of high quality longitudinal data.

2. To enable providers of acute hospital care for COPD to improve the quality of care provided in these settings, through the provision of high quality time–limited data collections.

3. To enable providers of pulmonary rehabilitation for COPD to improve the quality of care provided in these settings, through the provision of high quality time–limited data collections.

4. To enable COPD care providers to improve the integration and management of their COPD services, through the periodic provision of organisational data.

5. To explore the potential for Patient Reported Experience Measures to be included in the national COPD audit programme in the future.

The amendment requested a recommendation for class 1, 5 and 6 support in order for the Health and Social Care Information Centre (HSCIC) to access and extract audit data from GP practices in relation to all patients over 35 with a diagnosis of COPD on primary care registers. 

Access was requested to NHS number, postcode and date of birth.

Clarification request

The application to include primary care data was considered at previous CAG meetings in January and March 2014. The applicant was asked to provide the following information:

Further information in relation to whether a pseudonymisation solution could be adopted immediately for some GP system suppliers or, if this is not possible immediately, how this could be adopted as a future exit strategy from the use of confidential patient information from GP practices without consent.

Further information in relation to the above was submitted for consideration at the October 2014 CAG meeting. The response indicated that the HSCIC were unable to support pseudonymisation as source as there were a number of fundamental issues which needed to be investigated with suitable solutions tested before any processes could be adopted and outlined as a successful mechanism for obtaining and linking audit data. It was indicated that the HSCIC were currently undertaking a wider review regarding pseudonymisation and therefore the issue of pseudonymisation at source would not be addressed until a clearer picture of pseudonymisation capabilities and issues were available following the outcome of the wider review. 

Confidentiality Advisory Group advice 

Pseudonymised approach

Members agreed that the audit was of significant public interest and that they were highly supportive of the application in principle. The HSCIC response in relation to adopting a pseudonymised approach was reviewed and members were very keen to obtain clarity regarding an exit strategy. It was noted that pseudonymisation at source was now available in some circumstances and members strongly urged the applicants to further explore the possibility of such an exit strategy perhaps by a small pilot study within the audit work. Members were clear that they could not impose conditions which could involve others outside the scope of the regulations but they felt that this was an ideal opportunity to test feasibility before the next annual review.

Patient information leaflet

Members noted that the patient information leaflet referred to the potential to identify high risk patients and suggested that this could lead to patients believing that they would be re-identified from audit data. Members queried whether the data collected for the purposes of the audit would also be used for research purposes. The applicant was asked to clarify whether this was the intention as research use of the data was not currently included within the application form. 

Confidentiality Advisory Group advice conclusion

In line with the considerations above, CAG recommended that the amendment be approved, subject to the conditions outlined below:

1. Continued exploration into the feasibility of using a pseudonymised approach to data collection and that this is piloted within the current data collection where possible. Significant progress towards adopting this alternative is expected by the next annual review stage.

2. References to identification of individual high risk patients should be removed from the patient information leaflet.

3. It should be confirmed whether research use of the data is intended. This is not currently included within the application and therefore references should be removed from the patient information leaflet.

6. MINUTES OF THE MEETING HELD ON 28 AUGUST 2014
The minutes were agreed as an accurate record.

7. CAG OFFICE REPORT 
For information

Secretary of State approval decisions

The DH senior civil servant on behalf of the Secretary of State for Health (SofS) agreed with the advice provided by the CAG in relation to the August 2014 meeting applications.  

Health Research Authority approval decisions

The HRA agreed with the advice provided by the CAG in relation to the August 2014 meeting applications.  

Applications considered via proportionate review

CAG 7(PS1)/2014 - An evaluation of 12-month all cause mortality in patients with hip fracture

This service evaluation application from the Royal National Orthopaedic Hospital, London set out the purpose of using date of death to identify those patients entered onto the National Hip Fracture Database who subsequently died in the 12-months following their injury. Once those patients who had died within 12-months of their fracture had been identified, an analysis of the cause of death on their death certificate would be completed to identify trends in cause of death. Linking cause of death to date of death would enable a determination as to whether there is a time-linked distribution in the mortality of patients following hip fracture.

A recommendation for class 1, 4 and 6 support was requested for the HSCIC to receive information from the National Hip Fracture Database (NHFD) to anonymise (excluding date of death) before releasing to the Applicant and to link NHFD with ONS data. This application was reviewed under the precedent set process by Dr Tony Calland (Chair), Dr Kambiz Boomla, Dr Murat Soncul and Professor Ann Jacoby.

Confidential patient information requested

Access was requested to age, gender, date of death, cause of death, residential status at admission and discharge, walking status at admission and discharge, type of fracture, operation, abbreviated mental test score and ASA (anaesthetic) grade.

Confidentiality Advisory Group advice 

Practicable alternatives

Members considered whether a practicable alternative to the disclosure of patient identifiable data without consent existed, taking into account the cost and technology available in line with Section 251 (4) of the NHS Act 2006.

Feasibility of consent

Members agreed that it was not appropriate to gain consent as the Applicant intends to use the data from deceased patient records.

Use of anonymised/pseudonymised data

It was noted that once identifiers have been used to link the NHFD and the ONS data that these identifiers would then be pseudonymised. Members stated that they felt there was legitimate justification for the retention of date of death.

Justification of identifiers

Members noted that full data death was required and that the applicant would be looking at a 12 month period following surgery. It was recognised that the identifiers would be required to perform a linkage between the NHFD to the ONS to identify patients who died within 12 months of their operation, to then look at causes of death and the factors that may have impacted on this.

Fair processing

It is a requirement of the Regulations that an application cannot be inconsistent with the principles of the Data Protection Act 1998 (DPA). The first principle of the DPA requires that reasonable efforts are made to inform data subjects of the use of their data.

Members were unable to identify which fair processing arrangements were in place to raise awareness of this project. It was requested that the applicant advise what measures will be taken to fulfil the fair processing obligations.

Public involvement 

It was noted that the application did not contain any reference to existing public or patient involvement. Members requested confirmation of which patient groups will be contacted in the future regarding this evaluation.

Confidentiality Advisory Group advice conclusion

In line with the considerations above, the CAG agreed that the minimum criteria under the Regulations appeared to have been met and that there was a public interest in projects of this nature being conducted, and therefore advised recommending provisional support to the Secretary of State for Health, subject to compliance with the specific and standard conditions of support as set out below. 

Specific conditions of support

1. Confirmation of what arrangements are in place to raise awareness of this project as part the fair processing under the Data Protection Act 1998.

2. Confirmation of which patient groups will be contacted based on the findings of this evaluation.

3. Confirmation of suitable security arrangements via IG Toolkit submission.

CAG 7(PS2)/2014 - 2014 Inpatients Survey

Purpose of application

This service evaluation application from the Care Quality Commission set out the transfer of patient identifiable data from acute and specialist Trusts, to an approved survey contractor for the purpose of mailing out questionnaires for the 2014 inpatient survey.

A recommendation for class 5 and 6 support is requested to access patient information for a survey that is aimed at auditing, monitoring and analysing patient care. This application was reviewed under the precedent set process by Dr Tony Calland (sub-group Chair), Professor Ann Jacoby, Professor Barry Evans, and Dr Kambiz Boomla.
Confidential patient information requested

Access was requested to title, initial, full name, full address, postcode, ethnicity, year of birth, gender, date and time of attendance.

Confidentiality Advisory Group advice conclusion

CAG agreed that the minimum criteria under the Regulations appeared to have been met, and therefore advised recommending support to the Secretary of State for Health, subject to compliance with the specific and standard conditions of support as set out below. 

Specific conditions of support

1. Confirmation that the 2014 guidance manual does not contain any changes since the 2013 version, which was submitted in this application. Applicant confirmed that all changes between the 2013 and 2014 guidance manuals were documented within the submitted application form. 

2. Confirmation of suitable security arrangements via IG Toolkit submission.

Amendments to approved applications

ECC 6-02 (FT3)/2012     Sentinel Stroke National Audit Programme (SSNAP)
This audit application from the Royal College of Physicians (RCP) detailed the Sentinel Stroke National Audit Programme (SSNAP). SSNAP replaced the Stroke Improvement National Audit Programme (SINAP) (ECC 5-04(g)/2010). SINAP data, including HES, MRIS and ambulance service data was collected by the Health and Social Care Information Centre (HSCIC).

A recommendation for class 1, 2, 4, 5 and 6 support was requested to cover the continued collection of the extended audit data and for historical SINAP data to be transferred to RCP.

Amendment request

This amendment request detailed linking the following Renal Registry data to SSNAP data:

1. Renal Replacement Therapy (RRT) status at time of stroke (Not on RRT, Haemodialysis, Peritoneal dialysis, Renal Transplant)

For patients on RRT at the time of stroke:

1. Date of first RRT for established renal failure

2. Primary renal diagnosis

The linkage would be undertaken using a pseudonymised methodology. Public Health England would act as a third party and would be sent the pseudomymised NHS numbers and dates of birth from both audit parties, alongside an ‘audit identifier’ which could be used by each party to identify which audit record the data corresponded with. The third party would carry out the matching and would let each audit party know the pairs of ‘audit identifiers’ which matched, having removed the pseudonymised data. One audit party would then provide the other with non-patient identifiable clinical data added to the audit identifier, enabling the other to append these clinical data to their existing dataset.

It was confirmed that neither party would be able to reverse the pseudonymisation.

Confidentiality Advisory Group advice 

This amendment was referred to the Vice Chair, Dr Patrick Coyle, who noted that it did not involve the transfer of any identifiers not already held by registers and using a pseudonymised process allowed a trusted third party to link data. This would be used to allow audit of the care of patients with both stroke and renal disease. 

The Vice-Chair advised that this method would not require further support; however it was advised that CAG should be informed of further linkages using this method noting the applicant’s intention to link to other datasets.

Confidentiality Advisory Group conclusion

In line with the considerations above, the Vice Chair advised recommending that the application did not require support to the Secretary of State for Health.

ECC 8-05(d)/2011  
Do specialist cancer services for teenagers and young adults (TYA) add value?

This research application from University College London Hospitals  NHS Foundation Trust set out the purpose of a cohort study to determine whether specialist Teenage and Young Adult (TYA) specialist care affects outcomes. All patients aged 13-24 diagnosed with cancer in England would be invited to participate.  A recommendation for class 2, 3 and 6 support was requested to allow National Cancer Research Network (NCRN) nurses to access data from the North West Cancer Intelligence Service (NWCIS) in order to identify patients and request their consent for entry into the study. This application as considered by Dr Patrick Coyle (sub-group Chair), Professor Barry Evans and Mr Anthony Kane.

Amendment request

An amendment request was submitted which detailed using Quality Health to send invitation letters to patients. The cancer patient experience survey methodology would be adopted whereby Quality Health would be provided with data from NHS Trusts and write to patients. The methodology to be used would be identical to that approved for the cancer patient experience survey. 

The amendment request was submitted as the applicant had found that the cancer registries did not hold sufficiently contemporary data which had led to the study being unable to recruit using National Cancer Research Network (NCRN) nurses and data from the North West Cancer Intelligence Service (NWCIS). The initial methodology was for NCRN nurses to identify patients and request their consent for entry into the study.

Confidentiality Advisory Group advice 

The amendment was forwarded to a sub-group of members who agreed that the request was appropriate, used the approved survey methodology and noted the assertions that this would improve sample size. Members queried whether the invitation letter could include information in relation to what a patient should do if they did not want to be included within the study or want their data retained. The applicant provided an amended letter which included details of what to do if a patient did not want to take part.

Specific conditions of support

1. Confirmation of suitable security arrangements via IG Toolkit submission. 

2. Confirmation of a favourable opinion for the amendment from a Research Ethics Committee.

ECC 3-04(a)/2012
National Audit for Cardiac Rehabilitation
This audit application from the Health and Social Care Information Centre (HSCIC) detailed the National Audit for Cardiac Rehabilitation which aims to collect comprehensive audit data to improve local cardiac rehabilitation services to patients, in terms of access, equity, quality and clinical outcomes.  A recommendation for class 1, 4, 5 and 6 support was requested to cover access to data.

Amendment request

This amendment request included two aspects:

1. Tracing of missing GP Practice codes in records in the NACR database.  GP Practice Code was a data item in the NACR database but only populated in around 10% of records. NHS Number and Date of Birth would be used to link NACR records to Personal Demographics Service data held by the HSCIC via the Secondary Uses Service (SUS) feed into the Medical Research Information Service Integrated Database & Administration System (MIDAS) records to trace missing GP Practice Codes.

2. Mapping GP Practice Code to Responsible CCG using Organisation Data Service reference data.

Confidentiality Advisory Group advice 

This amendment was forwarded to the Vice Chair, Dr Tony Calland, who noted that the specified data items were already detailed within the application and that this constituted a change in data source. The vice-Chair agreed that the amendment should be supported.

Confidentiality Advisory Group conclusion

In line with the considerations above, the ViceChair agreed that the minimum criteria under the Regulations appeared to have been met for this amendment, and therefore advised recommending support to the Secretary of State for Health.

ECC 7-05(f)/2011 - Post-Intensive Care Risk-adjusted Alerting & Monitoring (PICRAM)

This research application from the University of Oxford detailed the establishment of a research database, which would comprise of three existing intensive care databases across three hospitals, John Radcliffe, Churchill and Royal Berkshire Hospitals. The study aimed to identify patients at most risk of death or mishap following discharge from the Intensive Care Unit (ICU) at the point which they leave the ICU, allowing concentration of resources on those most at risk.

A recommendation for classes 4, 5 and 6 support was requested to provide a legitimate basis for access to confidential patient information by researchers in the “CareVue” database, local Intensive Care National Audit Research Centre (ICNARC) database and Patient Administrative system. The documents reviewed by the Vice Chair, Dr Tony Calland.

Confidential patient information requested

In order to link the specified databases, access was requested to NHS number, hospital ID, date of birth and postcode.

Amendment request

This amendment requested the extension of the data collection period for the Intensive Care patient research database to capture more patient admissions from the local ICU electronic systems at both Trusts through to the end of December 2015. This will increase the data covering an existing 5700 patient to include 14000 patients and enable similarities and differences to be identified between a teaching hospital and general hospital by increasing the number of years of dual sets of data from these Trusts from 2 years to 5.

The Applicant also stated that the inclusion of more recent patients would allow the researchers to run more detailed queries of patient population and treatment changes over time. The proposed extension would enable a 10 year range of data to be collected, which would include five years of dual Trust admissions thereby improving the effective of the database for researchers.

Confidentiality Advisory Group advice 

The amendment requested was forwarded to the Vice Chair who having reviewed the strong public interest, approved methodology and request to extend the anonymised database supported this amendment.

Specific conditions of support

1. Confirmation of suitable security arrangements via IG Toolkit submission. 

2. Confirmation of a favourable opinion from a Research Ethics Committee.

Updates on existing applications

CAG 2-03 (a)/2013 Application for transfer of data from the Health and Social Care Information Centre (HSCIC) to commissioning organisation Accredited Safe Havens (ASH)

A letter was received from NHS England on 20 August 2014 that sought clarification on an arising urgent issue that had recently been identified; the urgency was compounded by the imminent closure of North West London Commissioning Support Unit in September 2014. The request was considered by the Chair and Confidentiality Advice Team.

The issue related to the co-ordination of functions between Clinical Commissioning Groups (CCGs). The letter made reference to a clause within section 5 of the Health and Social Care Act 2012, which modifies Chapter A1 of Part 2 of the National Health Service Act 2006 with the insertion of clause 14Z3: Arrangements by clinical commissioning groups in respect of the exercise of functions. The letter stated that this clause enables CCGs to support other CCGs in the delivery of their functions.

It was indicated that some CCGs intended to cooperate on the delivery of Stage 1 Accredited Safe Haven (ASH) services. An example given was for one CCG to act as a Stage 1 ASH to support the other CCGs who do not wish to host a Stage 1 ASH but still want access to the functionality. In effect the CCG would be acting as a Commissioning Support Unit and it was highlighted that this would be enabled by the amendments to the NHS Act 2006. The letter set out that, in these circumstances, the CCG would be acting as a data processor for the other CCGs and would need to have appropriate contracts, data processing agreements and fair processing in place. 

The letter also confirmed that those wishing to use this option would neither be allowed to increase the level of access to confidential patient information nor to create duplicate flows of information.

The letter sought clarification of the understanding that the details of CAG 2-03 (a)/2013 do not preclude this interpretation of a CCG providing Stage 1 ASH services to other CCGs. It was confirmed that this change would be not significantly deviate from the terms of the application and would not require an amendment as it related to issues of clarification. It was also reiterated that all existing standards and controls contained with the application must be complied with, and all processing must be in accordance with the provisions of the Data Protection Act 1998 and any other relevant statutory restrictions. 

It is noted that a number of clarification requests are likely to be received as there are changes to commissioning structures. 

14/CAG/1011 Retrospective Observational Study to Describe Treatment Patterns and Health Care Resource Utilisation Associated with Anti-Tumor Necrosis Factor (TNF) Therapy in Patients Diagnosed with Crohn’s Disease (CD) or Ulcerative Colitis (UC)

This application was made by Optum on behalf of Takeda Pharmaceuticals International (TPI), Inc. and detailed Barts Health NHS Trust as the Applicant. The application was for a review of clinical activity associated with patients with Crohn's Disease (CD) who received their first dose of Anti-Tumour Necrosis Factor (TNF) between 01 June 2009 01 June 2011 and patients with Ulcerative Colitis (UC) who received their first dose of anti-TNF between 01 June 2009 01 June 2013. 

The aim of this study is to provide real-world evidence of treatment patterns, health care resource utilisation (HCRU), and associated health care costs in adult patients who have initiated anti-TNF therapy for the treatment of CD or UC.

Purpose of application

The application set out the purpose of accessing deceased patient data to supplement the data collected from consented living patients as part of the above study and data access during ‘for cause’ monitoring by Optum.

A recommendation for class 1, 2 and 6 support was requested to cover access to extract deceased patient data and to enable the auditing and monitoring of the study site data. 

Confidential patient information requested

Access was originally requested to Date of Death and Ethnicity.

Clarification of application scope

On 7 August 2014, the applicant confirmed that:

1. Initial identification of patients would be undertaken by the local clinical care team and this would not require support as there was no disclosure.

2. No routine on-site visits by Optum, for any for-cause visits required Optum would ask the site only to give them notes for living patients who had consented.

3. Access to data in relation to the living by individuals carrying out audits would be fully consented.

4. After discussions with the Project team internally Optum will only record the month and year of death accurately, for the day the arbitrary day of 01 will be chosen. All sites in UK will be instructed that if they have a deceased patient the Date of Death must be entered as 01-MMM-YYYY, so only the month and year are captured.

5. Collected data will only be accessed by Takeda as the Sponsor and Optum as the CRO conducting the study and the Data Management.

6. Results from this research may be disseminated in peer reviewed scientific journals and conference presentation, however the results will be completely anonymised and so patients identity will remain completely confidential.

Confidentiality Advisory Group advice conclusion

In line with the considerations above, the CAG agreed that, due to the later clarifications provided by the Sponsor above, the Group advised that on the basis of the information now supplied it does not appear that identifiable information in relation to the deceased is being disclosed. If the data disclosed is not identifiable, then there is no need nor place for support under the Regulations.

8. ANY OTHER BUSINESS

Dr Mark Taylor – HRA Secondment

As previously announced, Dr Mark Taylor has been seconded to HRA from University of Sheffield for three days a week from 1 September 2014 to 31 August 2015. The secondment is independent of the role of CAG chair but it is anticipated that, in addition to supporting the delivery of specific HRA projects it will also allow Dr Taylor to support the development of CAG in ways that would not otherwise have been possible.

The HRA projects that Dr Taylor is to support as Data Policy Advisor to HRA were clarified at the beginning of September. These included the Participant Identification Project (PIP) and the HRA Approvals Programme.  

PIP will draw upon the results of the call for examples of good practice in identifying patients in health research launched toward the end of 2013 as well as additional information about local initiatives, the results of the Sciencewise public dialogue project (exploring what patients and public think about health research), and also the existing legal framework. PIP will describe alternative ways by which suitable patients may be identified for approach for involvement in research.

The HRA Approvals Programme is to provide a single approval for research in the NHS that will incorporate assessments by NHS staff employed by the HRA alongside the independent Research Ethics Committee opinion. The idea is that decisions at local sites about participation may be made on local capacity and capability alone. Dr Taylor is to support development of the Information Governance aspects of central review. This may involve changes to IRAS.

Any potential conflicts, or perceived conflicts, will be identified and managed appropriately.  Transparency in this regard will be supported by inclusion of a brief report on Dr Taylor’s secondment activity within the office report in addition to Chair’s report.  Dr Taylor offered to take other steps, as agreed by CAG members to be necessary, to mitigate any risks of any conflict between the role of CAG chair and secondment activity.
Mr C Marc Taylor – HRA Role

Mr C Marc Taylor advised the Group that he had been asked to act as a “critical friend” on the HRA’s programme board for HRA Approval. The HRA Approval is a unified process which the Department of Health funded the HRA to introduce for research as part of the HRA’s function under Section 111 of the Care Act 2014 of coordinating and promoting regulatory practice. It was noted that this was separate from the HRA’s function relating to confidential patient information under Section 117 of the Act.
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