Application for support under Regulation 2, 3(4) or 5 of the Health Service (Control of Patient Information) Regulations 2002

SUPPORT FOR USE OF CONFIDENTIAL PATIENT INFORMATION WITHOUT CONSENT
Non-research application form

Applicants are advised that processing for research purposes cannot be considered via this form. A separate form must be completed in IRAS if intending to process confidential patient information without consent for research purposes.
Please give full answers, expanding where necessary and attaching relevant supporting documents set out in Annex A. 
	SECTION 1: REGISTER DETAILS (if supported, this information in section 1 and 2 will be published on the Register of Approved Applications)

	(a) Full Application Title: 

	

	(b) Application Summary: 


Provide a summary of the purpose the activity is designed to achieve, why it is being undertaken, why confidential patient information is required, and an overview of the data flows. 

Applicants will be asked to provide more detail in section 2, question(m)


	

	(c) Applying Organisation: 
This is the full name of the organisation making the application. This may be different from the controller for the application e.g. if the applying organisation is a processor operating on behalf of the controller 
*
	

	(d) Controller  

This is the entity responsible for determining the purpose and manner of this application detail (under GDPR/DPA 2018 definitions). This may differ from the details in question 1 (c) and (f).
Please provide work-based contacts only
	Organisation:

	(e) 
	Full Name and Role:

	(f) 
	Address (Work):

	(g) 
	Email:

	(h) 
	Telephone:

	(i) Processor (s)

List all processors handling confidential patient information. Note these will need to provide evidence of adequate security assurances (see section xx)
	

	(j) Contact Name & Role: 

Person who will be responsible for responding to queries as the application is processed
*
	Name:
Role:

Telephone:

Email:

	(k) Address for correspondence: 

Postcode:

Email:
	

	(l) Name of  Sponsor Organisation: 

(Sponsor’s written recommendation to be attached including approval from local Caldicott guardian(s))
	

	(m) Cohort/Population being studied: 

Give details of numbers, characteristics of population, inclusion and exclusion criteria

	

	(n) List/description of confidential patient  information intended to be processed under support:
Please list the key identifiers to be processed

Please attach a full dataset or other additional information as necessary. 

	Identifiers required for linkage:



	(o) 
	Identifiers required for analysis

	(p) Classes of support 

Please mark required general purposes with X. 
Class VI is pre-selected as it applies to all applicants
*
	□ Class I Support :  the process of extracting and anonymising the information

□ Class IV Support : To link patient identifiable information obtained from more than one source

□ Class V Support : for auditing, monitoring and analysing patient care and treatment

x Class VI Support : to allow access to an authorised user for one or more of the above purposes

□ Specific Support required (Regulation 2 – cancer registration purposes) 




	SECTION 2: JUSTIFICATION OF PURPOSE & PUBLIC INTEREST

	(q) Detailed Description of purpose: 

Provide a detailed description of the purpose of the proposed activity for which support is sought. Set out the anticpated benefits the unconsented processing will bring. 
Must also include the precise medical purpose as defined within the s251 (12) of the NHS Act 2006. 

	

	(r) Describe how the proposed use of information without consent will improve patient care and  serve the wider public interest? 
Expand as necessary as this is a critical section. 
	

	(s) Data flows

Provide a narrative description of the data flows for which support is sought. This must include:
· The data sources

· Relevant organisations

· Identifiers to be processed
· Stages where information is pseudonymised
Applicants should also provide a simple graphical data flow diagram that shows the flow of information, who is involved in processing, the stages at which it is pseudonymised/anonymised. 
	

	(t) Please list each of the data items you will hold in relation to each patient, and describe against each why the data item is required.


	

	(u) Are you seeking specific support or class support?  
If class support, detail which of the purposes that may be covered do you need support for?


	

	SECTION 3: practicable alternatives and 

	(v) i. Why is it not practicable for the current holder of the information you require to seek or obtain patient consent for the proposed use of patient identifiable information on your behalf? 
 ii. Why is it impracticable to use anonymised or pseudonymised information?


	CONSENT:
PRACTICABLE ALTERNATIVES:


	(w) Where support is in place, applicants are usually required to take reasonable steps to inform their cohort of the activity, and to allow for a right of objection. 

Provide clear details on what steps will be taken to provide information on this activity, where this will be placed, and how you will manage any patient objection.:


	Approach to informing the relevant population of the activity:
What mechanism will be used to manage and respect objections:


	(x) How have you involved patients and the public in the development of the activity for which you seek support?  
What changes have been made in response to their input?
	

	SECTION 4: JUSTIFICATION AND COMPLIANCE

	(y) What is the justification for using confidential patient information?

Explain the necessity of processing each relevant identifier e.g. for linkage/identify duplication, analysis etc


	

	(z) Provide details on how this activity is compliant with the principles of data protection legislation
Due to legal requirement, support cannot be provided unless the application demonstrates it is operating within the provisions of data protection legislation. 


	Under each of the principles below, clearly demonstrate how the specific activity is operating in compliance with the principles of the GDPR and Data Protection Act 2018.  Please seek specialist advice from your information governance advisors. 
1. Principle (a): information is processed lawfully, fairly and in a transparent manner in relation to individuals (‘lawfulness, fairness and transparency’)

· Specify the lawful basis for processing personal data, and the lawful basis for processing special category data

· Set out why the processing is ‘fair’

· How is the transparency requirement under data protection being met?

2. Principle (b): information is collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those purposes; 
3. Principle (c) information is adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed (‘data minimisation’);
4. Principle (d): information is accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure that personal data that are inaccurate, having regard to the purposes for which they are processed, are erased or rectified without delay (‘accuracy’);
5. Principle (e): information is kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for which the personal data are processed; 
6. Principle (f): information is processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures (‘integrity and confidentiality’).”
7. The controller shall be responsible for, and be able to demonstrate compliance with, paragraph 1 (‘accountability’). The accountability principle requires you to take responsibility for what you do with personal data and how you comply with the other principles. You must have appropriate measures and records in place to be able to demonstrate your compliance




	SECTION 5: MEASURES TO PREVENT DISCLOSURE OF CONFIDENTIAL PATIENT INFORMATION

	(aa) What security and audit measures have been implemented to secure access to, and limit use of, patient identifiable information within your organisation?


	

	(ab) Please provide details of your processing sites
(ac) Please provide details of your security assurance evidence

	· Specify where confidently patient information will be processed (England, Wales or Scotland)
· For data processed in England, set out the full name of the sites

· For each of the sites in England, confirm whether NHS Digital has reviewed the DSPT submission. 

· Please confirm if any processing is taking place in Wales



	(ad) Provide written confirmation that the organisation’s data security policy is fully implemented (and complies with the management and control guidelines contained in the ISO/IEC 17799:2005 & ISO/IEC 27001:2005, as replacements for Parts 1 & 2 of the BS7799 “Code of Practice for Information Security Management”


	

	(ae) Provide confirm that the organisations processing confidential patient information organisation have registered with the Information Commissioner’s Office. 

	

	(af) Describe the physical security arrangements for the location where patient identifiable data is to be:

i) Processed; and

ii) 
Stored (if these are different)


	

	(ag) System Information:

Identify the type of system and application to be used for information processing including product version numbers where known (e.g. desktop PC, Laptop PC, MS Access, etc)
	

	Confirm if the computer system will be entirely standalone or connected to a LAN or WAN network, or be otherwise accessible remotely by another means such as dial-up modem.  If so please confirm which networks these are and what they are used for, and provide a copy of the Network Security Policy.
	

	Provide details of access and/or firewall controls implemented on:
i) This system; and

ii) Any LAN or WAN to which it is connected

Please also identify who is responsible for the management of these arrangements.
	

	(ah) System-level Security:

Is there a system level security policy for this system?  If yes, please supply a reference copy and confirm its status.
	

	Has the system ever been the subject of a security risk review?  If so, please provide details and confirm whether all the necessary recommendations have been implemented.
	

	Please provide details of the arrangements you have implemented to routinely monitor and audit the security of this system for potential misuse or abuse.
	

	(ai) Data Retention & Destruction:

How long will the information be retained?  If longer than 12 months please provide justification.


	

	Describe the method of data destruction you will employ when you have completed your work using patient identifiable data.


	

	SECTION 6 SIGNATURES

	This form should be signed and dated by the controller of the application as per section (1) (D)
Declaration: I confirm that the application is accurate and I support and take responsibility for this application to process confidential patient information without consent 


	SIGNED:


	DATE:

	Return completed application and supporting information to:

cag@hra.nhs.uk



Annex A

Application Checklist
· Have you correctly identified the controllers and processors for the activity within the application?

· Have you addressed in full how the application meets each element of the principles of data protection legislation? Have the responses been checked by persons with the relevant expertise?

· Have you provided a copy of the information to be provided to the relevant population? Is there a mechanism to respect objection clearly set out in this material?
· Have you had a colleague check through your application form so that it is complete and conforms with actual practice?
· Are all acronyms explained and is the application understandable to a lay reader?


Have you included the following with your application form (where relevant):

· Data flow diagram setting out the flows of confidential patient information

· Written recommendation from the relevant sponsor
· Copy of your organisation’s Confidentiality Policy, including staff information leaflets and example(s) of confidentiality clauses in relevant staff contracts

· Copy of your organisation’s Security Policy, covering physical and system security

· Link to the relevant organisational Data Protection registration with the ICO
· Examples of Patient Information Leaflets provided to the public

Version 6.0 updated November 2023

